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ARTICLE

Analysing dynamic work systems using DynEAST: a demonstration 
of concept 

Matt Holmana, Guy Walkera and Terry Lansdownb 

aEnergy, Geoscience, Infrastructure and Society, Heriot-Watt University, Edinburgh, UK; bSchool of Social Sciences, Heriot-Watt 
University, Edinburgh, UK    

ABSTRACT 
The capability of current Ergonomics methods to capture dynamism is limited, stifling our 
understanding of work-as-done, distributed situational awareness and organisational drift. This 
paper provides a demonstration of concept of DynEAST; an extension of the EAST framework 
underpinned by principles from Dynamic Network Analysis, to capture elements of dynamism 
within work systems. The DynEAST concept is applied to a railway maintenance case study. 
Case study findings demonstrate how DynEAST outputs can be used to advance our under-
standing of the aforementioned phenomena and better equip practitioners for current and 
future Ergonomics challenges.  

Practitioner summary: This paper introduces the DynEAST method. DynEAST enables HF/E 
practitioners to model and analyse dynamic features of complex work systems. The develop-
ment of DynEAST is timely due to the concurrent proliferation of increasingly complex socio-
technical systems and stagnation of HF/E methods development; particularly those able to 
model systemic dynamism.  

Abbreviations: DynEAST: dynamic event analysis of systemic teamwork; EAST: dynamic event 
analysis of systemic teamwork; HF/E: human factors and ergonomics; HF: human factors; DNA: 
dynamic network analysis; HTA: hierarchal task analysis; CWA: cognitive work analysis; CAST: 
causal analysis based on system theory; STAMP: system theoretic accident model and processes; 
FRAM: functional resonance analysis method; SNA: social network analysis; DSA: distributed situ-
ational awareness; PPO: possession protection officer; PO: protection officer; RTS: railway track 
signals; LPA: local possession authority; SMEs: subject matter experts   
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Introduction 

The high value problems ergonomists should be resolv-
ing are systems based (Dul et al. 2012). A critical com-
ponent of these problems is their dynamism (Walker 
et al. 2017). Current ergonomics methods have limited 
capability in dealing with this important feature, espe-
cially at scale (Salmon et al. 2017; Walker et al. 2017; 
Holman et al. 2020). Systems Ergonomics methods are 
typically driven by static inputs and produce static out-
puts (Dekker, Hancock, and Wilkin 2013; Thatcher, 
Nayak, and Waterson 2020). As a result, users of such 
methods are confronted by three problems:   

1. The system snapshot problem. Systems change 
over time. Basing the analysis of a complex 

sociotechnical system on a set of static data inputs 
(e.g. observations, interviews, operating procedures 
etc.) can result in the generation of outputs that no 
longer represent the system in a meaningful way. 
Subsequent analyses performed in precisely the 
same way may yield entirely different outputs. 
The continuous replication of analyses to track sys-
tem behaviour over time is usually impractical, and 
in view of the burgeoning field of big data ana-
lytics, increasingly outmoded. 

2. Uncertainty of input data values and sensitiv-
ity to initial conditions. As per the maxims of 
chaos theory (see Lorenz 1972) interconnected 
systems can allow features to propagate and 

CONTACT Matt Holman mdh1@hw.ac.uka Energy, Geoscience, Infrastructure and Society, Heriot-Watt University, Edinburgh, UK 
Supplemental data for this article is available online at https://doi.org/10.1080/00140139.2022.2092217 

� 2022 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group. 
This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License (http://creativecommons.org/licenses/by- 
nc-nd/4.0/), which permits non-commercial re-use, distribution, and reproduction in any medium, provided the original work is properly cited, and is not altered, transformed, 
or built upon in any way. 

ERGONOMICS 
2023, VOL. 66, NO. 3, 377–405 
https://doi.org/10.1080/00140139.2022.2092217 

http://crossmark.crossref.org/dialog/?doi=10.1080/00140139.2022.2092217&domain=pdf&date_stamp=2023-01-09
https://doi.org/10.1080/00140139.2022.2092217
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/


multiply out of proportion to the original input. In 
other words, even small errors in input data can 
result in wildly inaccurate outputs leading to 
gross misjudgements of current and predicted 
system states. 

3. The coarse grain problem. Static method out-
puts do not typically enable systemic phenomena 
such as non-linearity, emergence, and phase 
changes to be abstracted. They result in a ‘low 
resolution’ output which does not represent the 
dynamism of the system and the resulting higher 
order effects. 

The argument for the utility of systems ergonomics 
methods over conventional deterministic methods for 
analysing complex systems is now well established 
(see Underwood and Waterson 2014; Read, Salmon, 
and Lenn�e 2015; Walker et al. 2017; Salmon et al. 
2017; Grant et al. 2018; Hulme et al. 2019; Holman 

et al. 2020; Holman et al. 2021). A potential barrier to 
their use, however, is that the current state of science 
in systems methods has not advanced enough to deal 
with the three weaknesses identified above. The 
logical next step is to develop methods capable of 
coping with systemic dynamism. This will better equip 
ergonomics practitioners to deal with the high value, 
deeply systemic issues the discipline should be contri-
buting towards (Dul et al. 2012). 

In this paper a conceptual demonstration of how 
principles from Dynamic Network Analysis (DNA) 
(Newman 2018) can be used to augment the systems 
method Event Analysis for Systemic Teamwork (EAST) 
(Walker et al. 2006) is presented. In doing so, this 
paper advances the directives outlined in the Radical 
Systems Thinking in Ergonomics Manifesto put for-
ward by Holman et al. (2019) and Dul et al.’s (2012) 
broader strategic direction to strengthen the value 
proposition of HF/E. 

Table 1. EAST network types (adapted from Stanton, Salmon, and Walker 2018). 
Network Nodes Relationships  

Task network Represent high-level tasks that are required during the scenario 
under analysis. High level tasks are typically extracted from 
the subordinate goals level of an HTA 

Represent instances where the conduct of one high-level 
grouping of tasks (i.e. task network node) influences, is 
undertaken in combination with or is dependent on another 
group of tasks 

Agent network Represent human, technological, or organisational agents who 
undertake one or more of the tasks involved in the scenario 
under analysis (as identified in the HTA and task network) 

Represent instances where agents within the agent network 
interact with one another during the scenario under analysis 

Information  
network 

Represent grouped categories of information that is required by 
agents when undertaking scenario under analysis (as 
identified in the task and agent network) 

Represent instances where information influences other 
information or is used in combination with other information 
in the network during the scenario under analysis  

Figure 1. EAST framework (adapted from Walker et al. 2006).  
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Event analysis for systemic teamwork (EAST) 

EAST is a systems thinking framework which opera-
tionalises how performance and safety emerges in 
complex sociotechnical systems. EAST utilises an array 
of existing ergonomics methods to develop three 
interlinked networks. The social network represents 
the actors within the system and the communication 
links which join them. The task network represents the 
activities performed within the system and how they 
too connect and the information network represents 
the information which resides in the sociotechnical 
system, and how individual items of information inter-
connect (Table 1). These networks (Figure 1) can be 
analysed to drive out systems level insights such as 
networked system vulnerability (Lane et al. 2019), sys-
tem safety margins (Salmon et al. 2018), distributed 
cognition (Walker, Stanton, Salmon, et al. 2010, Banks 
et al. 2018) and distributed situation awareness 
(Stanton et al. 2006; Stewart et al. 2008). 

Table 1 describes the rules regarding the relation-
ship between nodes within EAST Networks. 

The use of EAST to represent networked systems 
evolving over time involves constructing a single 
aggregated static EAST network, where all the con-
tacts between nodes are represented as a single link 
(e.g. Stanton, Roberts, and Fay 2017). Although add-
itional information can be encoded via weighted links 
(such as link frequency or importance), conventional 
EAST networks are still unable to capture the temporal 
evolution of network structures; if the timings of node 
contacts are modified, the resultant weighted EAST 
network structure will remain the same. 

Therefore, a simplifying assumption, and an acknowl-
edged limitation (Waterson et al. 2015), is that compos-
ite networks characteristic of conventional EAST – 
strictly speaking – represent links between nodes that 
are always available and persist over time. In other 
words, they do not capture the temporal characteristics 
of a system unless individual time-separated EAST anal-
yses are performed (Walker et al. 2009; Walker, Stanton, 
Baber, et al. 2010). While the EAST method offers a use-
ful analytical advance even with this limitation present, 
it is clear the method can be developed further. 

There is a broader relative dearth of HF methods 
explicitly designed to model temporal characteristics 
of complex systems. Prominent systems methods such 
as Cognitive Work Analysis (CWA) (Rasmussen et al. 
1990), Causal Analysis based on System Theory (CAST) 
(Leveson 2016), STAMP (Leveson 2016) and FRAM 
(Hollnagel 2018) do not explicitly model systemic 
dynamism. Whilst these systems HF methods have 
enabled the discipline to keep pace with the 

increasing complex systems characteristic of the 3rd 
industrial revolution, they can only take us so far. The 
development of HF methods capable of modelling sys-
temic dynamism is overdue and is particularly presci-
ent given the dawning of the 4th industrial revolution 
(Holman et al. 2020) or Industry 4.0. Herein lies the 
motivation of the paper. 

Concepts from the burgeoning discipline of Dynamic 
Network Science are presented in the following section. 
These concepts underpin a demonstration of concept 
for a novel extension of EAST called – ‘DynEAST’. The 
enhanced method is not domain specific, but to dem-
onstrate its efficacy it is applied to a use case from the 
rail sector. The outcomes of applying DynEAST frame 
the final section of this paper in which new, and prac-
tical, analytical capabilities are revealed. 

Augmenting EAST with dynamic 
network science 

Dynamic Network Analysis (DNA) is an emergent sci-
entific field unifying traditional social network analysis 
(SNA), link analysis, and multi-agent systems theory 
(Braha and Bar-Yam 2006). Whereas nodes and links in 
a traditional SNA model (and indeed EAST network) 
are static, nodes and links within a dynamic network 
model can have additional properties, such as the abil-
ity to evolve over time. Dynamic networks come in 
several forms and differ from traditional social net-
works in that they can be;  

1. Multiplex: composed of multiple overlapping net-
works that capture the different types of links 
between the same nodes throughout a network. 

2. Multilayer: a network made up of multiple con-
nected layers each comprising a distinct node set 
which can be linked via inter-layer edges. 

3. Dynamic: a network whose nodes and links can 
evolve over time (also known as a temporal net-
work) (Newman 2016). 

The target systems of EAST analyses comprise over-
lapping and interconnected task, agent, and informa-
tion networks. Within these networks, nodes and links 
can appear, configure, reconfigure, and dissolve within 
and across network layers throughout its timebound 
lifecycle. The modelling and analyses of these dynamic 
properties are beyond the capability of the conven-
tional EAST framework. Multilayer and temporal net-
works, therefore, are particularly germane for 
extending the analytical capability of EAST. The 
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following subsections explore these network types 
and discuss their utility for augmenting the 
EAST framework. 

Multilayer networks 

A multilayer network comprises a set of network 
layers. Each of these layers represents a discrete net-
work and contains a series of N nodes and E edges, as 
is typical of traditional networks. Multilayer networks 
also contain a set of interlayer edges which connect 
nodes from one layer to nodes in a different layer. 
Interlayer edges can connect nodes from any layer to 
nodes in any other layer, and as such, are not con-
strained by adjacency. In multilayer networks, there-
fore, a node within a layer can reach another node in 
the same layer without being directly connected to it. 
Multilayer networks have been used to analyse the 
performance of multi-modal networks such as trade 
relationships (Gao, Sun, and Shen 2015), transmission 
of diseases (Masuda and Holme 2013; Lee et al. 2012) 
and transportation networks (Cantarella and de Luca 
2005; Gallotti and Barthelemy 2015; Tsiotas and 
Polyzos 2015; Du et al. 2016; Hong et al. 2016; Ganin 
et al. 2017). Across many of these application areas 
multilayer network analysis has been used to derive 
node criticality metrics based on node interdependen-
cies (He and Cha 2020). 

Representing EAST networks as multi-layered ena-
bles the identification of interdependencies between 
task, agent, and information nodes. Node interdepen-
dencies could be used to identify critical nodes and 
links within and across network layers, understand the 
implications of broken links between nodes and evalu-
ate overall network resilience (Stanton and Harvey 
2017; Lane et al. 2019). The analytical possibilities 
afforded by representing EAST networks as multi-lay-
ered could empower analysts to analytically prototype 
and ‘stress test’ observed and simulated work systems. 
This capability could be especially valuable in the 
development of complex safety critical teamworking 
tasks. It could also be valuable for the integration of 

autonomous agents into work systems where critical 
interdependencies may not be identified and fully 
understood through traditional EAST analyses alone. 
For example, optimal propagation of information 
across human and/or autonomous agents could be 
evaluated by constructing a range of dynamic EAST 
networks where information propagates to different 
agents, at different times and at different rates. Using 
a dynamic EAST scenario analysis approach, the net-
works which best support system goals could then be 
brought forward for further refinement, development, 
and verification prior to commissioning. 

Temporal networks 

Dynamic temporal networks are a type of multilayer 
network whose structure (nodes and edges) and/or 
associated attributes may change over time (Holme 
2015). The majority of networked systems are best 
described as temporal networks (Holme and Saram€aki 
2012; Li et al. 2017; Masuda and Lambiotte 2020). 

Temporal networks can be used to represent the 
dynamic nature of node interactions across the net-
work life-cycle by modelling links which appear at the 
point of interaction and disappear when interactions 
end. Temporal networks can also represent the 
dynamic characteristics of nodes, which may also 
appear and disappear at different times across the 
network life-cycle. Nodes and edges in conventional 
EAST networks are static and persistent. The properties 
of temporal networks therefore present a compelling 
opportunity to model and evaluate dynamism across 
EAST networks. 

Temporal networks can be represented in several 
ways. One method is to present them as a time-bound 
sequence of static networks (Perra et al. 2012; Nicosia 
et al. 2013). This method is equivalent to the sequenc-
ing of layers in a multilayer network (Lee, Min, and 
Goh 2015) (Figure 2). Using this approach, networks 
occurring at discrete time steps – for example, those 
representing a sub task in EAST – can be modelled by 
networks bounded by task start and end times. Nodes 

Figure 2. Temporal network slices (left) & Multilayer networks (right).  
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and links that exist during each interval constitute a 
snapshot of the system at the given point in time. 
These snapshots can then be sequenced to form a 
time-ordered dynamic network which shows the evo-
lution of the network over a given period. This 
approach is relevant to EAST. Representing temporal 
networks in this manner would allow the relationships 
between agents and information flow across EAST net-
works to be operationalised. This is an important cap-
ability the conventional EAST framework does 
not possess. 

DynEAST 

DynEAST is an augmentation of ‘conventional’ EAST 
that combines features of temporal and multilayer net-
works to form dynamic models of work systems. The 
DynEAST approach involves constructing a series of 
multilayer EAST network ‘slices’ representing the 
agents and information involved in each subtask. The 
temporal ‘life’ of subtask network slices are delimited 
by temporal data relating to the time of subtask 
occurrence. These slices are then arranged in 
sequence along a timeline bound by the beginning 
and end of the observed system (see Figure 3). The 
result is a ‘superordinate dynamic multilayer EAST net-
work’. This superordinate network is different to the 
static composite networks currently produced using 
EAST (Salmon et al. 2018). Rather than producing a 
static representation of the total work system, the 
dynamic superordinate network model reconfigures its 
constituent nodes and links according to the agents 
and information involved throughout each sub-task. 
Dynamic network metrics can be extracted from this 
superordinate network, and its constituent network sli-
ces, to generate traceable insights into the dynamism 
of the system under analysis. These concepts apply in 
practice. A typical use case would be to employ 

DynEAST (as per conventional EAST) to the analysis of 
a ‘real-world’ work system. Such a use-case forms the 
topic of a proof-of-concept demonstration described 
in the next section. 

Whilst EAST and DynEAST inevitably share many 
features, strengths and limitations, DynEAST exhibits 
some key points of difference which, the authors 
argue, extend EAST’s capabilities to model and analyse 
the features of systemic dynamism in greater detail. 
These are summarised in Table 2. 

Applying DynEAST 

DynEAST, and its constituent multilayer and temporal 
network concepts, were applied to data collected from 
a complex track maintenance teamworking task car-
ried out a by a major Australian rail operator. The fol-
lowing methodological steps (deliberately inspired by 
Stanton et al. 2017) were taken to collect and analyse 
this data and generate the temporal multilayer net-
work and its resultant dynamic metrics. These steps 
can be used as a guide for further applications of the 
DynEAST approach. It should be noted that the data 
collection and analysis methods which typically feed 
into conventional EAST analyses (such as Task 
Analysis, Semi-structured interviews, Critical Decision 
Method, etc.) are all compatible with the DynEAST 
concept and should be used to inform DynEAST net-
works where appropriate. 

Step 1 – Define analysis aims 

As previously discussed, EAST (and DynEAST) can be 
used to reveal systemic insights across a broad range 
of factors critical to the safe and efficient functioning 
of any work system. In this particular case, the aim of 
the analysis was to generate a temporal multi-layered 
EAST network to understand how critical information 
is shared between agents across sub-tasks within a 

Figure 3. DynEAST network slices.  
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railway track possession1 activity. The focus of this 
use-case is, therefore, on how distributed situational 
awareness (DSA) is achieved. DSA conceptualises 
Situational Awareness as a system property that 
emerges through interaction of agents and technology 
across tasks (see Salmon et al. 2006; Stanton et al. 
2006; Stanton, Baber and Harris 2008; Salmon et al. 
2009). DSA is vital to track maintenance activities due 
to their communication and information burden, 
safety critical nature, their geographical span, and 
quantity of agents involved (Golightly et al. 2013). 
DSA is a feature that EAST/DynEAST can expose from 
within work systems, among many others.  

Step 2 – Define the task or scenario under analysis 

Railway track possessions are a complex distributed 
task involving multiple agents using safety critical 

information to complete a series of sub-tasks. At a 
broad level, the functional purpose of a track posses-
sion is to allow safe access to a section of track for a 
pre-planned portion of time. This is to enable main-
tenance of railway assets without the risk of rail traffic 
being present. 

The Possession Protection Officer’s (PPO’s) overall 
task is to plan and implement the track possession. 
This involves briefing a series of Protection Officer 
(PO) teams on the pre-planned method, location, and 
duration of worksite protection. The PPO then coordi-
nates the POs to establish worksite protection using 
physical measures such as point clips and/or Railway 
Track Signals (RTS) at specified locations. It also 
includes removing protection once all maintenance 
work has been complete. 

During planning and implementation, the PPO 
must communicate with the signaller(s) responsible 

Table 2. Key differences between EAST and DynEAST concept. 

Feature 

EAST DynEAST 

Attribute Limitation Attribute Capability  

Network layers Composite EAST networks 
typically consist of three 
overlapping monolayered 
networks to describe the 
overall system 

Monolayered composite 
EAST networks allow 
only intralayer metrics to 
be derived for the 
constituent agent, task 
and knowledge 
networks. Intralayer 
metrics do not explicitly 
capture the relationships 
between nodes across 
the constituent networks. 

DynEAST produces multi- 
layered networks where 
task, social and 
knowledge networks can 
be linked via 
interlayer edges. 

Representing systems as multi- 
layered networks enables 
the derivation of intra and 
inter layer network metrics. 
These enable insights into 
the structural relationships 
between social, agent and 
knowledge nodes. In 
addition, DynEAST possesses 
the analytical capabilities of 
the conventional EAST 
framework as intralayer 
metrics can still be derived 
from layers within 
multilayer networks. 

Network structure Nodes and links within 
conventional composite 
EAST networks are 
shown to persist over 
time. As such, the 
composite EAST network 
structure is presented as 
static and does not 
model the evolution of 
network structure 
across time. 

Information about how the 
network structure 
evolves is lost. This can 
lead to oversimplified 
and distorted system 
models, stifling 
identification and 
analysis of systemic 
dynamism, and other 
properties of interest. 

Nodes and links within 
DynEAST networks can 
appear and disappear as 
the network evolves and 
changes in structure. 
Dynamic metrics can be 
derived to identify and 
analyse changes in 
network structure. 

DynEAST models specific 
instances where a node 
appears or disappears and 
the duration of its activity 
or presence. This capability 
enables network evolution 
to be modelled across time. 
The temporal data can be 
used to identify network 
structure at selected times 
throughout a work system. 

Temporality Composite EAST networks 
are represented as static 
(the authors 
acknowledge that 
temporal EAST networks 
can be generated, 
however the 
monolayered EAST 
networks cannot capture 
temporal interactions 
across network layers) 

Reducing a dynamic work 
system into a static one 
results in the loss of 
temporal information. 
Representation of a 
connection between 
Node X and Y is not 
necessarily meaningful 
unless the time and 
duration of this 
connection is specified. 

DynEAST networks can 
incorporate varied 
temporal data including 
instances of node and 
link appearance and 
disappearance, duration 
of node connections, 
instances and durations 
of tasks and various 
other phenomena 
of interest. 

Incorporation of the transience 
of nodes and links across 
time into DynEAST networks 
can be used to model a 
more complete picture of 
complex work systems. 
Augmenting EAST with intra 
and interlayer temporal 
dimensions can enable 
identification and analysis of 
new phenomena, such as 
dynamic node reachability, 
dynamic situation 
awareness, information 
decay and latent error 
potential (see New 
Capabilities – Extending 
EAST section).  
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for rail operations across the track territory. This com-
munication includes intended worksite protection 
methods, location of the possession, forecasted dur-
ation and planned work-scope. The PPO may also 
request that the signaller(s) put blocks on signals to 
protect the worksite (thus the signals become part of 
the worksite protection). Signal protection arrange-
ments are often pre-planned but may need to be 
negotiated in account of ongoing or foreseen oper-
ational constraints. The signaller must formally grant 
the PPO possession of the planned track territory prior 
to work taking place on track. During the possession, 
the PPO may request the signaller to perform various 
actions relating to the maintenance tasks occurring 
within the possession, such as ‘swinging points’. 

Step 3 – Define the agents involved in the task or 
scenario under analysis 

Table 3 shows the agents involved in the scenario and 
briefly describes their role in relation to posses-
sion management. 

Step 4 – Conduct observational study of the task 
or scenario under analysis 

The planning and implementation of a track posses-
sion was observed between 21:05 and 03:55 during a 
night-shift in March 2018. The possession took place 
across a track territory in New South Wales, Australia, 
and involved 11 participants and one observer. 
Approval for data use was sought and granted from 
the participants and the Department Head of Human 
Factors of the rail operator. 

The observation was carried out from the point of 
view of the Possession Protection Officer (PPO), and 
focussed on communication tasks associated with 
planning, briefing and management of the Local 
Protection Authority. The PPO coordinated five PO 
teams and a signaller via radio. 

Step 5 – Collect data as per the analysis aims 

From the PPO’s point of view, tasks related to the 
planning, execution, and management of track posses-
sions are primarily communicative and coordinative. 
Instances where the PPO initiated a communication 
with another agent within the work system were iden-
tified as discrete tasks. Thus, data relating to the PPO’s 
communication with other actors within the work sys-
tem was collected. The data attributes comprised of 
who the agent communicated with, the information 
conveyed, and the time at which the communication 
occurred. All data attributes were collected by an 
observer who was shadowing the PPO throughout the 
activity. Data was collected using a notepad. 

Step 6 – Analyse data to identify agents and 
information nodes 

Content analysis of the communications data attrib-
utes described in Step 5 enabled a list of 37 informa-
tion nodes to be generated. These represented key 
information conveyed during each interaction 
between the PPO and the recipient agents (and vice 
versa). In this scenario the nodes also represented the 
task-related information conveyed to and from the 
PPO to the other agents. A further set of seven nodes 
represented the agents in the scenario. 

Step 7 – Construct multilayer task networks 

A series of forty multilayer ‘information by agent’ net-
works were created, each one representing a discrete 
communication task. For this analysis, a task was 
defined as every instance of purposive communication 
between the PPO and another agent related to the 
goal of the work system. For example, the worksite 
protection briefing was classified as a task, whereas a 
casual conversation between two agents during the 
observation was not. Thus, task networks were not 
defined for communications data unrelated to the 
work system. A formal Task Analysis was not 

Table 3. Agents involved in the track possession scenario. 
Agent Role description  

Possession Protection Officer (PPO) Holds overall responsibility for the planning, execution, and management of the possession LPA. The PPO is 
the primary contact for the signaller and coordinates PO team movements around the rail corridor 

Protection Officer (PO) Responsible for clipping and locking points and escorting infrastructure maintainers into the protected work 
zone. May perform other safe working duties such as escorting infrastructure maintainers onto and across 
tracks as necessary 

Signaller The signaller controls the signals and points around and within the worksite. The signaller ensures that rail 
operations are executed in line with timetable requirements 

Infrastructure maintainer Responsible for maintenance of assets and infrastructure in the rail corridor. Works under the supervision of a 
PO or PO team when on track.  
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developed as the generation of time-ordered task net-
works itself represents the sequence of 
tasks undertaken. 

The agents involved in the communication tasks 
formed an ‘agent node layer’ within the multilayer net-
work. The task-based information exchanged during 
communications comprised the ‘information node layer’. 
Links between agent nodes represent the network of 
agents involved in the communication, whereas inter-
layer links show the information used and conveyed by 
agents. Temporal data relating to communications dur-
ing the observation was used to timestamp each multi-
layer task network. The multilayer task networks were 
then arranged in a time-respecting sequence. Data 
which fed into the networks were checked for accuracy 
by Subject Matter Experts (SMEs) involved in the task 
during periods of non-activity. Retrospective verbal 
protocol analysis (Kuusela and Paul 2000) was per-
formed immediately after PPO tasks to confirm informa-
tion conveyed and the agents to which it was conveyed 
to. This technique enabled task networks to be vali-
dated in the field. Individual networks were reviewed 
against the operator’s network rules to ensure they 
accurately represented the information conveyed during 
specific subtasks. 

Step 8 – Identify metrics of interest and perform 
dynamic network analyses 

Dynamic network and node metrics were derived from 
the resulting meta-network. These related to the main 
area of interest which in this demonstration was DSA. 
Other DynEAST analyses may have different foci for which 
these, or different, dynamic network node metrics may 
be appropriate. The metrics ‘dynamic network density’ 
(Dd) and ‘dynamic critical node in-degree centrality’ (CD) 
were deployed to explore DSA. These metrics were calcu-
lated using ORA network analysis software. 

Network density represents the level of intercon-
nectivity of the network in terms of relations between 

nodes. Density is expressed as a value between 0 and 
1, with 0 representing a network with no connections 
between nodes and 1 representing a network in which 
every node is connected to every other node (Walker 
et al. 2011). Higher density values are indicative of a 
well-connected network in which tasks, agents and 
information are tightly coupled. Network density is 
used here as a proxy for the volume of communica-
tion and information embedded within the task net-
work. This measure will vary by task in accordance 
with the relative volume of information conveyed 
between agents participating in the exchange at any 
one moment in time. In other words, the network 
density metric is contingent on the communication 
‘traffic’ occurring throughout subtasks. 

In-degree node centrality measures were derived to 
evaluate the importance of agents and information 
throughout the scenario (Table 3). For the purposes of 
the demonstration of concept, seven critical information 
nodes were identified for analysis. These nodes were 
judged to represent information that has immediate bear-
ing on the successful execution (or otherwise) of track 
possession management tasks and for the establishment 
and continuation of site safety (Table 4). 

At any point in time there will be ‘dormant nodes’ 
which are currently unconnected. These dormant 
nodes represent information and agents that were not 
involved in a particular subtask but were active during 
other sub-tasks. Dormant nodes were retained in each 
network in order to be able to derive metrics relative 
to the whole set of possible agents and information 
across the work system; not only those active during a 
given task. Their inclusion allowed the comparison of 
subtask metrics against the superordinate network.  

Findings 

Table 5 shows the set of time-ordered multilayer infor-
mation by agent networks. It also shows the network 
density and critical node centrality metrics associated 

Table 4. Critical information nodes. 
Open lines Open lines are portion of track not under the protection of the track possession. As such, they are ‘open’ live rail traffic. It 

is vital that all agents involved in the possession hold accurately knowledge of open lines throughout the track 
possession territory 

Worksite hazards Site specific worksite hazards must be understood by PO teams involved in the possession. 
Points to be clipped A The specific points to be clipped and locked in by PO Team A. Errors in point clipping could result in rail traffic entering 

the track under possession. 
Points to be clipped B The specific points to be clipped and locked in by PO Team B. Errors in point clipping could result in rail traffic entering 

the track under possession. 
Points to be clipped C The specific points to be clipped and locked in by PO Team C. Errors in point clipping could result in rail traffic entering 

the track under possession. 
Points to be clipped D The specific points to be clipped and locked in by PO Team D. Errors in point clipping could result in rail traffic entering 

the track under possession. 
Points to be clipped E The specific points to be clipped and locked in by PO Team E. Errors in point clipping could result in rail traffic entering 

the track under possession.  
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Table 5. DynEAST network. 
Task Time Network Metrics  

Confirm 
Protection 
Arrangements 
with Signaller   

21:05 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

Protection 
briefing   

21:55 Network density 0.139 
Critical node centrality 

Open lines 0.85 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

Worksite briefing   22:05 Network density 0.092 
Critical node centrality 

Open lines 0 
Worksite hazards 0.85 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

Planned 
PO movements   

22:07 Network density 0.208 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PO team A pre- 
work check   

22:32 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0.28 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team B pre- 
work check   

22:56 Network density 0.011 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0.28 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team C pre- 
work check   

23:11 Network density 0.007 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0.28 
Points to be clipped D 0 
Points to be clipped E 0 

PO team D pre- 
work check   

23:20 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PO team E pre- 
work check   

23:33 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0.28 

STN confirmation   23:46 Network density 0.007 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

LPA 1 authorised   23:55 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PPO notification 
to PO teams 
LPA 
1 authorised   

23:57 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

Instruction to PO 
team E to clip 
and lock points   

23:59 Network density 0.007 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0.28 

Instruction to PO 
team A to clip 
and lock points   

00:07 Network density 0.007 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0.28 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team E 
confirm points 
clipped 
and locked   

00:13 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0.28 

PO team B 
confirm points 
clipped 
and locked   

00:18 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0.28 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

(continued) 

388 M. HOLMAN ET AL. 



Table 5. Continued. 
Task Time Network Metrics  

PO team D 
confirm points 
clipped 
and locked   

00:25 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

PO team C 
confirm points 
clipped 
and locked   

00:33 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0.28 
Points to be clipped D 0 
Points to be clipped E 0 

PO team A track 
entry 
authorised   

00:35 Network density 0.023 
Critical node centrality 

Open lines 0.28 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team D track 
entry 
authorised   

00:36 Network density 0.023 
Critical node centrality 

Open lines 0.28 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PPO requests info 
on LPA 2   

01:15 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

LPA 2 authorised   01:26 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 
LPA 2 details 0.28 

Points 
testing request   

02:04 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

Points 
testing 
complete   

02:33 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PO team D clear 
of danger zone   

02:46 Network density 0.031 
Critical node centrality 

Open lines 0.28 
Worksite hazards 0.28 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team A work 
status check   

02:49 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team A clear 
of danger zone   

02:52 Network density 0.031 
Critical node centrality 

Open lines 0.28 
Worksite hazards 0.28 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team E 
instructed to 
remove 
points clips   

03:03 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0.28 

(continued) 

ERGONOMICS 391 



Table 5. Continued. 
Task Time Network Metrics  

PO team B 
instructed to 
remove 
points clips   

03:04 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0.28 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team C 
instructed to 
remove 
points clips   

03:05 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0.28 
Points to be clipped D 0 
Points to be clipped E 0 

PO team D 
instructed to 
remove 
points clips   

03:06 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

PO team A 
instructed to 
remove 
points clips   

03:12 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0.28 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PO team B 
confirm point 
clip removal   

03:17 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0.28 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team C 
confirm point 
clip removal   

03:20 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0.28 
Points to be clipped D 0 
Points to be clipped E 0 

PO team A 
confirm point 
clip removal   

03:22 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0.28 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team D 
confirm point 
clip removal   

03:25 Network density 0.023 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0.28 
Points to be clipped E 0 

(continued) 
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Table 5. Continued. 
Task Time Network Metrics  

PO team E 
confirm point 
clip removal   

03:30 Network density 0.039 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0.28 

PO team D 
instructed to 
lift RTS   

03:31 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

PO team E 
instructed to 
lift RTS   

03:32 Network density 0.015 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0 

Possession 
fulfilled   

03:35 Network density 0.031 
Critical node centrality 

Open lines 0 
Worksite hazards 0 
Points to be clipped A 0 
Points to be clipped B 0 
Points to be clipped C 0 
Points to be clipped D 0 
Points to be clipped E 0  
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with each task. This ‘film strip’ representation allows 
the reader to scan the scenario and visualise the net-
work dynamics in the context of a static paper-based 
academic article. The networks were generated and 
analysed in the ORA Dynamic Network Analysis soft-
ware. The supplementary file shows the network 
dynamics as an animation, a visualisation method 
more suited to DynEAST. 

New capabilities – extending EAST 

Pushing the analytical boundary of the EAST frame-
work enables insights into previously intractable HF/E 
phenomena. In the case study described above it shines 
a light into new forms of dynamic risk modelling, the 
dynamic nature of DSA, and work-as-done versus work- 
as-imagined. The enabler of these insights is the capabil-
ity of DynEAST to model work-as-done in a more granular 
way than conventional EAST, grounding it firmly within 
the pragmatist framework underpinning applied HF/E 
enquiry (Walker et al. 2017). DynEAST models of work-as- 
done empower HF/E analysts to genuinely grapple with 
‘thorny’ HF/E phenomena that are well known, yet diffi-
cult to approach with empiricism. 

Before delving into the detailed findings as they relate 
specifically to this case study, Figure 4 shows four phe-
nomena that DynEAST can be used to study, and the rela-
tive analytical effort required to address them. Uniting 

these phenomena is the notion of dynamism; the aspect 
of complexity which the DynEAST concept aims to tackle. 

Dynamic task-based risk profile – in-degree  
centrality 

Dynamic In-degree centrality scores were calculated 
for the seven information nodes identified a-priori as 
being critical to safety in the case study. In-degree 
centrality is given by: 

C
D ið Þ¼

Pn

j¼1

Aij  

Within the context of the case study, in-degree cen-
trality scores reflect the proportion of agents that 
have access to these critical pieces of information, and 
at what time, through their involvement or otherwise 
within a communication task. For example, the infor-
mation node Worksite Protection Plan appeared in the 
task networks Confirm Protection Arrangements with 
Signaller and Worksite Briefing and yielded in-degree 
centrality values of 0.28 and 0.85 respectively. The 
lower value for Confirm Protection Arrangements with 
Signaller represents the fact that only two out of the 
seven total agents within the work system were con-
nected to that information node the during the task 
compared to Worksite Briefing where six out of the 
seven agents were connected to it. 

Figure 4. Insights enabled by DynEAST. Shaded areas show the phenomena discussed in relation to findings of the immediate case 
study, whilst the unshaded areas show those phenomena not directly addressed but to which DynEAST analyses can be applied.  
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In-degree centrality scores for critical information 
nodes points to be clipped A, B, C, D and E were 
extracted from the set of time ordered task networks. 
These nodes appeared numerous times throughout 
the work system although the frequency and patterns 
of their transmission was not uniform across PPO and 
PO team interactions as indicated by their respective 
dynamic in-degree centrality scores. 

The dynamics of latent errors 
Extraction of dynamic in-degree centrality scores for 
critical information nodes can generate insights into 
dynamic latent error potential. Nodes Points to be 
clipped B, C, D and E, all appeared in the initial check 
described by task network PO Team E Pre-work check 
and appeared again when the PPO instructed PO 
teams to clip and lock points, and once more at 00:13 
when the PO team called the PPO to confirm that 
points had been clipped and locked. The appearance 
of these nodes prior to the placement of protection 
and immediately after its placement is indicative of a 
corrective control which could mitigate against active 
errors (i.e. protection applied to the wrong points). 
The information node points to be clipped A essentially 
mirrors the appearance of other points to be clipped 
nodes but with one potentially significant difference; 

PO team A does not confirm with the PPO that their 
points have been clipped and locked after protection 
has been placed immediately after the PPO’s instruc-
tion to clip and lock points at 00:07. The links 
between information node Points to be Clipped A and 
agent nodes PPO and PO Team A did not occur at a 
critical juncture; immediately after the application of 
PO Team A’s point clips and prior to the entry of track 
by both PO Teams (Figure 5). 

The finding that PO team A did not confirm that 
their points and been clipped and locked, nor the 
request for the information from the PPO, highlights 
the advantage of the DynEAST concept over conven-
tional EAST analyses for analysing dynamic work sys-
tems. Representation of the case study through a 
conventional EAST network would not have revealed 
this omission as information node Points to be clipped 
A was connected to agent nodes PPO and PO Team A 
during the subsequent PO Team A confirm point 
removal task network. Using conventional EAST, a link 
between the information and agents would have been 
shown to have had always been present throughout 
the course of the task. These findings are powerful. 
Using DynEAST, the analyst can represent a dynamic 
model of work-as-done from which latent error poten-
tial can be made manifest (Figure 6). 

Figure 5. Work as Done; omission of PO team A point clips application check.  
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Dynamic task risk assessment 
The case study is also a demonstration of DynEAST’s 
capability for probabilistic modelling of system error 
relating to critical task dependencies between task 
phases (see Wang et al. 2021). PO team A’s omission 
of a confirmation to the PPO that protection had been 
placed would likely increase the probability that the 
protection task would not be completed as prescribed 
during the planning phase. The breakdown of this 
defence would have allowed any latent errors made 
during the planning phase to propagate undetected 
through the dynamic network and manifest as an 
active error at the point of protection placement. 

Within an organisational context the analyst could 
use findings such as these as a basis for further obser-
vations and analyses. DynEAST’s capture of dynamic 
work-as-done permits further analysis of what ‘normal’ 
actually is: are the discovered latent errors an outlier 
or are they the norm? It is now possible to more effi-
ciently direct analytical effort and resources to find 
out. It is also possible to set thresholds based on 

network metrics to define what is considered accept-
able and what warrants further action. 

Dynamic situation awareness 

The capability of DynEAST to model time-ordered inter-
actions between nodes can be leveraged to build 
enhanced models of DSA. These enhanced models 
could yield an array of theoretical and practical benefits 
of interest to the HF practitioner. A component of 
Stanton et al.’s definition of DSA states ‘DSA is defined 
as activated knowledge for a specific task within a sys-
tem’ (Stanton et al. 2006). Stanton et al.’s notion of 
‘activated knowledge’ can be readily reconciled with 
outputs from DynEAST analyses, which can be used to;  

� Detect the presence of information nodes and 
agent nodes within discrete task networks through 
dynamic in-degree centrality measures. 

� Measure the reachability of information nodes 
transmitted or received by agents, and their tem-
poral recency. 

Figure 6. Work as imagined; PO team A point clip application check completed.  
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� Identify and understand the informational context 
within which information was transmitted using 
network density. 

DynEAST outputs can therefore be used to oper-
ationalise the notion of ‘activated knowledge’ and to 
examine it in terms of its transience, reachability (see 
next), and informational context across complex work 
systems. These angles of inquiry build on the many 
insights into DSA realised through application of con-
ventional EAST analyses (see Walker, Stanton, Salmon, 
et al. 2010; Neville and Salmon 2016; Stanton et al. 
2006; Salmon et al. 2017). 

Dynamic node reachability 
Reachability refers to the ability of one node to connect 
to another via a link or set of links. In the case of tem-
poral multi-layered networks, the reachability of nodes 
can apply at intra and inter layer levels. In the context 
of the case study, therefore, reachability can be applied 
from agent-to-agent (intralayer), information-to- 
information (intralayer) and agent-to-information (inter-
layer) nodes. When considering dynamic networks, the 
reachability of nodes evolves as nodes and links appear 
and disappear as the network reconfigures over time. 
Thus, in dynamic networks, reachability of one node to 
another does not necessarily persist over time. Rather, 
node reachability is bounded by the presence of dis-
crete node contact instances; links between nodes are 
only valid during a defined time interval (Holme and 
Saram€aki 2012). DynEAST, which represents work sys-
tems as a dynamic multi-layered network, can therefore 
be used to model the dynamic interlayer reachability of 
information by individual agents. 

Utilising the notion of activated knowledge as a con-
ceptual lens, the temporally constrained reachability of 

information nodes across multi-layered task networks 
can be used to model the dynamism of DSA across a 
work system. Viewing work systems through this lens, 
we can not only ask ‘who knows what and when?’, but 
also ‘who could know what and when?’ and, perhaps 
more consequentially, ‘who couldn’t have known what 
and when’. 

One way to formally represent temporal node 
reachability within dynamic networks is through time 
evolving node reachability sets (see Williams and 
Musolesi 2016). A temporal reachability set Kvx

[T](v1, 
v2, … vn) is a set of nodes K that have been reached 
from origin node vx by the end of timestep T. 
Information nodes that are active within the reachabil-
ity set are denoted as 1 and nodes that are not active 
but have been previously active are denoted by 
1(t<0

[z]), where t is the duration in minutes between 
the node being active and the T value of the reach-
ability set (the t value can only ever be negative). The 
z value refers to the accrued instances of information 
node transmission at reachability set timestamp T. 
Nodes that have not been activated are denoted as 0 
in the reachability set. Broadly speaking, a lower –t 
value can be considered to contribute to the approxi-
mated degree of activated knowledge decay (see 
Berman, Jonides, and Lewis 2009). However, this may 
be counterbalanced by accrued transmission. Both fac-
tors must be considered in relation to one another, as 
a high transmission rate may not necessarily counter 
the effects of decay as the transmission occurrences 
may not be distributed uniformally. 

The temporal reachability set for the information 
node Worksite protection plan at t¼ 21:05:00 shows 
active links between the PPO and Signaller only, and 
no previous transmissions. Therefore, this node was 
not reachable by the remaining agent nodes (see 
Figure 7). 

 PPO Signaller PO team A PO 
team 
B 

PO team 
C 

PO team 
D 

PO team 
E 

Worksite 
protection plan 

1 1 0 0 0 0 0 

Figure 7. K(V worksite protection plan [21:05:00]).  
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In contrast, the temporal reachability set for worksite 
protection plan at t¼ 21:55:00 shows active links for all 
agents apart from the signaller. However, the signaller’s 
previous exposure to the information node at 
t¼ 21:05:00 indicates that the link was once active but 
has been subject to a degree of decay. Thus, temporal 
reachability set K(V worksite protection plan [21:55:00]) 
shows that information node Worksite protection plan 
was transmitted to the Signaller 50 minutes ago with an 
accrued transmission of 1 (Figure 8). 

This degree of knowledge decay may decrease the 
likelihood of accurate DSA as the information node 
was transmitted to the signaller once, and 50 minutes 
earlier than the reachability set timestamp (although it 
is likely that the signaller would record this informa-
tion on a form or other memory aid). 

This brief example highlights how dynamic reach-
ability offers a means to build more nuanced under-
standings around the formulation and evolution of 
DSA across dynamic work systems in the field. 
Retrospective node reachability analysis can be 
applied to understand the degree to which the tem-
poral patterns of information dissemination contrib-
uted to the formulation and dynamic profile of DSA, 
and most importantly, how this directly impacted task 
performance. On the prospective side, the concept of 
reachability can be applied to the development of 
broader work systems and working procedures. It 
would serve as an aid to designers for embedding 
optimal patters of information propagation. In this 
context, node reachability allows us to ask; ‘who 
should know what and when’? This is a significant 
extension to the capability of EAST. 

Informational context 
Analysis of dynamic network density also reveals some 
noteworthy findings that are particularly useful for 
understanding the formulation and dynamic profile of 
DSA. At a broad level, the networks associated with 
the track possession planning phase are dense relative 
to task networks across other phases. The mean dens-
ity metrics for the tasks within this phase is 0.15 (with 
a peak of 0.208 for the communication task PO move-
ments) compared with 0.03 for remaining tasks which 
occurred on track. The density of this task phase indi-
cates that agents and information are well connected 
during planning tasks, but less so when completing 
planned tasks. It is during this phase that the PO 
teams discuss critical task information such as the 
location(s) and timings of their own tasks (e.g. protec-
tion placement, planned movements, etc.), and form 
and consolidate working mental models of their tasks 
in relation to the tasks of other PO teams involved in 
the possession. Any communication errors which occur 
in this task phase could propagate active errors during 
subsequent protection placement and other associ-
ated activities. In contrast, the relatively low density of 
networks representing PPO requests for PO teams A 
and E to clip and lock of points (0.07) show that little 
information is used to complete these tasks. 

The high network densities typified by task networks 
in the planning phase may indicate the potential for a 
low signal to noise ratio relating to information immedi-
ately pertinent to individual PO teams. With regards to 
DSA, a low signal to noise ratio represents a context 
where critical information is conveyed alongside infor-
mation that may not be pertinent to the agent(s) in 

 PPO Signaller PO team 
A 

PO team 
B 

PO team 
C 

PO team 
D 

PO 
team E 

Worksite protection 
plan 

1 1(t-50
[1] ) 1 1 1 1 1 

t = -50 
z = 1 
 

Figure 8. K(V worksite protection plan [21:55:00]).  
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question. For example, task network Protection Briefing 
involves the PPO and all PO Teams and yields a network 
density of 0.13 (see Figure 9). In relation to their active 
tasks of clipping and locking points, PO Teams are 
exposed to a multitude of surplus information during 
this task. The density of this network may reduce the 
salience of critical task information to agents and 
increase the likelihood of miscomprehension, recording 
errors or otherwise hinder the formulation of an accur-
ate mental model of the task(s) that the critical informa-
tion is related to. In the context of complex 
teamworking tasks, however, a densely connected infor-
mation network involving all POs presents the oppor-
tunity for developing a shared mental model of the 
complete possession and the timing and importance of 
their specific tasks within it (see Salmon et al. 2010). 

DynEAST can offers a robust means of making 
these trade-offs explicit. By exploring the network con-
figurations within which critical information is trans-
mitted, the degree to which the organisation of 
agents supports the formulation of functional DSA can 
be evaluated. This can be applied at both task and 
system levels. 

Further analysis of the discrete task networks 
reveals a seemingly obvious, but potentially important 
finding with relation to reduction of error probability 
within information-dense team working environments. 
That is, the instantiation of network configurations 
representing the exchange of latent information, and 
their replication when the information is actively ‘used’ 
during a task. To illustrate this, Figure 10 shows the 
appearance of information node Points to be Clipped E 

Figure 9. Dense information context.  

Figure 10. Replication of network configuration across tasks.  
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across three task networks. These networks represent 
the exchange of information between the PPO and PO 
Team E relating to the points to be clipped and 
locked by PO Team E. The instantiation of this network 
configuration prior to and after PO Team E’s active 
task of clipping and locking points demonstrates an 
in-built error reduction strategy of pre and post 
task checking. 

Although the implication of this finding in this sim-
ple case study is limited, what is revealed is the 
broader utility of using DynEAST to identify multiple 
(re)occurring network configurations; or, perhaps more 
critically, their absence. The absence of multiple occur-
ring networks may indicate that critical information 
had not been communicated, pre-checked or recorded 
between agents involved in a task which dependent 
on it (e.g. clipping and locking specific points at a spe-
cific location). In other words, the appearance of the 
information only during its active use throughout a 
critical task would indicate the absence of pre-task 
information checks. Therefore, within an information- 
dense team working task occurring over longer peri-
ods of time, the absence of discrete multiple occurring 
networks containing critical information may be a 
leading indicator of error potential. Thus, introduction 
of a network configuration containing critical informa-
tion nodes prior to their active use within an identical 
(or similar) network configuration could serve as a 
type of inoculation against error. Again, an under-
standing of the operational context and the inherent 
trade-offs of any intervention is key. DynEAST can pro-
vide the entry point. DynEAST models can be formu-
lated and iterated to examine the effects of patterns 
of informational relations on emergent system out-
comes. This can be approached from the perspective 
of retrospective analyses of complex teamworking 
tasks (as was demonstrated by the case study) or 
explored through prospective DynEAST simulations. 
Simulated modifications to agents and information 
nodes involved in and across tasks networks can sup-
port identification of the network configurations which 
reinforce optimal DSA. The value of the latter 
approach becomes more apparent as networks scale 
in their diameter, geographical expansiveness and 
temporal lifecycle, making observational analyses 
impractical. 

From work as done vs work as imagined to 
organisational drift 

DynEAST has the potential to tackle the challenges of 
understanding differences between ‘Work as Done vs 

Work as Imagined’ at a level of fidelity that cannot be 
realised through application of conventional static- 
based HF analyses. In relation to communication tasks 
associated with possession management, the dynamic 
temporal EAST network presented provides a model of 
‘Work as Done’ in the field. These findings could be 
compared against work as represented by procedures, 
rules and work instructions to understand the extent 
to which work as done diverges (or otherwise) from 
work as represented by these artefacts. Such a com-
parison would be relatively straightforward and could 
provide powerful insights. Dynamic metrics extracted 
from a normative DynEAST network reflecting work as 
prescribed by rules and procedures could be used as 
a baseline against which metrics extracted from 
DynEAST networks representing the same task as 
observed in the field could be compared. Deviation of 
DynEAST ‘Work as Done’ metrics from normative met-
rics would indicate a disparity between Work as Done 
and Work as Imagined. Observed disparities between 
Work as Imagined and Work as Done metrics could 
challenge long-held assumptions about how work is 
performed in the field and could invoke action to 
review the sufficiency of procedures and rules. 

DynEAST representations of Work as Done could 
also yield valuable insights into system resilience as 
the impacts of various ‘stressors’ on system perform-
ance (e.g. weather, equipment availability, staffing 
availability etc.) can be modelled and compared 
against normative metrics. In doing so, the ways in 
which task, information and agent networks configure 
and reconfigure in response to variations in local and 
external conditions over time can be analysed. 

Organisational drift 
Accident theorist Turner suggested that organisational 
accidents undergo an incubation period, where the 
necessary conditions for accidents emerge, interact, 
and eventually initiate a sequence of events that lead 
to catastrophe (Turner and Pidgeon 1997). According 
to Turner, this process is often so gradual that leading 
indicators of drift towards safety margins may be 
barely perceptible at the organisational level. Further 
still, Turner and other safety scholars (e.g. Weick and 
Sutcliffe 2011; Dekker and Pruchnicki 2014; Reason 
2016) note the inability of organisations to meaning-
fully conceptualise and monitor drift over time, due to 
how gradual and diffuse (within the organisation) the 
phenomenon is. It can be argued that navigation of 
the conceptual space between safety and production 
boundaries has been stifled by our inability to monitor 
and analyse work-as-done at scale and across time. 
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Longitudinal analysis of performance against pre-
scribed norms using DynEAST could provide organisa-
tions one way to conceptualise and monitor drift over 
time. Comparison of DynEAST Work as Done networks 
against a large sample of tasks ‘as imagined’ could be 
used to generate an organisation-wide profile of 
where an organisation ‘is’ against where it ‘should be’ 
relative to safety and production boundaries. DynEAST 
networks showing increasing deviation from safety 
and quality standards over time could indicate the 
organisation in question is in fact in a state of drift. 
Conversely, accrued network data showing a consist-
ent adherence to prescribed standards would indicate 
that organisation is position in a state of relative sta-
bility. The direction of drift, between the margins of 
safety and productivity, could be detected through 
observation of the type and characteristics of tasks 
observed. For example, a longitudinal dataset indicat-
ing the omission of safety checks across a sample of 
safety-related tasks analysed over time may imply that 
safety is being traded off in favour of production. If 
the incidence of omission were increasing, this would 
suggest that the organisation is in a state of drift 
towards the margin of safety. 

Doesn’t EAST do all this anyway? 

Yes and no. Whilst EAST networks can be decomposed 
into discrete time stamped composite networks, they 
cannot be formally subjected to dynamic network 
analyses. The crucial differentiator between EAST and 
the concept presented in this paper is that DynEAST is 
multi-layered. This difference may seem subtle, but it 
is an important difference. The formal linking of con-
stituent agent and information EAST networks via 
interlayer edges enabled network metrics to be 
derived at intra and inter layer levels. For the present 
case study, these metrics represented the relationships 
between the agents and information involved within 
each time-ordered subtask and the active use of infor-
mation by specific agents during tasks at discrete 
times. It is the analytical insights afforded by these 
new metrics that underpin the extended capabilities 
discussed throughout the previous section. Derivation 

of multilayer network metrics is not possible with con-
ventional mono-layered EAST networks. As such, the 
relationships between task, social and agent node-sets 
cannot be formally modelled and must be inferred by 
the analyst. To illustrate this point, Table 6 shows 
mono-layer network metrics for the constituent agent 
networks layer (as would be typical for a conventional 
EAST network). 

The PPO has the highest in-degree centrality score 
(0.648), indicating they had the highest communication 
burden, and the agent network is relatively dense 
(0.776). Whilst these metrics provide a general overview 
of task loading, they offer little insight into what infor-
mation was conveyed to and from the PPO, when it was 
conveyed and during which tasks. For instance, these 
metrics do not tell us whether the PPO completed all 
communications during the first subtask and only 
exchanged non-critical information throughout the 
remainder, or whether the PPO was involved in every 
subtask and conveyed only critical information to other 
agents. Whilst the authors acknowledge this example is 
somewhat of a ‘strawman’, it serves to illustrate an 
important point; metrics derived from mono-layer EAST 
networks leave discernment of significance to the ana-
lyst. This may be tolerable (and even preferable) for 
EAST analyses of simple systems spanning short periods 
of time. But applied to complex systems of greater 
scales, dynamism, time spans and densities, mono- 
dimensional EAST metrics simply do not offer the 
granularity necessary to derive specific insights into the 
phenomena of interest discussed throughout the previ-
ous section. 

Limitations 

Despite the new analytical capabilities introduced by 
DynEAST, the concept exhibits several disadvantages, 
some of which are shared with the conventional 
EAST framework. Firstly, the time taken to apply the 
DynEAST concept would likely be greater in compari-
son to EAST if both were used to model the same 
work system due to the additional data required and 
its incorporation into time-ordered multilayered net-
works. The extent of this depends somewhat on the 
data coding methodology and the software used to 
construct, analyse, and present the time-ordered 
multilayer networks. A further limitation is the add-
itional training and familiarisation time, which is 
already high for conventional EAST. Along with train-
ing in the various data collection, task analysis and 
communication analysis techniques which feed into 
conventional EAST, an understanding of the 

Table 6. Mono-dimensional network metrics. 
Agent In-degree centrality Network density  

PPO 0.648   0.776 
PO team E 0.330 
PO team A 0.341 
PO team B 0.308 
PO team C 0.308 
PO team D 0.363 
Signaller 0.066  
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additional network types and a familiarisation with 
wider DNA concepts is necessary. Furthermore, train-
ing and familiarisation with the analytical software 
(or coding language) used to construct and analyse 
DynEAST networks would be required. As with EAST, 
DynEAST also demands a high level of access to the 
domain, task and operational SMEs to collect data. In 
addition, addressing the element of subjectivity 
when creating and linking the networks relies heavily 
on unrestricted access to SME knowledge, oper-
ational procedures and other documentation, and 
more broadly, the concession of the domain operator 
with the needs of the study. Like EAST, DynEAST 
outputs must be validated by SMEs with domain 
knowledge. The conventional means of data collec-
tion (i.e. observer-based) deployed for this demon-
stration of concept highlights another limitation 
shared with conventional EAST; scalability. Despite 
this, DynEAST networks (like EAST) can theoretically 
be driven or otherwise informed by live-data inputs. 
Combining live-data inputs with a computational 
approach to network generation would be a strong 
basis to overcome this limitation. Finally, the outputs 
of DynEAST can be difficult to represent in static 
graphical form. Dynamic representations of evolving 
network structure are simply not suited to conven-
tional means of presentation, such as industry 
reports and journal papers. Acceptance of alternative 
report and journal paper formats would address 
this limitation. 

Conclusion 

DynEAST can overcome some key limitations of the 
conventional EAST framework. Currently EAST is not 
able to model the dynamism presented by real-work 
systems in a way that remains tractable while address-
ing strategic HF/E problems. The case study presented, 
and resultant discussion, shows how principles from 
DNA can be used to overcome this limitation. DNA 
unlocks the potential of EAST, allowing it to be 
applied and scaled to design and analyse potentially 
massive dynamic sociotechnical systems (Holman 
et al. 2020). 

As acknowledged, the additional DNA components 
may increase the application time and training time 
required for users to familiarise with DynEAST in 
comparison with the conventional EAST framework. 
Nevertheless, the increasing availability of DNA soft-
ware and the equalising effects of ‘DNA-capable’ 
open-source coding languages (such as R), make 
DynEAST accessible for HF/E practitioners, 

researchers, and students alike. Along with analytical 
speed, the computational augmentation of EAST 
diversifies the pool of potential data sources, enables 
the analysis of a near-limitless volume of data and, 
combined with Big Data inputs, allows systems of 
great scale to modelled. As the discipline adapts to 
the era of ‘Big Data’, the significance of these capa-
bilities cannot be overstated (Holman et al. 2019; 
Holman et al. 2021). 
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Note 

1. A Localised Possession Authority (LPA) is a form of track 
possession. For the purpose of this paper, the terms 
track possessions and LPA are used interchangeably. 
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