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Abstract: Free-space quantum key distribution (QKD) has been gaining popularity in recent
years due to its advantages in creating networking options for the quantum internet. One of the
main challenges to be addressed in QKD is the achievable secret key rate, which must meet
current and future demand. Some of the existing solutions include the use of higher bandwidth
electronics, untrusted relay architectures such as Twin-Field QKD, or high dimensional QKD.
In this work, we proposed the use of a combination of spatial-multiplexing and time-division
techniques, together with the use of 2D single-photon avalanche diode arrays to increase the final
throughput. The main challenge in a free-space scenario is the effects introduced by turbulence.
This paper demonstrates how appropriate time-division of the spatial-modes can reduce the
quantum bit error rate due to optical crosstalk from 36% to 0%. With this technique, we believe
the future need for superconducting nanowires single photon detectors, in some free-space QKD
applications, can be relaxed, obtaining more cost-effective receiver systems.

Published by Optica Publishing Group under the terms of the Creative Commons Attribution 4.0 License.
Further distribution of this work must maintain attribution to the author(s) and the published article’s title,
journal citation, and DOI.

1. Introduction

Quantum Key Distribution (QKD) is an encryption key growing communication protocol, which
offers one of the solutions to the security threat of quantum computers over the current internet
cryptography [1]. It is one of many quantum communication protocols [2–4], which provide
secure communications options. Due to the need for a globally scaling quantum network,
free-space and satellite QKD have gained great interest in recent years [5,6]. Free-space has also
seen rapid growth in interest due to the need for diverse networking options to create a quantum
internet with many users [7]. Free-space links can offer a network node options that can be
fixed or reconfigurable, making them ideal for applications in hand-held [8], "last-mile", aerial
platforms [9–11], and satellite [12–15]. Progress in measurement device independent (MDI)
QKD has also been reported in free space [16]. However, one of the main challenges is ensuring
the systems can generate secret keys fast enough to support current and future needs.

Channel capacity, in terms of achievable secret key rate, of a QKD link can be increased through
a multitude of techniques, some of them not too dissimilar to conventional communication
techniques, such as; improving single-photon detector technology to enable higher bandwidth
[17–19], implementing untrusted relay architectures qubit protocols [20–23] (although this is
challenging in free-space), or utilizing different high-dimensional (HD) qudit encoding methods
[24] such as frequency [25], time [26] or orbital angular momentum [27]. Nonetheless, HD QKD
is also limited by the PLOB bound [28]. Hence HD QKD’s main advantage is found in a low loss
scenario where the higher bit density translates into longer keys for saturated detector [29], while
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in a high loss scenario is preferable to use d qubit systems that would use the same resources
than a qudit system with d dimensions.

Spatial-multiplexing is another solution that offers a linear-scaling way to increase the channel
capacity and has been explored theoretically in [30,31]. However, in the previous literature,
separate transmitter and receiver telescopes per optical channel are utilized, making the proposed
systems large, expensive, and cumbersome. New independent 2D pixel read-out single-photon
avalanche diode (SPAD) detector array technology [32,33], allows a smaller and cheaper optical
system to perform spatial-multiplexed QKD. The technology could be used for free space channels
with an array of transmitters, for instance, a 2x2 array of telescopes could send four beams that
would be collected at the receiver and focused onto a single detector. In a fiber-based application,
a multi-core fiber could be used to image the beam into the SPAD array. These 2D SPAD
detector arrays have already been demonstrated for their feasibility to combine detection of a
single-photon level signal and track spatial position [34].

In this work, we demonstrate a combined spatial-multiplexing and time-division technique
utilizing a 2D SPAD array with a 1.6×1.6 mm active area in a 115×125×78 mm frame to increase
the channel capacity of a free space QKD system. We simulate four independent single-photon
level (pseudo-encoded QKD) channels utilizing a multicore fiber to create compact spatial modes.
The four spatial modes were then imaged onto the 32×32 pixel SPAD array, where the encoded
single-photon level signal was captured. We simulated beam-size turbulent effects by adjusting
the focus on the 2D SPAD array, creating crosstalk between the spatial modes. We show that
by applying a time-division technique to the four channels, operating at a repetition rate of 250
MHz, the quantum bit error rate (QBER) due to crosstalk of a QKD protocol can be reduced
from 36% to 0%. Our method explores the capabilities in a free space scenario, nevertheless,
the technology could also be used in a fiber-based one [35]. The technology and techniques can
alleviate the necessity to have superconducting nanowires single-photon detectors (SNSPD) to
achieve high-bandwidth QKD albeit through the use of additional channels.

2. Simulation of the turbulence induced crosstalk

When using a 2D SPAD array for a free-space QKD system with multiple arrayed channels,
each one can be focused onto a different pixel or group of pixels, assuming propagation through
the vacuum. However, if the spatial modes propagate through turbulent channels, such as the
atmosphere or underwater, the beam will suffer several degradation effects. Beam scintillations
will cause the beam shape at the receiver to be multimodal. These multimode beams will have a
larger M2 value, a metric that measures how close a beam profile is to a Gaussian shape, M2 = 1
being a perfect Gaussian beam. A larger M2 will cause defocus at the receiver. Hence, increasing
the focal spot size of each spatial mode on the 2D SPAD array will potentially cause crosstalk, if
the spatial separation between modes on the 2D SPAD array is close together or the turbulence is
high enough.

To understand how atmospheric turbulences could affect the crosstalk between spatial modes,
we focused our study on the multimode degradation that beams suffer after propagation on
these kinds of channels, other effects such as beam wandering affects each beam equally, so the
relative positions of the beams will remain constant if the spatial modes are coming from a single
transmitter source. To set an upper bound of performance, the fiber system in the lab (Section 3.)
was simulated in ideal conditions where each spatial mode focusses on unique pixels. The M2

value of the beams were then artificially increased, and therefore the beam radius at the array
increased, see Fig. 1(a).

At M2<10, the optical cross talk is insufficient to cause signal degradation. However, beyond
that value, optical cross talk does introduce errors (Fig. 1(b)). When this happens, light from one
spatial mode leaks into another one, creating additional noise for that QKD channel, resulting
in an extra quantum bit error rate (QBER) due to crosstalk (QBERcrosstalk) for a QKD protocol.
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Fig. 1. Degradation caused by the optical crosstalk between spatial-multiplexed beams with
no time-division when increasing the M2 value. (a) Normalized power distribution of the
beams at the single-photon avalanche diode array. For M2 = 10, the power distribution is
saturated to allow visualization of bigger M2 values. (b) shows how the optical crosstalk
translates into an extra quantum bit error rate (QBERcrosstalk) in the system and an extra
loss due to photons going onto wrong pixels. (c) gives the QBER dependence for different
channel separations on the array, the further the channels are from each other, the more
turbulence tolerance the system would have. On the other hand, more channel separation
would mean the use of fewer channels.

To estimate QBERcrosstalk, four different regions were defined on the 2D SPAD array, with each
region containing one of the simulated QKD channels. The multicore fiber used in this work
followed a grid pattern, if the multicore fiber used had a different core distribution, these regions
would need to be redefined but Eqs. (1) and 2 would still apply. As the M2 was increased from 1
to 100, the crosstalk counts were estimated. These were compared to the total number of counts
per channel and multiplied by a factor of 0.5, which accounts for the 50% chance there is in a
binary communication that an error count cannot be distinguished from the signal. The final
formula was as follows:

QBERchA
crosstalk =

CchB + CchC + CchD

2CchA
total

(1)

where QBERchA
crosstalk is the QBERcrosstalk in channel A, CchX is the additional photon count rate

from other channels, and CchA
total is the total number of counts in channel A. Due to the symmetry of

the system, the QBERchA
crosstalk of one channel is equal to QBERcrosstalk of all channels. Crosstalk

will also induce loss, since light leaked from one channel into another means lost photons for the
channel intended, therefore:

LosschA
crosstalk =

WchA − 0.5 CchB − 0.5 CchC − 0.5 CchC
PchA

(2)

where LosschA
crosstalk is the loss in channel A, WchA are the photons from A going into wrong

channels, and PchA is the total number of photons emitted from channel A.
The simulations assume average turbulence, this is, the averaged power distribution of the

beams at the detector can still be approximated by a Gaussian, but the width of that Gaussian is
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wider. After a horizontal atmosphere propagation of 1,500 meters for a wavelength of 850 nm, a
M2 value of 60 could be expected [36]. This will translate into an extra QBER of 23.6%, which
will not permit secure QKD. Therefore, in Sections 3. and 4. we introduced a time-division
technique that allows decreasing this contribution to 0. Other works present some examples of
what the spot size of the receiver would be after a satellite link [37–40].

Another solution to minimize the QBERcrosstalk is to space further the different sources. This
spacing must meet some limitations, i.e., the sources must be within the field of view (FOV) of
the array, further than the FOV of a single pixel, and far enough to overcome the diffraction limit
given by the Rayleigh criterion. On the other hand, more spacing between the sources will limit
the number of them. Moreover, if the spacing is large, the assumption that turbulence will be
the same for all beams will not hold, and therefore more in-depth simulations will need to be
developed. It is important to notice that this QBERcrosstalk is an extra QBER that only applies to
spatial-multiplexing QKD systems, and that will need to be sum to other QBER contributions,
which is the reason why it is important to demonstrate a method to reduce to 0.

In a specific scenario, more parameters need to be defined to estimate the M2 at the receiver,
such as location, time, telescopes, or altitudes. This analysis will need to be specific to a particular
system and would possibly not apply to any other. Therefore, the analysis presented here intends
to highlight which solutions can be applied even for a worst-case scenario, and how SPAD arrays
could be used in these conditions assuming that the channel will vary and have better conditions
with time, offering a window where SPAD arrays benefit can be exploited.

3. Experimental set-up

A schematic of the experimental set-up can be seen in Fig. 2. The optical source for the
experiment was a single narrow linewidth distributed Bragg reflector laser, which emitted at a
central wavelength of 852 nm. It was externally pulsed at two clock frequencies (1 GHz and
250 MHz) using an intensity modulator. At each frequency, an on-off pseudo-random pattern
was set using direct pulsing and the signal was attenuated to the single-photon level, giving a
pseudo-QKD signal for the experiments. The initial source was then split into four independent
single-mode channels using a passive 1×4 splitter. Each independent channel had fixed optical
path-length differences to create the time-delays used for the time division technique. The
time-delays applied were 1, 2, and 3 nanoseconds with respect to the reference.

To create the spatial multiplexed modes for the free-space channel, the four independent
channels in the transmitter were transferred into a multicore fiber via a photonic fan-out into a
2×2 spatial array. The multicore bare fiber had a square core separation of 125 um. The multicore
was a bespoke component made for 1550 nm and had core diameters of 10 um, which caused the
852 nm light to be slightly multimodal, other multicore fibers could be used for a higher number
of modes, as long as all the modes can be focused into the array. The fiber was collimated using a
1-inch aspherical lens with a focal length of f = 25 mm. Although good collimation was achieved
for the lab-based demonstration, a higher power lens would have provided better collimation for
longer distances trials.

The spatial multiplexed modes for the free-space channel were sent to the receiver through a
free space channel of approximately 1 meter. This was in an air-conditioned lab environment.
At the receiver, to simplify the demonstration, only a single 2D SPAD array was used to detect
the spatial array signal. In a real QKD demonstration, multiple detectors would be used after
a quantum decoder. The spatial array from the free-space channel was focused using a 1-inch
aspherical lens with a focal length of f = 50 mm, giving the system a magnification power of 0.5.
This was done to minimize the number of pixels illuminated per spatial channel and to reduce the
optical noise and optical crosstalk.

The 2D SPAD array used in this experiment had 32×32 pixels. Each pixel had a dimension
of 50×50 um, a fill factor of 1.5%, and a resultant photon-detection efficiency of 5% for 852
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Fig. 2. Schematic representation of the system. A continuous wave 852 nm laser is pulsed
with an intensity modulator (IM). A variable optical attenuator (VOA) reduced the signal to
single-photon level, the signal was divided into 4 different paths using a passive 1x4 coupler
(1x4C). These paths were delayed with different time-delays and coupled in a multicore fiber.
The beams were free space collimated with an aspherical lens (f = 25 mm). At the receiver,
the beams were focused with an aspherical lens (f = 50 mm).

nm. The average dark count rate per pixel (excluding the hot pixels) was 50 with a time jitter,
measured at full-width half maximum of 300 ps. The 2D SPAD array operated in time-correlated
single-photon counting (TCSPC) mode, and a synchronous signal was sent every 32 ns. The
camera was designed for imaging purposes, hence many parameters were not optimized for
QKD. There are research efforts to improve fill-factor, reduce dark count rate, and detection
efficiency [32,41–43]. In order to simulate the optical beam spread associated with atmospheric
turbulence and study the impacts of spatial crosstalk, the receiver focus lens was displaced 0.5
mm to defocus the image on the 2D SPAD array. This basic method did have limitations; the
spatial defocus also decreased the spatial separation of the modes. However, the impact of the
time-division technique could be demonstrated.

With the stimulated defocus, neighboring spatial channels overlap in space and time on
common pixels. Since the spatial overlap was unavoidable when defocused, a separation in time
was introduced. Three different time-delays of 1, 2, and 3 nanoseconds were applied to channels
2, 3, and 4 respectively, leaving channel 1 as the reference. To allow the time separation needed
to distinguish channels, the operational frequency was decreased to 250 MHz per channel. This
gave a 4 ns window where every channel was expected at a different time bin. With narrower
pulses, the separation in time could be reduced.

With the decrease in repetition rate, the QKD secret key rate (SKR) will be also reduced by
four, obtaining similar rates to an equivalent system with only one channel. This is a worst-case
scenario where a different delay for every channel is needed to distinguish them. In small-medium
turbulence (or fibre) scenarios an optimization of number of ’time channels’ can be done (Fig. 3),
obtaining a gain in the system G = numchS/numchT with respect to the 1-channel case, being
numchS the number of channels in space and numchT the number of channels in time. For instance,
an alternative pattern would apply to many scenarios where spatial channels only interfere with
their neighbors, but not with the ones in the diagonals (since these are further). In these scenarios,
a SKR boost can be achieved.
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Fig. 3. Time division technique for a QKD. (a) A worst-case scenario in which all channels
interfere in a single pixel, in this case, each channel is spaced in time. Every channel is
pulsed 4 times slower for this to be feasible. In a real scenario, not every channel is expected
to interfere with each other always, (b) shows 16 spatial channels with optimization on the
number of “time channels”, as diagonal adjacent channels are less likely to interfere. In this
case, a SKR boost of a factor of 8 can be achieved.

4. Time-division technique to suppress crosstalk

In this experiment, we set out to demonstrate that a time-division technique could be used in
conjunction with the spatial-multiplexing to reduce the impact of cross-channel noise induced by
defocus effect.

Identifying the pixels illuminated by each channel when defocused was not straightforward,
due to the hot pixels present in the 2D SPAD array, which have dark count rates significantly
larger than the average pixel and sometimes the optical signal. For this work, a time-gating
window of 770 ps compared the number of counts in every pixel when the optical pulses were
expected with the number of counts at other times. If the relation was higher than a threshold
value, the pixel was considered to be illuminated by a signal channel. A spatially calibrated
optical beacon and cross correlation with another image sensor could also be used in practice.
The post-selected pixels for each channel were used for the QBER calculations.

With the optical system defocused, the signals were initially pulsed at a repetition rate of 1 GHz.
Using each of the post-selected pixels for each channel, every single channel was transmitted
independently to calculate the baseline QBER with no other transmitted channel present, Fig. 4(a).
The average baseline QBER measured per channel was 1%, 0.8%, 0.5%, and 1.3% for the four
channels respectively, Fig. 4(b). The QBER was dominated by the inherent dark count rate of the
pixels. As with all 2D SPAD array technologies, there is a distribution of dark count rates across
the device, in the spatial multiplexing, we avoided hot-pixels [44].

The baseline scenario was then compared with one where all the channels were illuminated
at the same time while the optical system was defocused, creating clear optical crosstalk in the
image-plane of the 2D SPAD array. If all the channels were pulsed simultaneously, i.e. no
time-delay between the independent spatial modes, the measured QBER went up to 36% due
to the spatial overlapping and crosstalk at the same time-gated value of 770 ps (Fig. 5). These
values do not match the simulation results due to imperfections with the focus system commented
in Section 3. Nevertheless, they represent a worst-case scenario and are still valid to prove the
time-division technique and the overall 2D SPAD array operation.
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Fig. 4. The number of photon counts in the time-gated window (a) and quantum bit error
rate (QBER) (b) of the four channels when illuminating one at a time for a defocused system,
simulating the turbulent channel.

Fig. 5. Quantum bit error rate (QBER) of the four channels when illuminating all of them
at the same time, without delaying them in time. The values are much greater than when
each channel is independently illuminated.

The high QBER is clearly an issue for spatial-mode multiplexing in QKD scenarios, as many
QKD protocols will not operate securely with that level of QBER. Increasing the spatial spacing
could reduce the impact, however, we are aiming to find a practical solution for spatial-mode
multiplexing that also increases bandwidth through dense multiplexing. Hence, exploring
additional multiplexing and division techniques was of value.

To implement the time-division, the operational frequency of every channel was reduced to
250 MHz, so that only one spatial mode at a time had a photon incident on the receiver array.
When all channels were active together and the optical system was defocused, Fig. 6(a), the
average measured QBER was 3.7%, 0.6%, 1%, and 2.6% for the four channels respectively,
Fig. 6(b). The extra QBER was due to a combination of back-reflected light and thermal noise at
the camera, we measured no inter-symbol interference. It is clear there is a significant drop in
QBER when implementing time-division compared to not. Due to asymmetric optical losses, the
incident photon flux from channels 1 and 4 is lower than 2 and 3, hence they see a higher QBER.
The QBER in channels 2 and 3 remains almost the same as the case when only a single channel



Research Article Vol. 30, No. 25 / 5 Dec 2022 / Optics Express 44372

is incident on the array. With power equalization of all four channels, the QBER for channels 1
and 4 would also reduce to approximately the same level as previously seen.

Fig. 6. The number of photon counts in the time-gated window (a) and quantum bit error
rate (QBER) (b) of the four channels when illuminating all at the same time and applying a
time-division technique. The increase in QBER was due to an increase in the noise of the
system. Channels 1 and 4 suffer a greater degradation because of their lower power.

5. Conclusions and discussion

As QKD moves from lab-based demonstrations into the real world, the uptake of the technology will
inevitably lead to an increase in demand. Research teams recognize this and have approached the
problem by; increasing the bandwidth of the transmission, adopting untrusted relay architectures,
utilizing high-dimensional encoding, or using multiplexing techniques. The approach taken is
typically implementation specific due to practicalities. In short-to-medium range free-space
QKD, spatial-multiplexing has been considered a promising route if the expense of transmitting
and receiving the spatial modes could be reduced.

In this paper, we have demonstrated the feasibility of utilizing a 2D SPAD array to measure
spatial-multiplexed QKD channels. We investigate the implementation practicality by exploring
the impact of optical crosstalk that could be induced by atmospheric turbulence, which causes
the focal spot size of each channel to increase on the 2D SPAD array. We overcome the optical
crosstalk by introducing time-division between the optical channels, a simple technique that
could be performed using passive or electronic time-delays. We show that the time-division
technique reduced the QBER of a 2×2 spatial multiplexed channel from 36% error (worst case)
to almost the equivalent of transmitting one channel. The time-division technique can be applied
to larger arrays of spatial-multiplexed signals in such a way that the number of time-divisions
needed can be optimized to maintain high bandwidth.

The results show the promising application of 2D SPAD arrays for spatial-multiplexing in
free-space QKD, and we believe this study opens the door for more advanced demonstrations.
The paper gives a strong push for 2D SPAD array technology to be developed specifically for
free-space QKD, where improvements to fill-factor, detection efficiency, and circuitry read-out
would be key. In addition, the use of 2D SPAD arrays could significantly reduce the cost of
implementation, as only one receiver telescope and beam tracking system would be required to
measure the spatial modes.
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