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security awareness of code-citizens 

Theodoros Georgiou a,*, Lynne Baillie a, Olga Chatzifoti b, Sheung Chi Chan a 

a Mathematical and Computer Sciences, Heriot-Watt University, Edinburgh, UK 
b The Glasgow School of Art, Glasgow, UK   

A R T I C L E  I N F O   

Keywords: 
Cyber security 
Gamification 
Serious games 
Participatory design workshop 

A B S T R A C T   

Future Forums are multiphase user centered design workshops, with the early phases aiming to initiate dis-
cussions, that then leads to the co-design of game elements centered around aspects of code security. The same 
procedure was followed for each of the three Future Forums, each focusing to a slightly different theme around 
cyber security. By engaging code-citizens in discussions on cyber security that are rooted in their personal ex-
periences and individual viewpoints, several themes emerged, such as the role of coder practices and ethical 
behavior in security while coding. Findings gave us a deep insight in the code-citizens’ ecosystem during code 
development – both in terms of their individual beliefs and practices, and the practicalities they have to consider. 
Discussions were followed by the co-design and co-creation of game elements. The game elements code-citizens 
co-created allowed us to observe how code elements and code practices are represented with game elements, 
informing future designs of security oriented serious games. This paper discusses the implications these findings 
have to the design of cyber security oriented serious games, and to the wider HCI community working with 
similar methodologies.   

1. Introduction 

With the democratization of software development and deployment 
comes the widening of the issues of code security and safety. At the heart 
of this democratization are who we are calling the new code-citizens; 
people who are code-literate, and able to build and run their own soft-
ware code. However, they may have had no formal software engineering 
training and are sometimes outside of the software industry which 
normally inculcates good practice via house standards. As new code- 
citizens, they need to discover, understand, and exercise their rights 
and duties among a society living with software systems. 

Code citizens understanding of the security implications of their 
coding is of fundamental importance to the security of software systems. 
Recent research (Fischer et al., 2017) revealed that of the 1.3 million 
Android applications that contained security-related code snippets from 
Stack Overflow, 97.9% contained at least one insecure code snippet. 
However, security is an abstract concept which combined with the 
dematerialized world of software systems is difficult to grasp, compre-
hend and experience. Therefore, engaging new code-citizens in making 
the security of software code tangible can assist them to become more 
secure coders. To assist these code-citizens to become secure code 

citizens we believe that we can use serious games, which will bring 
practice and play together to enhance and guide our participants focus. 
We propose in our overall project to put code-citizens at the heart of 
secure code development by engaging code-citizens in the co-design of 
serious games. 

In this paper, we take the first step of engaging with new code- 
citizens in making the security of software code tangible through the 
design of serious games. This begins with Future Forums (a methodo-
logical adaptation of the Future Workshops Jungk and Müllert 1987 and 
the Design Workshop Uzor et al., 2012 concepts), as a way of discussing 
with code-citizens topics on security, rooted in their personal experi-
ences and individual viewpoints. A second part of the Future Forum 
concept is the co-design of game mechanics that can be used in future 
serious games, centered around code security. With this in mind, we 
identified the following research objectives to help guide the research 
presented in this paper: 

O1. Successfully open up discussions with code-citizens on security 
rooted in their personal experiences and individual viewpoints. 

O2. Co-design game elements with and for our code-citizens for later 
use in the context of a serious-game approach for code security. 

We end this paper with a discussion of the findings we gathered 
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during various phases of this study and their implications in the design 
of our serious game for secure coding. These discussions also extend to 
what the wider HCI community can learn from our experiences and be 
informed by the methodology we used. 

2. Background 

2.1. Our definitions 

2.1.1. Future forums 
Future Forums name and methodology is inspired by the concept of 

Future Workshops; a concept proposed in 1981 (translated from German 
to English in 1987 Jungk and Müllert, 1987) and originally focused on 
enabling the engagement of everyday citizens with the design and 
construction of new towns. This method was modified and adapted into 
the User Centered Design Workshop approach by Baillie et al. (2003), 
aiming to investigate and build new inter-linked home technologies. 
This adapted method has since been successfully used to engage groups 
of technology users such as patients and clinicians in the building of new 
rehabilitation games (Uzor and Baillie 2014), visualizations (Ayoade 
and Baillie 2014), and more recently to investigate concepts and in-
teractions of patients with socially assistive robots (Georgiou et al., 
2020). In this instance, we employ an extended form of this adapted 
version of the Future Workshop approach – calling it Future Forums – to 
encourage discussions and co-design among code developers with 
varying levels of experience. 

2.1.2. Code-citizens 
People participating in Future Forums are “code-citizens”. We use the 

term code-citizens to describe individuals and members of communities 
characterized by their proximity to software systems; not just as users of 
those systems but also as potential creators or contributors to system 
building through their ability to code and practice software develop-
ment. Therefore, the emerging code-citizens, are people who already 
have the ability to code and connect in a basic programmatic way to the 
software systems that make up our everyday lives. 

2.1.3. Gamification 
Gamification in this instance is defined as the “use of design elements 

characteristic for games in non-game contexts” (Deterding et al., 2011). 
Gamification has been adopted and widely used in computer science 
(Dubois and Tamburrelli 2013; Souza et al., 2018; Kasurinen and Knutas 
2018) and cyber security (Ros et al., 2020; Boopathi et al., 2015; 
Wolfenden 2019) contexts to promote user engagement and positive use 
patterns. Gamification is commonly practiced with the 
Points-Badges-Leaderboards (PBL) design paradigm (Ašerǐskis and 
Damaševičius 2014; Mekler et al., 2013), which focuses on quantitative 
performance monitoring and reporting and adopts a reward-based 
motivational approach. Although there is considerable challenge 
among the research community with reference to the efficiency and 
suitability of the PBL gamification design paradigm (Barik et al., 2016; 
Hamari et al., 2014), it constitutes an accessible design methodology for 
non-game design experts due to its partial game design character and 
standardized design workflow, and is suitable for short design work-
shops, making it appropriate for the design activities during the Future 
Forums. 

2.1.4. Serious games 
Serious games can be defined as games that have a purpose other 

than pure entertainment (Hendrix et al., 2016). The term “serious 
games” was originally defined in 1970 by Abt (1970), however there 
have been several definitions put forward over the years reflecting the 
increasing application of Serious Games across multiple contexts, with 
the issue of defining Serious Games still prevalent (Wilkinson, 2016). 
However, definitions that are presented are frequently a derivative or 
slight re-interpretation of ‘games that have a purpose beyond pure 

entertainment’ (Djaouti et al., 2011; Susi et al., 2007). They are usually 
simulations of real-world processes designed for solving a problem. This 
doesn’t necessarily preclude entertainment; solving problems is simply 
an additional purpose of the game (Tioh et al., 2017). 

Serious games have been used in fields such as healthcare (Uzor and 
Baillie, 2019), education (Gooch et al., 2016), advertising (Cauberghe 
and De Pelsmacker, 2010), city planning and travel (Wolff et al., 2017), 
and code security training (Maarek et al., 2019). Recent surveys of 
game-based cyber security training show a growing interest in designing 
games for security (Hendrix et al., 2016). In (Sommestad and Hallberg, 
2012), the authors show the benefits of security exercises and compe-
titions in cyber security training based on a survey of experiments. 
Adaptations are made in coding games such as Code Hunt for secure 
coding (Bishop et al., 2015; Xie et al., 2015), while secure coding 
competitions such as Build It, Break It, Fix It are organized as a Catch 
The Flag game (Parker et al., 2020). Gamifications within software en-
gineering has also been studied and used (Pedreira et al., 2015), for 
example, with the aim to stimulate developers in removing compilers 
warning (Arai et al., 2014). 

The term ‘serious games’ is, therefore, not to be conflated with the 
process or concept of ‘gamification’. Whereas serious games are full- 
fledged games, modelled after, but independent and separate from 
real-world systems, gamification can never exist on its own and is always 
a part of a real-world system that maintains its instrumental function-
ality (Liu et al., 2017). It is also worthwhile to note that for the purposes 
of this paper and to avoid any future conflations, we will refer to serious 
games in the context of video games only. 

2.2. Software security and developer-centered security 

Advances in software engineering development methods and tools 
have strengthened the reliability of software systems. However, the 
increasing complexity of these systems and the diversification of their 
usage, users, and developers is creating new challenges. One of these 
challenges is maintaining the security of these systems. 

However, system security is not only dependent on technical and 
theoretical issues and safeguards. In many cases, human factors play a 
crucial role. Code developers are often not aware of secure coding 
guidelines (Gasiba et al., 2021). They instead bring to the table a degree 
of awareness about security formed on the job and in their wider 
engagement in the world (Furnell and Rajendran, 2012), and exhibit a 
sense of responsibility toward security and their organizations (Posey 
et al., 2014). The ideal within organizations is to achieve a “security 
culture”, in which behaving securely is an implicit part of behavior 
(Furnell and Rajendran, 2012). 

A range of voices and skills contribute to this process: individuals 
with different levels of commitment to being secure (Furnell and 
Thomson, 2009), including those that have basic security awareness, 
and those who are fully committed, security “champions” (Becker et al., 
2017). This indicates that when investigating aspects of code security, it 
is important to encourage discussions amongst developers and to engage 
with scenarios drawn from actual security issues. 

Having practical experience is important for education programs 
when learning to code, as there is evidence that cyber security skills 
cannot be mastered without it (Manson and Pike, 2014). However, as 
Hallett et al., indicates, many Masters-level curricular frameworks 
poorly cover low level engineering topics (Hallett et al., 2018), with the 
authors wondering if this is because there is an assumption by teaching 
bodies that these topics are already known by students, or if key aspects 
of cyber security are being overlooked (Hallett et al., 2018). Computer 
Science and cognate engineering disciplines are constantly evolving, 
with many topics and fields not being static. Cyber security is one of 
these fields and, as (Crick et al., 2020) argues, “delivering cyber security 
effectively across general computer science programs presents a number 
of challenges related to pedagogy, underpinning educational resources, 
available skills, and technical resources”. In their paper, Crick et al. 
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(2020) provides a number of challenges teaching cyber security in 
University level Computer Science degree programs; such as the limited 
time students have to dedicate for each course, and an apparently un-
clear link between the theory teaching as part of the academic curric-
ulum and its practical applications for the industry. This last challenge is 
further highlighted by the short supply of cyber security skills in both 
the industry and academia (Schneider 2013; Endicott-Popovsky and 
Popovsky 2018). 

In addition to formal education, recent studies (Acar et al., 2016, 
2017; Fischer et al., 2017) have shown the impact the developer’s 
experience and source of information methods has on code security. 
Security is, as Lopez et al. (2019) state, in part, a social phenomenon, 
which also includes people who have never had any formal education or 
training in developing code. These people, along with professional 
formally trained coders represent a generation whose life is closely 
intertwined with software or are able to interact comfortably with 
software systems. We call all people who code, at whatever level, 
code-citizens (see Section 2.1.2). 

2.3. Gamification for software engineering and security 

Gamification of software engineering practices is also an active topic 
of research for training, motivational and educational purposes (Dubois 
and Tamburrelli, 2013; Pedreira et al., 2015; Souza et al., 2018). 
Game-based approaches are investigated for their use in cyber security 
(Frey et al., 2019), with a common form of intervention being to: gamify 
the use of a tool, the development of a tool, or the development of a 
method (e.g. Rojas and Fraser, 2016; Parker et al., 2020; Bishop et al., 
2015). Going beyond software engineering, (Barik et al., 2016) proposed 
gamification approaches based on points and rewards. In line with this 
suggestion, (Maarek et al., 2018, 2019) applied serious game design 
principles for a game which replicates a developer-centered security 
study (Acar et al., 2017). In serious game design, the game-play design 
needs to be understood with regards to the pedagogical objectives. This 
approach to designing games does not pre-empt a game design solution 
but instead involves users and practitioners and puts them at the center 
of the design. The methodological approach we took to address this (i.e. 
Future Forums approach) is explained in Section 2.1.1. 

2.4. Stimulating discussion 

Human-Computer Interaction (HCI) has a long history of using sce-
narios (written stories and narrative descriptions of interactions be-
tween people and technology). Within the field of HCI, they are often 
used to identify problems with existing systems and for participatory 
activities aiming to imagine alternative scenarios where technologies 
better support contextual issues (Vines et al., 2014). In Participatory 
Design, written stories and storyboards have been used to engage par-
ticipants in discussions around the implications of future technologies 
(Bødker, 2000). However, written accounts of people’s actions and 
scenarios are often reported to be dry, with minimal articulation of the 
motivation and reasons for undertaking a task (Grudin and Pruitt, 2002; 
Vines et al., 2014). Lopez et al. (2019) also reported on this point as a 
lesson learned from their study as professional code developers 
participating found reading cyber security stories in article form to be a 
tiresome activity that may have affected their engagement. 

The dramatization of stories using theater, on the other hand, was 
found to be an ‘extremely useful method of provoking discussion’ in early 
stages of participatory research (Morgan and Newell 2007). Theater has 
been used throughout the ages to be a powerful, effective and engaging 
medium, capable of communicating messages to audiences. Laurel 
(1993) in the early 90′s outlined how activities between humans and 
computers could be considered performative and therefore could be 
read as elements of drama. However, as Vines et al. (2014) later argue 
in, not much has been done since in the area of “attempting to use live 
theater with professional actors to engage service users in dialogues around 

future technologies”. There are of course notable exceptions that include 
novel methodologies that utilize theatrical elements (e.g. focus troupe 
Sato and Salvador, 1999) and the influence of Forum theater (e.g. Mehto 
et al., 2006; Newell et al., 2006a). 

Mehto et al. (2006) and Newell et al. (2006a) have used Forum 
theater as a way of gathering insights for system design and to promote 
empathy between designers and users. Even though this type of theat-
rical approach may appear unscripted and improvised it is not entirely 
as such. The script in these cases has a very important role to play in 
framing the narrative and needs to have a beginning and a middle, but 
does not necessarily need to have an end (Newell et al., 2006b). The 
important role of scripts for news stories when presented in the context 
of participatory research, as Morgan and Newell discuss in Morgan and 
Newell (2007) is the need for the result to be a collaboration between the 
researchers and experienced script writers. 

Code-citizens (programmers and developers) respond better to 
stories that are closer to them, and when presented in informal ways 
(Weir et al., 2016; Lopez et al., 2019a, 2019b). Therefore, the script 
needs to reflect this. In addition, stories with ‘real’ relatable characters 
help the audience engage with problems and questions encountered 
(Grudin, 2006; Pruitt and Grudin, 2003; Morgan and Newell, 2007), 
with, as Sato and Salvador (1999) reports, human centered stories 
leading to more detailed discussions, with the drama providing a com-
mon point of contact. For this reason, the stories chosen should be, as 
Lopez et al. describe, “close enough to the developers’ own experience to 
engage them, but not close enough to inhibit participation” (Lopez et al., 
2019). All discussion, debate and criticism are therefore focused on the 
story and the characters minimizing the possibility of anyone being 
offended. This enables participants to discuss, argue, inform and share 
needs and experience in a very safe way (Morgan and Newell 2007). 

Inspired by the presentation of a scenario or relevant story from the 
news, participants sometimes are asked to discuss their own experi-
ences. The term ‘war stories’ is often used in the literature (e.g. Orr, 
1986; Lopez et al., 2019) to describe these conversations between code 
developers about their past experiences, providing each other a narra-
tive during practice (Orr, 1986), as another way of articulating and 
circulating “community memory” and learn from each other. 

3. Methodology 

Future Forums are part of the co-creation methodological framework 
we developed aiming to engage new code-citizens (code developers of 
any age and experience level) in making the security of software code 
tangible through the design of serious games. 

Three Future Forums were carried out, each on a different date, with 
a new group of code citizens, and each positioned around a different 
theme: Secure Coding, API Security, and Security Life Cycle. These 
themes were informed by the Open Web Application Security Project 
(OWASP) top 10 security vulnerability list (OWASP Foundation, 2017), 
the OWASP API Security top 10 list (owasp, 2019), and the Common 
Weakness Enumeration (CWE) Top 25 list (Common Weakness, 2021), 
and were chosen for their relevance for developer-centered security in 
the UK context. Making the developers’ role at the heart of code security 
tangible to code-citizens with games and stories is challenging consid-
ering the technical complexity of these issues. Therefore, Future Forums 
were carried out as multi-phase user centered design workshops, with 
each phase aiming to present information to the code-citizens in ways 
where discussions can be initiated, leading to a co-design activity, where 
they are asked to co-create game elements centered around aspects of 
code security. The same procedure was followed for each of the three 
Future Forums. 

3.1. Ethics 

All participants provided informed consent for participating in this 
study. Data collected were anonymised at the point of collection and 

T. Georgiou et al.                                                                                                                                                                                                                               



International Journal of Human - Computer Studies 169 (2023) 102930

4

stored in an anonymized form. The study fully adhered to GDPR. This 
study received ethics approval from the Heriot-Watt University Mathe-
matical and Computer Sciences Ethics Approval Committee (ref: 2020- 
0868-2959). 

3.2. Participants 

This study had a total of 21 participants across all three Future Fo-
rums with an equal split between code-citizens who code professionally, 
as a hobby in their spare time, and those who do both (7 in each cate-
gory). See Fig. 1 for a summary of the participant demographics. 

Code-citizens were recruited from specialist interest groups, mailing 
lists, social media, and academic and industry contacts from members of 
the project. Dissemination of participant information and signing up was 
handled through EventBrite.co.uk. Even though we did receive a lot of 
interest, with all three events advertised (one for each Future Forum) 
being sold out (cap of 20), and more than 60 people registering interest 
to participate, only 37 returned a signed consent form allowing them to 
participate in our study, and even fewer showed up (21). We can only 
hypothesize that this low turnout rate (56.76% between signing a con-
sent form and showing up for the study) is attributed to the online nature 
of the study and the low commitment effort that comes with it, or to the 
fact that we were in the midst of a global pandemic and that people had 
quickly changing priorities. We had a low number of female participants 
which was disappointing as the female public engagement coordinator 
had specifically written and engaged with women’s coding and gaming 
groups regarding the project and recruitment. All participants received a 
£10 Amazon voucher as a token of our appreciation, and one participant 
per Future Forum was randomly selected for an additional £50 Amazon 
voucher prize. 

3.3. Materials 

Due to the ongoing (at the time the study took place) COVID-19 
pandemic and following government guidelines on social distancing, 
all Future Forums took place online. A Discord1 server was set up for the 
Future Forums where participants could join anonymously. OBS2 was 
used for recording the conversations in Phase 1b, 2, 4, and 5. Voice 
recordings were then transcribed to text using Otter.ai3 and proofread 
by members of the research team. The co-design activity (Phase 4) was 
carried out through Miro4 – an online collaboration-oriented whiteboard 
for real-time co-designing and sharing of ideas. 

4. Procedure 

As some of the technologies used to facilitate the Future Forums 
could potentially be new to some of the participants, Future Forums 
started with a short ‘Tool Introduction’ section, where members of our 
team introduced the main features of the tools we were going to be 
using. This tool introduction section also acted as an ice breaker for the 
participants and the members of the research team facilitating the study. 
All phases are discussed in detail in Sections 4.1–4.6 and summarized in 
Table 1. 

4.1. Tool introduction 

First, participants were introduced to the main functions of Discord; 
the platform we used for running the Future Forums. These functions 
included moving between the private channels where they would be 
working as a team, and the main channel of the Discord server. 

Participants were also asked to familiarize themselves with the ‘live’ 
feature for watching the video streams – used in Phase 1 (New stories), 
and Phase 3 (Demonstrations). 

Then participants were introduced to Miro4, which acts as a virtual 
white board on which you can draw, add sticky notes, add comments, 
etc. One of the facilitators demonstrated the main functionality of Miro 
and introduced the different tools participants have at their disposal 
when using Miro. Participants in this introduction phase were asked to 
create notes in Miro and group them in pre-set categories. This enabled 
them to familiarize themselves with the act of creating new elements in 
Miro, adding text to them, and grouping them together by placing them 
next to each other, and/or adding connection elements between them 
(such as lines and arrows). This activity also acted as an icebreaker 
within the participants and also between the participants and the 
members of the research team facilitating the various phases. 

Participants were then split into groups of 3 or 4 participants. 
Keeping the groups relatively small in size was found from previous 
experience in carrying out similar participatory design workshops (i.e. 
in Uzor et al., 2012) to promote participation and encourage discussion 
and contribution from all participants. 

4.2. Phase 1: news story 

During this phase, participants watched a dramatization of a news 
story relevant to the theme of the Future Forum. All news stories were 
informed by security experts in the wider project’s team, and scripted 
and produced by Civic Digits - a theater company - and performed by 
professional actors. Following the news story presentation, we engaged 
in discussion with the code-citizens using elements of the news story for 
framing. The following Future Forum themes and news stories were 
used: 

FF1: Security Life Cycle, “Track and Trace COVID App”. In 2019 
and 2020, COVID-19 was spreading through the world population, with 
governments and tech companies looking for ways to help reduce the 
spread. Contact tracing apps, were one of the approaches used by gov-
ernments and technology companies (Tang, 2020). For the dramatiza-
tion of this news story, professional actors played the role of a journalist 
and a whistle blower from a contact tracing app developer team, dis-
cussing reported vulnerabilities of the app (Horton, 2020; Wise, 2020). 
All the facts in the news report were reported at the time and were true, 
however, this was a fictitious interview with a developer, based on what 
was reported in the news rather than what necessarily happened inside 
this particular app. This point was also made clear to the code-citizens. 

FF2: Secure Coding, “BlueKeep vulnerability”. BlueKeep (CVE- 
2019-0708) is a security vulnerability in Microsoft’s Remote Desktop 
Protocol (RDP) implementation, which allows for the possibility of 
remote code execution (National Institute of Standards and Technology, 
2019). Similar to the FF1 news story, the BlueKeep story was also pre-
sented as a fictitious interview between a journalist and a cyber security 
expert interviewee discussing this vulnerability and how it affected users 
and the industry. 

FF3: API Security, “Facebook Market and fictional local council 
API concerns”. For this news story dramatization, we used a panel 
format where three actors played the roles of: an independent app 
designer, a senior services architect from a fictitious local council, and a 
journalist chairing the panel. In a scripted theatrical presentation of a 
discussion between the panel members and chair, we presented vul-
nerabilities found in APIs used in Facebook’s marketplace (e.g. Moss, 
2019) and the positive and constructive response by Facebook miti-
gating any security issues (Bar, 2018). The services architect also dis-
cussed the use and development of APIs within their own team. The 
presentation of this news story was, as the ones presented in FF1 and FF2 
were fictitious but grounded on real news. 

Conversations in all three Future Forums were facilitated using the 
following prompting questions: 

1 www.discord.com.  
2 www.obsproject.com.  
3 www.otter.ai.  
4 www.miro.com. 

T. Georgiou et al.                                                                                                                                                                                                                               

http://www.discord.com
http://www.obsproject.com
http://www.otter.ai
http://www.miro.com


International Journal of Human - Computer Studies 169 (2023) 102930

5

• Were you aware of the incident presented?  
• Have your ideas about the stakeholders change now you’ve seen this 

story? *  
• What was unusual about this incident? *  
• What was normal? *  
• Whose fault was it? Management, Developers, or both?  
• To what extent was it the Developers/management’s fault?  
• Is it the responsibility of the management, developers or both to 

maintain security and a high security standard of the final product?  
• Could anything been done to mitigate the problem? * 

* We used the above questions which had been slightly adapted from 
(Lopez et al., 2019), as these questions had been created by experts on 
usable security and had been tested in a research project on secure 
coding. 

4.3. Phase 2: war stories 

Phase 2 follows organically from Phase 1 in the sense that partici-
pants were asked to share and discuss their own experiences in dealing 
with security. During this phase, ‘war stories’ aimed to be inspired from 
the discussions on the news stories and participants were encouraged to 
be as candid as they felt comfortable, reminding them that discussions 
were anonymous, and if identifiable information is mentioned, it will be 
anonymized in the post analysis of the data collected. The following 
description was used by the facilitators: “These can be stories where se-
curity failed similar to the one we’ve seen in the last phase, or stories where 
your security practices saved you. You can be as specific or abstract as you 
wish”. 

Facilitators also used a set of headings (different set for each Future 
Forum to match the different themes) to facilitate discussions. These 
headings were decided after discussions with members of our wider 
research team who are experts in the field of cyber security. During these 
discussions it was decided that the topic of API security (theme of our 
third workshop) is a more abstract topic than the other two. Therefore, 
we made the decision to offer the facilitators a slightly greater number of 

Fig. 1. Participant demographics.  

Table 1 
Procedure outline of the Future Forums.  

Phase Description Duration 
(minutes) 

Project Introduction Project members introduce the project and 
themselves and give an overview of the 
procedure. 

5 

Tool Introduction Step 1. Introduce the Discord server structure – 
main and sub channels. 
Step 2. Introduce Miro and ask each 
participant to write on virtual post-It notes one 
or more security issue(s). 

10 

1. News Story Part A: Present a play on a news story. See 
section 4.2 for the news stories used. 

10 

Part B: News story discussion. 10 
2. War stories Participants share their own security war 

stories and discuss what happened next. 
10 

3. Demonstrations Part A: Present examples of mechanics for 
secure code. 

8 

Break Participants asked to think about issues raised 
by Part A. 

10 

3. (cont…) 
Demonstrations 

Part B: Introduce what is gamification for 
serious games; and present game elements. 

8 

Part C: Demo serious games for rehabilitation. 
a/ Show rehab mechanics of rehab from NHS. 
b/ Show how they we\re used in serious rehab 
games from (Uzor and Baillie 2014; 2013; 
Uzor et al., 2012; Ayoade and Baillie 2014; 
Uzor and Baillie 2019) 
c/ Remind game elements and show how they 
may be used to address secure code mechanics. 

8 

4. Design Design artifacts based on mechanics of secure 
code using the game elements on the cards. 

30 

5. Idea presentations The 1st group presents their designs, and all 
participants comment on it. Then the 2nd 
group presents and so on depending on how 
many groups there are. 

15 

Total time = 2 h and 5 min. 
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headings that could be appropriate to assist with discussions during the 
workshop. Using any or all these headings during the three workshops 
was optional and up to the facilitator judging the progress of the dis-
cussion. These headings are shown in Table 2. 

The aim of these two discussion phases (Phase 1 and Phase 2) were 
primarily to explore how the code-citizens understand and react to se-
curity (Lopez et al., 2019a, 2019b; Lopez et al., 2018; Acar et al., 2016; 
Viviani et al., 2018) using current and relatively high profile news 
stories relating to security issues (Phase 1) and personal stories from the 
code-citizens’ own experiences (Phase 2). As a secondary, but equally 
important aim, was to observe any subtle differences between Theory vs 
Practice (Weir et al., 2016; Acar et al., 2016; Viviani et al., 2018) in 
terms of coding and security, as well as any common knowledge omis-
sions (Weir et al., 2016; Meyers et al., 2019; Acar et al., 2016; Viviani 
et al., 2018) – topics or coding elements code-citizens take for granted 
and do not mention when talking about code development. 

4.4. Phase 3: demonstrations 

Phase 3 consisted of three demonstrations starting with one on 
relevant mechanics for secure coding, following with one on gamifica-
tion and game elements, before ending phase 3 with a short demon-
stration on examples of previous work on serious games for physical 
rehabilitation. Each demonstration and the rationales for their content 
are discussed below in Sections 4.4.1, 0, and 4.4.3 

4.4.1. Mechanics for secure code 
During this demonstration, a member of the project team presented 

relevant mechanics for secure code. The choice of these mechanics was 
informed by the Open Web Application Security Project (OWASP) top 10 
security vulnerability list (OWASP Foundation, 2017), the OWASP API 
Security top 10 list (OWASP Foundation, 2019), and the Common 
Weakness Enumeration (CWE) Top 25 list (Common Weakness, 2021). 
As each Future Forum had a different theme, the code mechanics for 
secure code were chosen from current academic literature and for their 
relevancy to the theme. Even though the “Injection” and “Memory 
Manipulation” remained as a secure code mechanics theme for all three 
Future Forums, “Client-side attacks” was replaced with “API security” 
for the third Future Forum (FF3) as it is more relevant to that Forum’s 
main topic. Fig. 2 shows the main secure code mechanics presented and 
used during the design phase (Phase 4). 

4.4.2. Gamification for serious games and presentation of game elements 
Following the secure code mechanics demonstration, participants 

were offered a short comfort break of 10 min, before a short presentation 
of the gamification design process, and a chosen selection of gamifica-
tion design elements from the points-badges-leaderboards (PBL) para-
digm (Ašerǐskis and Damaševičius, 2014). This selection created the 
gamification mechanics toolkit we used during the design phase (Phase 

4) – see Fig. 3. 

4.4.3. Serious games for rehabilitation examples 
Once these topics were demonstrated to the participants, examples 

were presented from one of the research team member’s prior work on 
co-designing serious games for rehabilitation (Uzor and Baillie, 2014, 
2013; Uzor et al., 2012; Ayoade and Baillie, 2014; Uzor and Baillie, 
2019). During this final stage of the presentations, rehabilitation me-
chanics from the National Health Service (NHS) guidelines were shown 
and participants were reminded of the game elements. This demon-
stration finished with the presentation of how they were used in previ-
ous research projects reported in (Uzor and Baillie, 2014, 2013; Uzor 
et al., 2012; Ayoade and Baillie, 2014; Uzor and Baillie, 2019) (see Fig. 4 
for representative slides from this demonstration). The rationale for 
using rehabilitation/healthcare-oriented gamification example was to 
avoid any potential bias during the co-design phase that followed. 

4.5. Phase 4: design 

Before starting this co-design phase, participants were reminded of 
the gamification design process as presented in Phase 3 and were sub-
sequently provided with the gamification design toolkit in “deck” format 
(see Fig. 3). 

The design elements were structured in categories (performance 
report, structure, motivation, fiction, social elements and learning) 
separated by color, and the categories were attributed as core (perfor-
mance report, structure, motivation), and complementary (fiction, so-
cial elements and learning) for clarity. It should be noted that the 
presence of learning elements, which does not often appear in the PBL 
approach, was purposefully reinforced to suit the project research needs. 
The workspace in Miro used during this phase is shown in Fig. 5. The 
left-hand side of this workspace includes the gamification design tool kit 
and a recap of the secure code mechanics discussed in Phase 3 of the 
Future Forum (see Figs. 2 and 3). 

4.6. Phase 5: idea presentations 

Finally, in phase 5, each group of participants presented their design 
concepts back to the larger group. This allowed everyone to understand 
the thinking behind the concepts and allowed us, the researchers, to gain 
a deeper understanding of the designs and the rationale that supported 
certain decisions made during the co-design activity of phase 4. This 
participatory presentation phase also allowed for participants to discuss 
each other’s designs and promote conversation between the code- 
citizens, centered around the game mechanics for secure code they 
designed. 

5. Results 

An adapted version of the Constant Comparative Method (CCM) 
(Glaser and Strauss, 1967; Baillie, 2002) was used for analyzing the data 
collected from the discussion phases (1: News story, 2: War stories) and 
the conversations during the design phase (Phase 4) of the Future Fo-
rums. The adapted CCM used is an iterative process of concurrent data 
collection and analysis. Although this method is a continuously growing 
process (i.e. each stage after a time is transformed into the next), earlier 
stages do remain in operation simultaneously throughout the analysis 
and each provides continuous development to its successive stage until 
the analysis is terminated. This technique helps ensure that any findings 
can be attributed directly to the words and comments of participants 
(the code-citizens in our case). The success of this technique in 
extracting meaningful themes and findings from participants’ discussion 
data has been demonstrated in previous HCI research (Baillie and Ben-
yon, 2008; Micallef et al., 2016; Akazue et al., 2017; Georgiou et al., 
2020; Salai and Baillie, 2019). Our coding was independently verified by 
two researchers experienced in applying the CCM on qualitative data. 

Table 2 
Headings used in the facilitators’ prompt sheet to assist with discussions.  

Future Forum 
theme 

Headings used as prompts 

FF1: Security Life 
Cycle 

• Management and time pressure force to skip of essential 
security checking. • Blind trust of lower-level API or third-party 
libraries. • Inadequate testing for production environment. •
Fail to deliver secure code following risk and threat assessment. 

FF2: Secure 
Coding 

• Inadequate testing for production environment. •
Undocumented features / code. • Unused / testing code in 
production. • Legacy code not maintained. Mismatch of 
documentation and code. 

FF3: API Security • Poor API Design. • Predictable / Reusable ID. •
Authentication / Authorization with long expiry. • Incomplete 
documentation.• API Misuse. • Hardcoded or unencrypted 
credentials. • Blind trust of returning data without verification. 
• Blind trust of servers / certificates / tokens.  
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These researchers had no prior knowledge of the project, and each 
independently coded a random selection of 20% of the data. 

5.1. Phase 1: news story and phase 2: war stories 

Phases 1 and 2 of the Future Forums aimed in promoting discussions 
between the code-citizens on issues and concerns they face while coding 

relevant to security in general. The analysis with CCM allowed us to 
identify themes from the first two phases of the Future Forums (Phase 1: 
News story, and 2: War Stories) they provide deep insights on the ways 
code-citizens view security while developing code, the themes are: 
Coder Practices, Code Motivation, Resources, Communication, and 
Ethics. Each theme is discussed below. 

Fig. 2. Secure code mechanics. Injection, memory manipulation, and client-side attacks were presented and used in FF1 and FF2. Client-side attack was replaced by 
API security in FF3. 
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5.1.1. Coder practices 
The practices followed by code-citizens while coding, are intrinsi-

cally linked to the security robustness of the code they produce. These 
practices include all the technical actions one may expect – such as 
maintaining the code, both during development, and after release, by 
providing a level of ‘after care’ with patches and security updates. “So it 

could be a case where you write code that is secure now. But then, down the 
line is used [as] something else that maybe wasn’t initially designed for use 
for and then could be insecure in that way. So there’s also like long term 
maintenance” P12 (FF2). Interestingly, code-citizens appear to have the 
action of updating knowledge high in their priority list when developing 
code. Updating of knowledge comes in both directions, acquiring new 

Fig. 3. Gamification mechanics toolkit for Future Forums. Created by the project’s team, based on the Points-Badges-Leaderboards (PBL) design paradigm (Ašerǐskis 
and Damaševičius 2014; Mekler et al., 2013). The same toolkit was used in all Future Forums. 

Fig. 4. Slides using an example one of the research team member’s prior work on the co-design of serious games and visualisations for rehabilitation. These slides 
show NHS recommended exercise and how this exercise was translated using game elements to a serious game. 
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knowledge by engaging with the community (through forums, and 
networking), and the literature (by reading articles, blogs, and man-
uals). P08 (FF1) while talking about the Track and Trace app: “I was 
keeping in the loop […], following the issues on GitHub and things like that. 
So it was pretty well discussed in my household anyway.” The need for 
knowledge updating and transfer was also reported during Phase 4. 

5.1.2. Coding motivation 
The motivation for developing new code was also identified as one of 

the main themes that affected security. Motivation for developing code 
is multifaceted with numerous stakeholders in play. However, in the 
context of the Future Forums, inspired by the news stories, code-citizens 
chose to focus on primarily two code motivations: supplying demand 
and coding for general compatibility. Both impact security and security 
robustness in different ways by amplifying time and resource restrictions 
(see Resources theme below), and often heavily depends on choices 
made by developers based on their ethical stance and their internal 
powerplay between ethics and job security (see Ethics theme). For 
example, P07 stating that there were often discussions such as this one: 
“we can maybe cut that corner, because people still feel like they have to have 
it on the date stated” P07 (FF1). Coding to supply demand, for example, 
was another issue identified as a practice that greatly affected security 
with a mentality of “build it and they will use it” being reported. 

5.1.3. Resources 
This theme included all the resource related elements that affect the 

correct implementation of secure code. Resources such as: time, budgets, 
software and tools availability, and staff members, appear to be directly 
proportional to the robustness of the developed code in terms of secu-
rity. One participant recalled one incident from his workplace: “I worked 
on a team where due to incredibly tight deadlines, essentially led to security 
being thrown out the window” P05 (FF1). A similar experience was also 

shared by P27 (FF3): “[…] if management [is] pushing the developers too 
hard, and they could overlook some errors that are possible, because of the 
time constraints or something”. Both of these examples indicate how 
resource availability and management that acts as the resources gate-
keeper influence security during code development. 

5.1.4. Communication 
Communication in the Future Forums was mainly used to refer to the 

communication between management and code developers. “[…] then 
so I brought this [security issue] up with my manager. And he just didn’t 
get it. He didn’t understand what the issue was. I think he wasn’t from a 
tech background himself that’s why there’s been a miscommunication” 
P03 (FF1). Code-citizens, by definition, are not required to work under 
management in the business sense – being a code-citizen does not 
necessitate being an employee. However, the fact two thirds (14/21) of 
the code-citizens participating in the Future Forums were self-declared 
as professional coders (i.e. develop code as their profession) – see 
Fig. 1 Participant demographics – may be one of the main reasons 
highlighting this theme. Communication was therefore reported by 
code-citizens as a contributing factor to security issues, when manage-
ment did not come from a technical background, and are perhaps not 
code-citizens themselves, with limited or no understanding on actual 
coding. Interestingly, increase in resources (i.e. time) was found to 
mitigate this with one participant stating in their “war story” that having 
had the time to communicate with management the security issue and 
mitigations necessary, they were able to resolve it. “[…] but it took a few 
hours of explaining of what the actual issue is, and why it’s an issue, and 
how we can solve it for them to fully get on board” P3 (FF1). 

5.1.5. Ethics 
Interestingly, the ethical stance of stakeholders in code development 

and use emerged as a theme and was reported to play a critical role in 

Fig. 5. Miro workspace as used for Phase 4. Left side contains reminders of the game and code mechanics demonstrated earlier in Phase 3.  
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code security. Management was seen as more concerned of volume of 
output rather than quality, with code-citizens in the Future Forums 
reporting that management often views security “as a waste of time” (P07 
FF1) even after developers report their concerns. “[…] we can maybe cut 
that corner, because people still feel like they have to have it. So we don’t have 
to waste our time on it. Even though it’s not a waste of time, I can see 
stakeholders maybe viewing it that way” P03 (FF1). “[…] as coders you have 
[the] responsibility to code securely” P19 (FF2). 

The ethics in terms of secure practices is even more complex for the 
code developers since they fully understand the implications of releasing 
compromising code. However, code development decision choices are 
often left to as an ethical choice for individuals to make, with the pre-
vailing thought being that the developer’s name is invisible to the end 
user. “[the public] is not going to remember [the developer], we’re going to 
remember the name of the company that made the app. So it’s their reputation 
on the line for these sorts of decisions, and it should be in their best interest to 
make sure everyone gets the best product and the best - the most secure 
software that they can produce” P05 (FF1). Therefore, code developers 
have a more pragmatic choice to make often compromising their own 
ethical beliefs; keeping their job and doing what the management asks, 
or going against their employers doing what they believe is ethically 
right and suffering the consequences. 

Finally, the ethics of the actual end users was reported as a security 
concern. End users are sometimes left with the choice of knowingly 
using compromised software if the benefits outweigh the detriments to 
their digital safety and privacy (this point was mainly inspired by the 
Track and Trace app presentation in FF1). “[…] install an app where you 
have security concerns about anonymizing data or something. But there’s also 
a societal responsibility to install this app because of the global pandemic.” 
P07 (FF1). This behavior has also some parallelism with what is known 
as the “privacy paradox” (Gerber et al., 2018) – where users express high 
privacy concern but rarely act accordingly. 

This is not an uncommon, or a simple behavior pattern, with re-
searchers increasingly arguing that the trade-of between privacy con-
cerns and technology adoption is more complex, with individual privacy 
preferences and decisions can be described with respect to the appro-
priateness of information flows (Nissenbaum, 2004). What constitutes 
an appropriate flow is often determined by a number of different factors, 
such as the actors involved, information types, and the transmission 
principles. One example of the complexity of this trade off can be 
observed in the work of Zhou et al. (2019), focusing on health-related 
apps, where they found that privacy and security issues can be bar-
riers to adoption regardless of demographic factors. 

However, and coming back to the ethics theme identified in this 
study, the way users of technologies conceive their privacy and the 
importance which they ascribe to the protection of their personal data 
has been heavily impacted by the COVID-19 pandemic (Utz et al., 2021; 
Ventrella, 2020). As measures are developed to slow and eventually 
contain the spread of the virus, governments, private companies, and 
individuals have turned to technology and smartphone apps specifically 
developed to support these measures. Studies such as (Utz et al., 2021) 
identified widespread concerns that these type of COVID-19 oriented 
apps that could signal the start of a new era of government surveillance . 

One possible way to remedy these concerns is the adoption of strong 
privacy and security paradigms (Utz et al., 2021), allowing these tech-
nologies to be widely adopted. Therefore, the views, experiences, and 
practices of all stakeholders and actors involved in the development and 
use of software systems must be understood, contextualized, and 
considered when contemplating code security and mechanisms for 
learning secure coding practices in the post-COVID digital era. 

5.2. Phase 4: design 

In phase 4, code-citizens participating in the Future Forums, co- 
designed game artifacts centered around security. However, code- 
citizens did not co-design their game artifacts in isolation. They (in 

most cases) worked together within their team, discussing their in-
tentions, ideas, and designs before, during, and after producing them. 
Therefore, the designs along with the discussion were also analyzed 
using CCM and a set of themes was identified in the same way mentioned 
previously. Due to space limitations and legibility, half of the code cit-
izens’ designs are shown in Fig. 6. All designs can be found in the 
Supplementary materials section. 

5.2.1. Progression visibility 
Progression visibility was discussed as a measurable, almost tangible 

way of the player being able to gage where they are in the game, how far 
they have gone, and how long they are away from completing a goal. For 
example, P05 on FF1 while trying to articulate their game mechanic idea 
stated: “[…] something that starts off very simple and teaches you the basics 
and you know, each state probably be like level progression. So you start off 
with the very first let’s fix this one little issue and tell you about it. You know 
what, what’s special about this issue, maybe resurface a little thing and you 
take further steps as you progress. So each level brings in a new topic around 
memory mitigation.”. 

Progression was discussed, both in terms of gameplay and character 
development, with attributes such as the laying down of game related 
milestones, status and leveling up mechanisms being highlighted. “[…] 
they know how to achieve what they want to do.” P03 (FF1); “[…] you are so 
close to getting this badge […] push a little more” P32 (FF3). 

The need for goal-based gameplay was also emphasized, with goals 
being variously described as: long- and short-term, optional (described 
as “side missions”) timed (either time restricted or available for a pre-set 
amount of time), or fluid where absolute success is not required (i.e. 
goals not measured in absolute success). No clear preference on the type 
or length of goal emerged. “[…] have a big end goal, it’s the reason for why 
you’re doing the things you’re doing” P03 (FF1); “We should try to think of 
liquid security, like the goal is nothing goes [wrong]” P06 (FF1). 

Fig. 7 shows a representative set of examples on how progression 
visibility game elements and mechanics were used in the designs during 
phase 4. 

5.2.2. Performance incentives 
Incentives are described both as rewards, where a player is rewarded 

for completing certain tasks or activities) and as penalties, where pen-
alties are applied if certain success criteria are not met. These incentives 
play a role in promoting positive use patterns and keeping the player 
motivated during the game. Motivation for engagement is further sup-
ported by complimenting fiction elements, progressing the story, or 
attaining status indicators (badges, leaderboards, rankings, etc.) for 
affirmation of self-competence or social status in the community. 

“I think badges could be quite an interesting thing maybe to intro-
duce if we’re doing multiple types of mechanic like you can have a badge 
for handling a number overflow situation, a badge for handling a 
memory overflow situation, that sort of thing. Like in sort of RPG games, 
where you have stats in each different thing that you do, like lock 
picking, or whatever.” P07 (FF1); “[…] get some coins on each level, 
they get coins, and then they get an award for playing.” P25 (FF2). “[…] 
make sure they function, and then you would award points as they, you 
know, as they succeed.” P31 (FF3). 

However, the opposite can also be true where avoiding a penalty can 
act as an incentive to progress: “You could also say it could be detri-
mental, if you don’t use, like good programming techniques. So if you 
don’t use input checking or input validation, you could get minus points. 
Or you could lose levels, it’s just like an incentive not to do badly.” P12 
(FF2). 

Self-assessment and mechanisms of informing goal setting for the 
players’ self-directed learning, providing a complementary incentive 
mechanism on the motivation of character development - and by 
extension the development of the code-citizen. This was also observed 
via the concept of a rewards system, where players can quantify their 
performance (see Green Cards below and in all the Fig. 6 designs), and 
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Fig. 6. Code citizens’ game elements designs from one team from each Future Forum. Code-citizens worked collaborately in teams to produce them while at the same 
time they discussed their ideas, verbally annotating their designs. 
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Fig. 6. (continued). 

Fig. 7. Progression Visibility category examples from the Future Forums designs.  
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using social features, showcase their status in the user community 
leading to network opportunities with others with desired skills (see the 
Integration theme below for an example from the design phase). 

Fig. 8 shows a representative set of examples on how some of these 
incentive mechanisms were used in the designs during phase 4. 

5.2.3. Learning and knowledge transfer 
Fig. 9 Learning supporting mechanics category examples from the 

Future Forums designs 
The active pursuit of learning in terms of knowledge acquisition and 

dissemination during secure code development was identified as an 
important aspect of developing secure code and as a main objective 
when considering the design of game artifacts. Fig. 9 contains some 
representative examples on how “Learning” game mechanics were used 
during the design phase. During the design phase, code-citizens 
designed elements and discussed ideas specifically for learning new 
topics and concepts of security, and for using a serious game as a me-
dium for teaching these topics to the wider community. Knowledge 

indicators were described and designed in the form of badges and 
leaderboards, where code-citizens could display their level of knowledge 
on specific topics, either as a form of self-assessment with a sense of self- 
gratification, or for other code-citizens to see, introducing a social 
element. 

“For example, your code could pass certain levels of SQL injections or 
code injections and get awards for each level it passes. And if the pre-
built tests, all pass, or, you know, all failed on your code, for example, 
like they can’t get into your code, then you know, you’d get a special 
symbol or a special medal to display on your profile. And users would 
see that Oh, yeah, this guy got really good coding and their code can 
withstand some pretty intense tasks.” P32 (FF3) 

This social element of the badges and leaderboards was described 
during the Future Forums to be: a form of self-assessment; competition 
oriented acting as a motivation to keep playing the game (i.e. displaying 
the badges you have earned to show your standing in the community); 
and a medium of networking and collaborations (displaying the badges 
so others can get in touch and seek help). 

Fig. 8. Performance reporting category examples from the Future Forums designs.  
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“[…] you can level up your user input checking to say I’m a level one 
user input checking because I’ve done a basic problem. Or I’m a level 10 
user input checking because I’ve solved like the most complex problem 
within the game. […] you could make that public and sort of see, oh, you 
know, my friend or colleague has gotten really good at doing this one 
particular aspect, you know, and then maybe in a real-life situation, if 
you actually need them to help you with something you actually see on 
the leaderboards like, Oh, hey, you know, number five is really good at 
this. I could ask him about it.” P07 (FF1). 

This social element also works both ways, with players given the 
opportunity to reach out to the community and seek help from more 
experienced members; utilizing the bidirectionality of knowledge 
transfer. 

“You can outsource with the community and reach out, you know, 
say, guys, I’m stuck on this level for, you know, this validation thing. 
Can anyone see where I’m going wrong? Or, you know, point me in the 
right direction? So kind of add the element of reaching out and building 
a community.” P32 (FF3). 

Through this knowledge transfer process, players gain practical 
experience in secure coding, an aspect of good teaching pedagogy we 
discussed in Section 2.2. This point was also mentioned during one of the 
discussions between the code-citizens during the design task: “[…] they 
get a deep understanding of what they are actually doing and not just doing 
things off muscle memory” P31 (FF3). Related to this is learning me-
chanics and the way they are used in the designs of game elements 
appear to be predominately on topics code-citizens identify as knowl-
edge gaps in their community. 

5.2.4. Teamwork 
Code-citizens frequently form groups, or teams, and work together to 

achieve a common task. “working in teams is especially relevant these 
days […] a Red Team Blue team dynamic that one could implement as 
someone’s developing a, within the training environment, a defense 
platform, open them up for the actual attacks that people are working to 
defend against.” P31 (FF1). 

Within this theme emerging from the data during the Design phase, 

code-citizens work either collaboratively towards achieving a common 
goal or compete against each other in attackers versus defenders sce-
nario. Perhaps influenced by mainstream team-based games code- 
citizens also designed artifacts where team members had roles 
assigned to them drawing a simile to “medics”, “soldiers”, etc. “it’s 
gonna be a group effort, hasn’t it, maybe people playing have different 
roles as well, and that gives them different abilities” P06 (FF2). 

5.2.5. Embodiment and fiction 
The theme of embodiment occurred when the “Fiction game” 

element category was used. Code-citizens used embodiment on security 
issues to incorporate them in a narrative or story. “[…] could there be an 
overarching story that it’s like defending a city or a town from these 
attackers? Defending a server, but just taking it, maybe the server is in 
the city. Maybe they could launch multiple attacks at the same time.” 
P06 (FF1). Another example where embodiment and fiction were used 
was when code-citizens described security issues as ‘monsters’ you had 
to defeat in order to progress, with big issues being “stage bosses”. “[…] 
we’re trying to visualize the enemy, the wolf, who can also visualize, and it’s 
really good point you can like visualize the thing we’re protecting too.” P03 
(FF1). This was identified both during the qualitative analysis of the 
discussions that took place, and in the use of the ‘Fiction’ game cards in 
their designs (see Fig. 10). 

Fiction acted as a medium for embodiment and narrative framing for 
better grasping of intangible concepts. This use of fiction is similar to the 
“consistent metaphor” pedagogical pattern (Bergin, 2000). Fiction can 
also be considered as an element used for providing extrinsic interest in 
a topic that can be otherwise considered "boring" or inadequately 
engaging by the participants. Specifically, as one of the participants 
commented during the design phase: “[…] fiction is usually what keeps 
you playing, cause these topics can end up quite dry. At the end of the day 
unless you’re really interested in as it’s quite boring”. P02 (FF1). 

5.2.6. Integration 
The integration theme was highlighted in terms of forming and/or 

participating in activities within social networks. Additionally, this 

Fig. 9. Teamwork examples for FF1 (left) and FF2 (right).  
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theme was identified in terms of integration with current affairs, with 
topics from the news or topics popular to coding communities featuring 
in the game elements (e.g. as a Fiction game element). The designs 
showed a robust implementation of social elements pervading gameplay 
(through collaborative or competitive play) and/or meta game aspects 
(such as communication and networking platforms). These social 
network elements are used as a medium for sharing with the community 
one’s level of expertise, both for reasons of self-gratification and self- 
accomplishment, and for creating new and strengthening old 
networking opportunities. Fig. 11 contains a set of representative ex-
amples on the use of this gamification design element. 

5.3. Designs from a security perspective 

Considering the discussion data and designs in terms of security and 
secure coding mechanics, these indicated that the participants could use 
these mechanics despite their unfamiliarity and their lack of experience 
using them. This observation was confirmed by a security expert in our 
team of researchers who was present in all Future Forums. One possible 
reason for this observation could be the background of the code-citizens, 
with one third of them (7/21) self-identifying as hobbyists when it 
comes to code development. Therefore, it is possible they are not 
familiar with the names of some of these secure code mechanics but 

Fig. 10. Fiction category examples from the Future Forums designs.  
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could be very well acquainted with their use. this could be potentially a 
result of the way cyber security is being taught and relevant skills ac-
quired, both in academia and in the industry (see Section 2.2). Another 
possible reason could be one reported in the literature, which is the 
omission of explanation due to assuming they are common knowledge 
(Weir et al., 2016; Meyers et al., 2019; Acar et al., 2016; Viviani et al., 
2018) and perhaps some friction exists between what is in theory best 
practice versus what they, as code-citizens, or code developers, actually 
do (Weir et al., 2016; Acar et al., 2016; Viviani et al., 2018). 
Code-citizens could therefore have used certain code mechanics in their 
designs, but never explained explicitly why they chose them, or they 
may have chosen certain code mechanics trying to please us, thinking 
that that’s what we wanted to hear. 

However, considering the mechanics that were used, we could 
observe that the majority of them were mitigation methods. Specifically, 
from the 24 non unique mechanisms used from the list we provided (see 
Fig. 2), 17 were mitigation methods (17/24, 71%) and only 7 (7/24, 
29%) were attacks. Mechanisms that were placed in the work area of the 

design space but not linked to any game mechanic or explicitly 
mentioned during discussion with other code-citizens or facilitators 
were not counted. This indicates that code-citizens in our Future Forums 
looked at these mechanics from a more defensive point of view. This 
defensive attitude to security (termed ‘defensive programming’ as the 
developer assume the worst from all inputs, and mitigates accordingly 
during development (Stueben 2018)) is a common practice and its 
impact to cyber security is well documented (Teto et al., 2017). 
Nevertheless, we can only speculate possible reasons for this observa-
tion, and further investigation is required. 

5.4. Applying the learning mechanic and game mechanic (LM-GM) 
framework 

Investigating the results for recurring design patterns, a design 
composition can be observed and abstracted (Fig. 12), considering the 
four game element categories identified and described above. This ab-
stract design composition provides a strong indication that the code- 

Fig. 11. Social networking category examples from the Future Forums designs.  
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citizens participating in the Future Forums understood the design ex-
ercise and followed the instructions given to them, reflecting on, and 
adhering to the guidance facilitators provided: “Design artifacts based on 
mechanics of secure code using the game elements on the cards”. 

Here it is important to remember that the code-citizens participating 
in the Future Forums used an adapted design toolkit from the PBL design 

paradigm (Ašerǐskis and Damaševičius, 2014; Mekler et al., 2013). This 
is an appropriate choice for the purposes of a co-design workshop with 
non-game expert audience. However, the resulting designs are confined 
to the expressive capabilities of the toolkit. Therefore, the observed 
game design pattern (Fig. 12) was analyzed with the LM-GM framework 
to extract a set of learning and gaming mechanics. 

Fig. 12. Observed game design composition pattern.  

Fig. 13. Composition with LM-GM framework interpretation. (Blue: Learning Mechanic; Yellow: Game Mechanic).  
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The LM-GM framework is often used in serious game design or 
analysis to balance the entertaining and educational aspects of serious 
games (Arnab et al., 2015). The framework contains a list of learning 
and gaming mechanics that are frequently implemented in educational 
practices and games respectively (Lim et al., 2013), which can be 
combined with each other in various patterns to create serious game 
mechanics. Applying the LM-GM framework here, allowed the extract-
ing of data for future reference using an established framework for 
serious game design. This will be especially useful during the next stages 
of the wider project this study is a part of, that involve serious game 
design in a serious game jam context. 

The mapped learning and gaming mechanics of the LM-GM frame-
work is shown in Fig. 13. For the mapping process, the implementation 
context of the gamification elements was taken into account. 

Further to interpreting the design pattern using the LM-GM frame-
work, the framework was also used to investigate the designs created by 
the code-citizens, which were not included in our gamification design 
toolkit or in the guidance and instructions code-citizens received during 
the Future Forums. This is of interest, since this presents original 
participant contributions, generated by their own initiative and 
inspiration. 

The LM-GM mechanics mapped to the design pattern are summa-
rized in Fig. 14 Left, and the LM-GM mechanics that occurred by the 
participants own initiative in Fig. 14 Right. 

6. Discussion 

The aim of this study was to use Future Forums to engage code- 
citizens in discussions on security, rooted in their personal experiences 
and individual viewpoints. Future Forums are the methodological 
framework developed and refined specifically for this purpose. 

Findings came from analysis of the discussions (O1) with the code- 
citizens after the presentation of a theatrical dramatization of recent 
news stories and discussion centered around the code-citizens’ own 
experiences (war stories) identified a range of themes with implications 

for design at disparate levels of specificity and abstraction. Wider 
themes included: the practices coders follow during coding (such as code 
maintenance), the crucial role of resources and resource availability 
during code development, and the importance of good communication 
with other stakeholders. Specific findings included the unexpected 
emergence of ethics and the coders ethical stance and values as in-
dividuals in the development of secure code (O1). The role of ethical 
behavior had wider than expected presence, including all stakeholders 
involved in code development and use (i.e. management, code de-
velopers, and end-users). Finally, updating of knowledge around secu-
rity was another theme with wide implications, having a strong presence 
in code-citizens coding practices (O1). 

Discussions were followed by co-design of relevant game mechanics 
that can be used in future serious games centered around code security 
(O2). The gravitas code-citizens show towards knowledge transfer was 
also observed in the themes emerging from the discussions during the 
design phase. Here acquiring new knowledge and sharing attained 
knowledge with the community acted as a motivation for playing a game 
and was incorporated in numerous game elements designed during the 
Future Forums. One of these elements was displaying this level of 
knowledge to the community as a method of asserting one’s status or for 
projecting their expertise in order to create new or establishing old 
networking opportunities. 

Incentives and the progress visibility within a game were identified 
as themes with wider implications in future, security oriented serious 
games design for code-citizens. In terms of gameplay, teamwork was 
viewed as an important mechanic, where players form teams to either 
collaborate or compete. An unexpected theme that emerged from the 
data was the way fiction was used during the game elements design. 
Even though fiction was presented and described to the code-citizens as 
a complementary element, code-citizens chose to give it a more 
centralized role through embodiment and narrative framing to serve the 
need of better grasping of intangible concepts. The game designs were 
analyzed using the LM-GM Framework, an established framework for 
design and analysis of serious games and we found that participants 

Fig. 14. Left: The Extracted LM-GM list from the elements identified on the composition from Fig. 13; Right: Elements of the LM-GM framework used by code-citizens 
in their designs. (Blue: Learning Mechanic; Yellow: Game Mechanic). 
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could make original contributions which met O2. 
These findings give us a deep insight in the code-citizens’ ecosystem 

during code development – both in terms of their psyche and the prac-
ticalities they have to consider. The game elements code-citizens co- 
created allowed us to observe how code elements and code practices are 
represented with game elements, informing future designs of security 
oriented serious games (O2). These designs which have been mapped to 
the LM-GM framework will be used for informing the “slow game jams” 
which are the next part of the project which are our own variation on the 
popular game jams events. 

7. Conclusion 

In this paper, we engaged with new code-citizens (a term we adopted 
for people who code professionally, as a hobby, or both) in discussions 
and co-design activities around topics of cyber security. This allowed us 
to gain a deeper insight on how code-citizens think and act during code 
development, and gave us a tangible set of code elements and code 
practices represented with game elements. 

Future Forums - the methodological approach we used - were 
developed by adapting the User Centered Design Workshop approach 
(Baillie et al., 2003) – an approach used successfully in the past for 
co-designing with a range of stakeholders in, home, healthcare and 
rehabilitation settings. Future Forums, as a new approach, successfully 
demonstrated its suitability in encouraging deep and focused discussions 
and co-design among code developers with varying levels of experience. 
Therefore, the wider HCI community can learn from our experiences and 
be informed by the methodology we used to design studies for their own 
citizens, building on our findings and experiences, while drawing con-
clusions applicable to the community they are investigating. 

Looking forward, the material we designed to support the Future 
Forums (i.e. the Secure Code mechanics and the Gamification mechanics 
Toolkit – Figs. 2 and 3) will be developed and extended as appropriate 
into a set of cards for production and dissemination. These materials and 
the Future Forums methodology will continue to be used to support and 
inform future interactions with new code-citizens in forthcoming co- 
creation activities such as slow game jam events and the design and 
development of serious games for cyber security. 

CRediT authorship contribution statement 

Theodoros Georgiou: Conceptualization, Methodology, Investiga-
tion, Data curation, Writing – original draft. Lynne Baillie: Supervision, 
Conceptualization, Methodology, Investigation, Data curation, Writing – 
review & editing. Olga Chatzifoti: Investigation, Data curation. Sheung 
Chi Chan: Investigation, Data curation. 

Declaration of Competing Interest 

The authors declare that they have no known competing financial 
interests or personal relationships that could have appeared to influence 
the work reported in this paper. 

Data availability 

Data will be made available on request. 

Acknowledgments 

The research team would like to thank the code-citizens who 
generously shared their time, and experience for the purposes of this 
study. This work was supported by the Engineering and Physical 
Research Council (Grant Reference: EP/T017511/1). 

References 

Abt, C.C., 1970. Serious Games. New York : Viking Press, New York. https://hal.arch 
ives-ouvertes.fr/hal-00702964.  

Acar, Y., Backes, M., Fahl, S., Kim, D., Mazurek, ML., Stransky, C., 2016. You get where 
you’re looking for: the impact of information sources on code securityProceedings of 
the IEEE Symposium on Security and Privacy. SP 2016, 289–305. https://doi.org/ 
10.1109/SP.2016.25. 

Acar Y., Stransky C., Wermke D., Mazurek M. L., Fahl S., 2017. Security developer studies 
with GitHub users : exploring a convenience sample. Proceedings of the Thirteenth 
Symposium on Usable Privacy and Security (SOUPS 2017) https://www.usenix. 
org/system/files/conference/soups2017/soups2017-acar.pdf. 

Akazue, M., Halvey, M., Baillie, L., 2017. Using thermal stimuli to influence affect in 
different picture display sizes. Pers. Ubiquitous Comput. 21 (4), 739–759. https:// 
doi.org/10.1007/s00779-017-1018-0. 

Arai, S., Sakamoto, K., Washizaki, H., Fukazawa, Y., 2014. A gamified tool for motivating 
developers to remove warnings of bug pattern tools. In. In: Proceedings of the 6th 
International Workshop on Empirical Software Engineering in Practice. IEEE, 
pp. 37–42. https://doi.org/10.1109/IWESEP.2014.17. 

Arnab, S., et al., 2015. Mapping learning and game mechanics for serious games analysis. 
Br. J. Educ. Technol. 46 (2), 391–411. https://doi.org/10.1111/bjet.12113. 
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