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Abstract—In this article, we present new approaches to 

synthesize physical-layer secured direction modulation (DM) 

transmitters that can improve the overall energy efficiency of the 

system. This is achieved by creating orthogonal artificial noise 

(AN) that on one hand preserves signal waveforms only along 

desired spatial directions, and on the other hand reduces the 

peak to average power ratio (PAPR) of the transmitted signals. 

The PAPR-reduced signals become friendly to more efficient 

power amplifier (PA) modes (of operation), thus improving the 

energy consumption compared with conventional DM 

counterparts. In the proposed approach, reduced PAPR is 

achieved by applying power weighted orthogonal AN on 

transmitted symbols, so that the average power of signals in the 

RF chains is elevated, resulting in reduced PAPR. The 

enhancement of the total power efficiency of the transmitter, and 

the enhanced secrecy performance evaluated through bit error 

rate (BER) spatial distributions, are demonstrated through 

system level numerical simulation studies. 

 
Index Terms— Artificial noise (AN), directional modulation 

(DM), orthogonal vector (OV), peak to average power ratio 

(PAPR). 

I. INTRODUCTION 

IRELESS transmission security is a field of high interest 

in the present era due to increasing concerns over cyber 

frauds and threats towards sensitive data, which places 

personal privacy and, at times, national security in peril. 

Conventionally wireless transmissions are secured with 

several layers of mathematically enabled cryptographic 

algorithms. However, the emergence of increasingly abundant 

computational resources, such as quantum computing, poses 

risks to the security offered by these cryptographic means, as 

these could eventually be compromised [1], [2]. Thus, a search 
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for other versatile wireless transmission security technologies 

is pertinent. 

Directional modulation (DM) is a promising emerging 

technology that enables keyless physical layer security in 

wireless transmission systems [3], [4]. Conventional wireless 

transmissions are prone to redundant radiation of data along 

unwanted directions due to the radiation pattern sidelobes and 

grating lobes [3], [5].These leaked data streams, even though 

are of reduced power level compared to the main lobe, could 

still be recovered by eavesdroppers with adequate receiver 

sensitivity, thus leaving a chance towards the jeopardy of 

sensitive and private information. The core idea of DM is to 

achieve secure and spatially confined wireless information 

transmission among legitimate transmitters and receivers, and 

in the meantime scrambling the data stream (or equivalently 

the signal waveforms) along any unintended directions or 

locations, so that the possibility of intended and unintended 

information leakage is reduced.  

Several different DM techniques have been proposed 

including; directly manipulating the radiation patterns of 

antenna elements in an array [6]; selectively phase shifting the 

excitations of antenna array elements [3], [7], [8]; 

simultaneous excitation of multi-ports compact antennas [9]; 

injecting artificial noise (AN) or orthogonal vector (OV) into 

the transmitted data that vectorially combines along unwanted 

directions to scramble data while self-cancelling out in the 

chosen secure communication direction [10]–[14]; time 

modulated or 4D antenna arrays [15]–[18], and; synthesis-free 

methods utilizing microwave structures such as Butler Matrix 

[19], Fourier Rotman lenses [20], retro-directive arrays [21], 

antenna subset modulation arrays [22], [23], dynamically 

reconfiguring antenna near-field boundaries [24], [25], 

utilization of Van-Atta arrays for DM [26], and so on. Out of 

these available methods the OV injection technique is a 

universal yet effective DM technology, and it is constructed 

using digital circuits, permitting a fine control over the 

injected AN. It has been successfully implemented [27] and 

been extended to dynamic beam steering and single/multi user 

multi-beam synthesis [5], [28].  

The primary technique to achieve aforementioned DM 

transmitters relies on radiating extra energy, which is 

orthogonal in chosen domains for the legitimate users, in order 

to distort signals waveforms leaked in other radiation regions 

for wireless information security purposes. This additional 

power could be synthesized using different algorithms and can 
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be implemented using a variety of hardware as discussed 

earlier. One hidden, yet important, issue here is that the 

injected AN, when uncontrolled also increases the peak to 

average power ratio (PAPR) of the radio frequency (RF) 

signals (irrespective of the modulation types – BPSK, QPSK, 

QAM, etc.), in comparison to those in the conventional non-

DM cases (see simulation results in Section II). This increase 

of the signal PAPR, unfortunately, reduces the operation 

efficiency of the RF power amplifiers (PAs) as they are forced 

to operate at a larger output backoff point (OPBO) for trading-

off signal linearity.  

In summary, all DM systems reported to date achieve 

physical layer secrecy at a cost of power efficiency. With 

reference to the power efficiency PEDM definition in [10], DM 

systems reported to date achieve values of less than 100%. In 

addition, they also suffer from poor RF chain power efficiency 

when injected AN is designed without signal PAPR 

considerations. This issue has attracted the interest of the 

research community and recently, some techniques have been 

reported with an aim of PAPR reduction in DM systems [29], 

[30]. These techniques employed signal pre-distortion or 

clipping schemes. The former demands higher computational 

resources, and hence improves RF efficiency at the cost of 

power consumption in the digital part of the system, while the 

latter compromises the information fidelity. Other efforts 

include the use of energy efficient hardware techniques, like 

the use of energy efficient reconfigurable power divider in 

TMA based DM systems [31]. 

In this article we propose a new DM synthesis concept that 

helps reducing the signal PAPR for QAM modulated wireless 

secure DM signal transmissions. We demonstrate the achieved 

superiority with a newly introduced metric called DM 

transmitter total power efficiency (PETOT), in contrast to the 

previously used DM radiation power efficiency PEDM. Our 

work shows the possibility of breaking the long-held trade-off 

between performance of secure DM communications and 

energy efficiency when evaluated from the entire transmitter’s 

perspective. The proposed idea is implemented using two 

different approaches, named as OV scaling- and trajectory 

tracing-based DM syntheses.  

This article is organized as follows. After the general 

introduction in Section I. In Section II, the principal idea of 

synthesizing DM with PAPR consideration is discussed and 

the OV-scaling (OVS) approach is presented. The newly 

proposed DM total system power efficiency is also elucidated 

in this section. Section III is dedicated to the OV trajectory 

tracing (OVTT) based PAPR reduction technique for QAM 

DM transmissions. Numerical simulation studies of the 

proposed technique and their comparison to the conventional 

DM are presented and discussed in Section IV. Finally, a 

summary of the proposed technique and envisioned future 

studies are highlighted in Section V. 

II. PROPOSED PAPR REDUCED DM SYNTHESIS AND OVS 

APPROACH 

In this section we present the core idea of our proposed 

PAPR reduction DM synthesis, using 16QAM transmission as 

an example for the demonstration. It is noted that the proposed 

technique can be readily generalized for any orders of QAM 

or APSK modulation schemes with non-uniform signal 

envelope. 

The free space channel vector �⃗⃗⃗� 𝜃  along any spatial angle θ 

for an N-element uniform linear array, illustrated in Fig. 1(a), 

is given as in (1), [10]. 

 

H⃗⃗⃗ θ = [e j0   e‒jkdcosθ   e‒j2kdcosθ  ⋯  e‒j(N‒1)kdcosθ ]T         (1) 

 

Here k is the wave number of the frequency under 

consideration, d is the spacing of the array antennas, and the 

operator ‘[∙]𝑇’ denotes matrix or vector transpose. In the 

conventional non-DM wireless transmissions, a symbol, 

denoted as X, to be transmitted is weighted across the array 

elements using the channel vector �⃗⃗⃗� 𝜃 along the chosen 

communication direction θ0, i.e., �⃗⃗⃗� 𝜃0
, as in (1). 

 

 

(a) 

 

(b) 

Fig. 1. (a) An N-element uniform linear array. (b) A typical wireless 
transmission link block diagram consisting of a transmitter array, free space 

wireless channel, and receivers (legitimate and malicious ones). 

 

This weighting across the array is to ensure that the resulting 

array excitation vector �⃗⃗�   in (2), after propagating through the 

desired channel along θ0, mathematically being multiplied 

with the conjugate of the channel �⃗⃗⃗� 𝜃0

∗ , seen in (3), achieves 

maximum gain 10×log10(N), in dB, towards the selected 

spatial direction θ0, i.e., beamforming is enabled. In our 

notation below σ denotes the complex Channel Noise. ‘[∙]*’ 

and ‘[∙]†’ are conjugation and Hermitian operators. The factor 
1

√𝑁
 is included in (2) for power normalization. 

 



 
0

1

N
= H X                                  (2) 

X ϵ {Symbol space for chosen modulation} 

 

 
0 0

† N = =R H X +                          (3) 

 

The signals that propagate along all spatial directions in free 

space can be calculated by the dot product of the excitation 

vector �⃗⃗�   and the conjugated channel vector with the 

weighting of the active element radiation patterns of each 

antenna, which are assumed to be identical and isotropic in our 

study. This is expressed in (4). 

 

  
0

† †1 N   = = R H H H X +                      (4) 

 

As indicated earlier and also in previous works, such a 

transmission suffers from a security compromise since the 

symbol constellation along all spatial directions of the 

radiation coverage is preserved; this is attributed to the fact 

that 
0

†

 H H is generally non-zero. This leaked radiation could 

be eavesdropped using a receiver with adequate sensitivity 

from parts of the radiation pattern even beyond the main lobe.  

In the OV based DM synthesis technique [10], an additional 

vector  �⃗⃗⃗⃗�  (OV orthogonal to the original channel vector along 

the secure communication direction) is added to the 

conventional excitation vector �⃗⃗�  as in (5), so that the proper 

constellation pattern of the transmitted data is retained only 

along the pre-specified secure communication direction, while 

the constellations in all other directions are scrambled [10]. 

The �⃗⃗�  in (5) is the DM excitation vector with secure 

transmission properties. In order to achieve the 

aforementioned DM functionality, �⃗⃗⃗⃗�  in (5) has to be chosen 

from and updated in the null space of the channel vector �⃗⃗⃗� 𝜃0

∗ , 

as in (6), typically at the symbol rate to construct dynamic DM 

[32].   

 

 = +S W                                    (5) 

 

( )
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1

N

p p

p
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W = Q                            (6) 

 

In (6), �⃗⃗� 𝑝 is the orthonormal basis to the null space of �⃗⃗⃗� 𝜃0

∗ , 

and 𝑣𝑝 is a random number with a given statistic distribution 

[5]. The amount of OV power injection into the conventional 

transmission is measured by a quantity defined as the power 

efficiency of DM (PEDM). When the transmission power in the 

conventional non-DM system is normalized to unity, the DM 

power efficiency is expressed as in (7), in which the power of 

injected OV (PowerOV) is expressed as in (8). 

1
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The above power efficiency PEDM describes the proportion 

of radiated power used for useful information transmission. 

When considering from the entire transmitter perspective, it is 

understood that different signal waveforms, in particular of 

different signal PAPRs, greatly impact the power efficiency of 

the RF PAs, through which the signals are required to be 

linearly amplified. In this aspect, we introduce here for the 

first time among the DM studies, a more meaningful 

transmitter total power efficiency, named as PETOT as in (9) 

and with reference to Fig. 1(b).   

 

PETOT = PEDM × PEPA × PECONST                     (9) 

  

In (9) PEPA is the power efficiency of the PA in the 

corresponding RF chain for a chosen OPBO that is, in turn, 

determined by the signal PAPR [33]. In a high-power wireless 

transmitter (say with DM), the PAs typically represent the 

most power-hungry component in a given RF chain, and the 

major contribution to the PETOT for a given PEDM. The 

remaining term in (9), PECONST, represents the combined 

power efficiency of other components like digital baseband, 

mixers, upconverter, and filters, etc. The efficiencies of these 

modules are generally constant with respect to the changes in 

DM parameters as long as the processing chain remains fixed. 

To maintain high RF chain efficiency, it is imperative to 

reduce the signal PAPR. This makes the PETOT a useful 

quantity for the DM scenario. 

 

 
Fig. 2. 16QAM symbols sorted in three groups based on the normalized 

symbol magnitudes. 

 

In order to facilitate the discussion, in this paper we use a 

16QAM transmission as an example. A standard constellation 

pattern is shown in Fig. 2. The 16 constellation symbols are 

grouped into three categories according to the symbol 

magnitude or power as shown in Table I. Symbols in each 

category sit on a circle in IQ plane, and these three circles are 

labelled as Ring_{1, 2, 3}. The non-uniform magnitudes of the 



transmit symbols are translated to non-zero signal PAPR, 

more specifically, PAPR of 2.5 dB (10% probability PAPR) 

for 16QAM signals. In conventional DM synthesis, the added 

uncontrolled OV, unfortunately, further increases the signal 

PAPR, resulting in a higher OPBO for the corresponding PA, 

so that PEPA and consequently PETOT are compromised. To 

reduce the PAPR of transmit signals, that are the summation 

of standard 16QAM signals and injected OV, in this work we 

adopt a novel energy selective OV injection technique. Here 

we inject OV with different power to symbol group(s) based 

on their relative energy. This can be performed using two 

different approaches. The first approach is to directly power 

scale the OVs synthesized in (6) and it is termed as OV scaled 

(OVS) DM approach in this article.  
 

TABLE I. GROUPING OF 16QAM SYMBOLS BASED ON SYMBOL ENERGY. 

Symbol Category 
Normalized 

Symbol Voltage 

Relative Symbol 

Power 

No. of 

Symbols 

Ring_1 (Low Energy) 1 unit 1 unit (0 dB) 4 

Ring_2 (Medium Energy) 2.24 units 5 units (6.99 dB) 8 

Ring_3 (High Energy) 3 units 9 units (9.54 dB) 4 

  

In conventional OV based DM, the OVs are generated 

regardless of symbols transmitted. Here, we propose to 

allocate more OV power only to symbols of lowest energy, 

e.g., to the 4 symbols on Ring_1. Fig. 3(a) shows the 

excitation power for 1,000 random symbols in a conventional 

16QAM transmission with no OV injection, i.e., PEDM = 

100%, in one of the transmit branches of a uniform linear 

array with N = 5 radiating elements. All symbols, as expected, 

fall along the three power levels of those three rings. Fig. 3 (b) 

and (c) compare the power of excitation signals in the same 

array branch for the uncontrolled OV-injection and the 

proposed OVS DM systems, respectively. For fair 

comparison, the PEDM for the systems in Fig. 3 (b) and (c) is 

kept identical to 83.33%. In this example, the OVS DM has 

the entire OV power applied only upon the 4 symbols on 

Ring_1 and the average power of these four OV-added 

symbols is elevated to match the power of Ring_2 symbols. 

Symbols on Ring_2 and Ring_3 are unaltered. Fig. 4 

summarizes the CCDF of PAPR for all three cases. It can be 

clearly seen that when OV is uncontrolled, referring to Fig. 3 

(b) and dashed red trace in Fig. 4, the signal PAPR (say 10% 

probability PAPR, i.e., CCDF = 0.1) is higher (3.19 dB) 

compared with that of the standard 16QAM signal (2.5 dB). 

Now, with the selective OV injection, referring to Fig. 3 (c) 

and dotted green trace in Fig. 4, the signal PAPR is suppressed 

down to 1.9 dB which is in fact even less than that for the 

conventional non-DM 16QAM signals. 

This phenomenon is now explained as follows. Firstly, 

when the uncontrolled OV DM is applied, the 

separation/difference among the peak and average power of 

the transmission signals increases to 3.49 units (~ 5.42 dB) 

from 0.81 units (~ −0.9 dB), as shown in Fig. 3 (b) and Fig. 3 

(a) respectively. Secondly, when more OV power is allocated 

to symbols of low energy, the average power of excitation 

signals is elevated without affecting much on peak signal 

power as seen in Fig. 3 (c). The difference among the peak 

and average power levels falls to 1.64 units (~ 2.14 dB), i.e., 

PAPR is reduced comparing with that in the OV uncontrolled 

DM of an identical PEDM. 

 

 
(a) 

 

(b) 

 
(c) 

Fig. 3. Excitation power map of one of the RF chains for transmission of 1000 

random 16QAM symbols (N = 5). (a) Conventional non-DM 16QAM 

transmission (PEDM = 100%). (b) 16QAM DM transmission with uncontrolled 

OV (PEDM = 83.33%). (c) Proposed OVS-based 16QAM DM transmission 
(PEDM = 83.33%).  

 

The above OVS approach can be regarded as an extension 

of the conventional OV synthesis presented in [10]. It can 

achieve signal PAPR reduction, yet it lacks full control of the 

PAPR levels, i.e., we cannot pre-specify a PAPR value when 

applying the OVS approach. In this regard, an analytical 

approach is developed in the following section so that the 

PAPR of the synthesized signals can be pre-specified. It is 



shown that this approach allows the synthesis of 0 dB (i.e., 

constant envelope) PAPR DM signals for non-uniform 

envelope modulation schemes like M-APSK and M-QAM 

(where M is the number of constellation points in the chosen 

modulation scheme).  

 

 
Fig. 4. CCDF of PAPR for all three cases in Fig. 3. 

III. OVTT APPROACH FOR ENERGY EFFICIENT DM WIRELESS 

TRANSMISSIONS 

Different to the first approach that applies equally power 

scaled OVs to every symbol in a selected symbol group, the 

second approach, analyzed in this section, generates distinct 

OVs (with power and phase control) for each symbol even in a 

same symbol group. Here, the core idea is to synthesize OVs, 

i.e., �⃗⃗⃗⃗�  in (5), for transmission of symbols on each ring such 

that the magnitudes of each entry of the excitation vector �⃗⃗�  are 

identical in a given RF chain, thus, to reduce the signal PAPR. 

This concept, detailed in Section III.A, is applied to a 16QAM 

DM transmission in three levels in this study – ‘Level_1’, 

‘Level_2’, and ‘Level_3’, as described in Section III.B. The 

method of implementing this concept is also elaborated 

graphically in this subsection. 

A. OV Trajectory Tracing for PAPR Controlled DM 

Here we derive the conditions that OVs need to meet in 

order to enable DM functionality and at the same time control 

signal PAPR. 

 

• Enabling DM functionality 

Replacing �⃗⃗�  in (4) with the �⃗⃗�  in (5), we get the signals 

broadcasted along any direction θ in a DM system as in (10). 

Here the channel noise is omitted to facilitate the vector 

discussion later in this section. 

 

 
0

† † † † †= = N      = + +R H S H H W H H X H W

(10) 

 

In (10), along θ0 the second term 
0

†

H W  becomes zero as W  

is in the null space of 
0

†

H . While for all other directions, this 

non-zero second term acts as AN to displace the symbol X in 

IQ plane. This AN orthogonality along θ0 is mathematically 

expressed as 

 

0 0

† N =R H S = X ,                      (11) 

 

and it can be plotted in IQ plane at the receiver end in vector 

form, see Fig. 5. 

Here,  

0
( )n nn

= U H S ,                            (12) 

 

where 
0
( )n


H  and 

nS  are the nth element of the vectors 
0


H  

and S , respectively. 

With the above analysis and the similar discussions in [10], 

it is understood that any arbitrary trajectories from the origin 

O to N X , other than the trajectory formed by Vn, can 

guarantee the undistorted signal/symbol only along θ0, 

namely, enabling DM functionality. 

Once a trajectory, and hence Un, is determined, the 

orthogonal vector W  can be calculated using (12) and (5) 

since 
0


H  and �⃗⃗�  are known. 

 

I

Q

O

N X

0
( ) =n nn N

= V H X

Vn

Un

0
( )n nn

= U H S
 

Fig. 5. Example of vector representation of (11) in IQ plane at the receiver end 
along the desired direction θ0. 

 

• Controlling signal PAPR 

Non-unity signal PAPR is the result of the non-uniform 

excitation for different symbols in the chosen modulation 

scheme. In a non-DM system, the excitation magnitude is 

determined solely by the symbols transmitted, i.e., 

( )
0n n N N=  =X H X , thus, a direct PAPR 

control through excitation magnitude manipulation is 

impossible without compromising data fidelity. While for DM 

transmitters, with reference to (5), the magnitude of the 

excitation signal for the nth transmit branch becomes 

 

( )
0n nn N=  +S X H W ,                   (13) 

 

where Wn is the nth element of the AN vector W . This 

provides an opportunity to control the magnitude of the 

excitation signal by properly designing Wn for each 



transmitted symbol X. Recalling (12), we can get that the 

magnitude of the excitation signal |Sn| at the transmitter end is 

equivalent to the |Un| at the receiver end, namely |Sn| = |Un|, 

since ( )
0

n

H  is identical for each n, and it is normalized to 

unity. 

Now, for the benefit of signal PAPR reduction, the 

differences of the lengths of the segment Un for different 

symbols in Fig. 5 should be minimized. This motivates three 

synthesis scenarios presented in the following subsection, 

using 16QAM as an example. 

B. OVTT Synthesis Approach 

With the analysis in Section III.A, now the task is to trace 

an N-segment trajectory in IQ space at the receiver side that 

begins from the origin O and ends at the targeted constellation 

point. The ratio between the segment lengths of Un and Vn, 

i.e., |Un|/|Vn|, determines the increase of the power when DM 

is enabled, say 20×log10(|Un|/|Vn|) in dB, for the nth transmit 

chain when transmitting that targeted symbol. Since it is 

common that all transmit chains are equipped with the same 

hardware, it is practical to set |Un| to be identical for all N 

branches. 

In order to reduce signal PAPR, more OV power should be 

applied onto symbols with less energy. And towards this, three 

scenarios are studied in this work. 

• Scenario 1: Level_1 OV injection 

In this case, OVs are only added when transmitting four 

16QAM symbols on Ring_1, and the excitation power is lifted 

by 6.99 dB. Seeing Table I, this makes the excitation power 

for 4 symbols on Ring_1 equal that for symbols on Ring_2. 

• Scenario 2: Level_2 OV injection 

In this case, OVs are applied when transmitting 12 16QAM 

symbols on Ring_1 and Ring_2, and the excitation power for 

Ring_1 symbols is lifted by 9.54 dB and that for Ring_2 

symbols is lifted by (9.54 – 6.99) = 2.55 dB. This makes the 

excitation power for these 12 symbols equal that for symbols 

on Ring_3. 

• Scenario 3: Level_3 OV injection 

In this case, a normalized signal power target P, in dB, is 

pre-specified that is higher than the symbol power on Ring_3, 

namely P > 9.54 dB. OVs are then added when transmitting all 

16 symbols, and the ratio |Un|/|Vn| is determined using 

20×log10(|Un|/|Vn|) = P – {0, 6.99, 9.54} for symbols on 

{Ring_1, Ring_2, Ring_3}, respectively. 

Now the method of determining one generic vector 

trajectory formed by Un (from n = 1 to N) is elaborated, which 

is also summarized using a flowchart in Fig. 6. This method 

can be applied to the Level_{1, 2, 3} scenarios by 

synthesizing DM excitations when transmitting symbols on 

different rings. 

The synthesis is performed as follows. Initially a random 

angle α1, within 2π, is chosen, and this α1 together with a 

preset positive number C construct the complex number U1 = 

1j
Ce


.  

( )
1

n

p

p

N N n C
=

−  −V U                 (14) 

  

 
Fig. 6. Flowchart of the OVTT synthesis approach. 
 

This preset number C, for example in the Level_1 system, is 

selected as 2.24×|V|, see Table I, when transmitting symbols 

on the Ring_1, where |V| = |Vn| for all n. The complex number 

U1 can also be plotted as a vector in IQ plane starting from the 

origin O, see illustration in Fig. 7. This process is then 

repeated for another (N‒3) times, and the resulting complex 

numbers Un = nj
Ce


, n = 2, …, N‒2, are plotted in IQ plane 

with the corresponding arrows connected head-to-tail. For 

each Un synthesis, the condition in (14) has to be met. This 

guarantees the vector trajectory can reach the target 

constellation symbol D. When (14) is not satisfied, a new αn 

and the corresponding Un have to be regenerated. Now the 

final two vectors UN‒1 and UN are computed analytically using 

trigonometric identities by drawing an isosceles triangle 

within the crow-fly distance from the end point of the segment 

UN‒2 to the constellation point D. Here the 
2

1

N

pp

−

=
−D U  is 

the base of the triangle, and UN‒1 and UN are the two equal (in 

length) sides. This computation could give us two possible 

vector paths as shown in Fig. 7, either of which can be 

selected to complete the trajectory. 

Once all the tracing vector entries Un are computed, one 

could have a possibility to shuffle these vectors in a random 

manner, since the degree of freedom in choosing the vector 

angle reduces as the computation moves towards the terminal 

values of N, starting from the origin O (or N = 1). Such a 

shuffling is mathematically consistent due to the commutative 

and associative properties of linear algebra-based vector 

addition. This shuffling could once again add extra 

randomness to the process, and its effects are discussed in the 



following Section IV. Once the synthesis of U = [U1 U2 … 

UN]T are completed, the excitation signal vector S = [S1 S2 … 

SN]T can be obtained using (12), which enables signal PAPR 

reduced DM transmissions. 

 

 
Fig. 7. Vector illustration in IQ plane at the receiver end of the proposed 

OVTT synthesis approach. 

 

In this technique a dynamic DM is guaranteed along the 

secure communication direction when the trajectory path 

formed by Un is updated for each symbol transmission. 

Numerical simulation examples of the proposed technique 

with different 16QAM DM scenarios, and their comparison in 

an energy efficiency context are presented in the following 

section. 

The presented approach is also computationally efficient 

than the previous works from our group reported in [5], [10], 

since, in the presented approach, there are no matrix 

inversions, matrix null space calculations, or similar 

operations involved. The vector trajectory tracing presented 

herewith is a simple linear algebra iteration and could be 

implemented without much computational load to the 

processor. The number of iteration loop runs for each symbol 

transmission (excitation vector synthesis) is limited to N–2, 

where N is the number of array elements in the system. In this 

approach a threshold to limit the number of loop runs for each 

iteration could be applied, and this effectively reduces the 

computation time for each vector trajectory. At present a 

threshold limit of 50 loop runs are used for the presented 

numerical simulations, to limit the calculation of a suitable 

angle αn for each Un synthesis, to satisfy (14). If not, the 

solution is discarded, and the synthesis is repeated from U1. 

Anyhow this happens only rarely. Alternatively, one could 

also implement this system based on a look up table that can 

be generated off-line. Here a predefined set of trajectories are 

defined for each symbol in the symbol space, and these could 

be recycled at a random order to enable a dynamic DM with 

reduced computational load. 

IV. NUMERICAL SYSTEM SIMULATIONS  

In this section we present the numerical simulation results 

of 16QAM DM systems synthesized using the proposed OVS 

and OVTT based PAPR reduction scheme. These bit error rate 

(BER) simulations are run based on the procedures explained 

in [5], [10]. Three scenarios described in Section III.B for the 

OVTT approach are studied. Similarly, two corresponding 

scenarios for the OVS approach, with respect to average 

excitation power, are also simulated for comparison. For the 

Level_3 OV injection, P = 12 dB is selected as an example. 

The DM power efficiency (PEDM) for the PAPR reduced 

OVTT case for the Level_1, Level_2, and Level_3 scenarios 

are calculated, using (7) and (8), to be 83.33%, 55.56%, and 

31.25%, respectively. This calculation is mathematically 

straight forward and is omitted from this article for brevity. 

In the simulation, Gray coded 16QAM is used for the 

analysis in the following three system configurations. 

− Case 1: 16QAM with OVTT based DM following the 

Level_1, Level_2, or Level_3 OV injection with and 

without OV shuffling. 

− Case 2: 16QAM with OVS DM technique (This analysis is 

limited to Level_1, and Level_2 for brevity). 

− Case 3: 16QAM with conventional uncontrolled OV 

injection and PEDM matched to those in the OVTT and 

OVS DM systems (PEDM = 83.3%, 55.56%, and 31.25% 

consecutively for Level_1, Level_2, and Level_3 OV 

injections) and 16QAM without any OV injection (i.e., 

PEDM = 100%). 

Here, the transmitter array is modeled as a 1D uniform 

linear array with N = 5 elements, each exhibiting identical 

isotropic radiation patterns. The secure communication 

direction (θ0) is chosen to be 120° with respect to the array 

axis, see Fig. 1(a). On the reception side, a receiver 

demodulates each symbol based on minimum Euclidean 

distance to standard 16QAM constellations [10].  

In this simulation, firstly, a training sequence consisting of 

1000 symbols are transmitted to perform phase 

synchronization at the receiver, and then a data stream of 1 

million symbols is transmitted for BER calculation, for each 

transmission study. The results and discussions are grouped 

and summarized in the following subsections. The synthesized 

Un are not shuffled in the study presented in Section IV.A to C 

and the effects of random shuffling are studied in Section 

IV.D. 

A. Comparison of OVTT DM to Conventional DM 

In this subsection, Fig. 8 to 10 depict successively the far-

field magnitude and phase of the radiation patterns of 

transmissions of the OVTT based PAPR reduced Level_1, 

Level_2, and Level_3 16QAM DM signals. Here we could see 

that only the symbols within the chosen energy group are 

scrambled, and their total magnitude is lower than the level of 

the symbol ring to which their power is mapped/elevated. The 

standard 16QAM constellation pattern (both magnitude and 

phase) is preserved only along θ0 = 120°. 

The magnitude and phase plots of the far-field radiation 

patterns for the conventional DM case look similar to the 

Level_3 OVTT DM depicted in Fig. 10, (but with a bit 

difference in randomness corresponding to their respective 

PEDM), and hence they are omitted for brevity. Here, Fig. 8 to 

10 highlights the spatial orthogonality of the injected AN in 

form of the synthesized OV which scrambles the transmission 



of (OV injected) symbols in all directions except the secure 

communication direction, evidenced by the presence of ‘eyes’ 

in these magnitude and phase plots only along the secure 

communication direction. In this study, a noiseless case is 

assumed for the analysis, to highlight this underlying physics 

of the proposed approach. A noisy channel would render 

similar outcome in the spatial domain, however with noisy 

(magnitude and phase) patterns, burled ‘eyes’, and related 

variation in BER along the secure communication direction 

[5], [10]. Such plots are omitted from this article to retain 

conciseness.  

 
(a) 

 
(b) 

Fig. 8. Far-field (a) magnitude and (b) phase patterns for 1000 random 

16QAM symbol transmissions using the OVTT based approach with Level_1 
OV injection. The patterns associated with un-altered symbol transmissions 

are plotted in bold for easy interpretation. 

 

 
(a) 

 

(b) 

Fig. 9. Far-field (a) magnitude and (b) phase patterns for 1000 random 
16QAM symbol transmissions using the OVTT based approach with Level_2 

OV injection. The magnitude patterns associated with un-altered symbol 

transmissions are plotted in bold for easy interpretation. 
 

 

(a) 

 

(b) 

Fig. 10. Far-field (a) magnitude and (b) phase patterns for 1000 random 
16QAM symbol transmissions using the OVTT based approach with Level_3 

OV injection.  

 

The CCDF of PAPR and BER distributions are grouped and 

depicted correspondingly in Figs. 11 and 12.  

We could see that by using the proposed OVTT DM 

synthesis approach, the signal PAPR for 16QAM 

transmissions is significantly reduced, compared with that of 

both conventional 16QAM DM signals of the same PEDM and 

even non-DM 16QAM signals. And importantly, Level_2 and 

Level_3 OVTT DM systems enjoy 0 dB signal PAPR. One 

could see from comparison of the BER simulation results 

given in Fig. 12 that the upper hand of the proposed technique 



is apparent here, that a better secrecy (or narrower BER beam) 

in contrast to the conventional DM counterpart with the same 

PEDM is exhibited herewith. In these simulations in order to 

highlight the security aspect of the DM, no channel noise is 

included. Thus, the BER results for PEDM = 100%, i.e., non-

DM system, is omitted, since essentially 0 BER can be 

obtained along all directions. 

 

 
Fig. 11. Comparison of the CCDF of signal PAPR generated for a 

transmission of 1 million random symbols with OVTT based PAPR reduced 
16QAM DM, along with conventional 16QAM DM of identical PEDM. 

 

 
Fig. 12.  Comparison of BER distributions when transmitting 1 million 

random symbols with OVTT based PAPR reduced 16QAM DM, along with 

conventional 16QAM DM of identical PEDM. No channel noise is included in 
the simulation. 

 

In this approach, the achievement of a 0 dB PAPR for the 

Level_2 and Level_3 OVTT systems, could be felt a bit 

elusive. Hence, this phenomenon is elaborated herewith, for a 

better perception of the reader. Here, with reference to Fig. 2 

and Table I, the symbols in the lower rings (say Ring_1 and 

Ring_2 in Level_2 OVTT DM) are transmitted such that the 

excitation for these symbols (conventional excitation + OV) 

are mapped to the power level of a higher-level ring (say 

Ring_3 in Level_2 OVTT DM). Thus, what happens in terms 

of power level is a normalization such that every symbol in 

such a transmission is excited with the same power level at 

each antenna element through the respective RF PA, ensuring 

the ratio between the peak power and average power in a PA 

to be unity – 0 dB PAPR. The key here, in comparison to 

conventional DM systems could be interpreted by referring to 

the Fig. 5 and Fig. 7, where in Fig. 5 (depicting a conventional 

OV based DM), the OV vectors are synthesized in an 

uncontrolled manner such that the lengths of the entries Un for 

n = (1,2, … N) are not identical but generated randomly 

subject to a given PEDM. On the other hand, in Fig. 7, all 

entries Un are of identical length (or magnitude) and differ 

only in their direction (or angle). Thus, effectively reducing 

PAPR, and ensuring 0 dB PAPR for Level_2 and Level_3 

OVTT DM. This can be observed in Fig. 11, wherein the 

PAPR probability curves, for Level_2 and Level_3 OVTT 

systems, shrink to a point at (PAPR = 0 dB, Probability = 100 

= 1). This confirms that the PAPR for the proposed Level_2 

and Level_3 OVTT systems is reduced to a constant value of 0 

dB. 

Further, the above said secure excitation vector paths, 

depicted in Fig. 7 in the IQ plane at the receiver end, can be 

translated to the signals at the output of PAs at the transmitter 

side. When free space transmission in this paper is considered, 

the translation for each vector is subject to the same 

magnitude weight (i.e., the same channel pathloss). This 

means that the PA outputs for each symbol and for each 

antenna branch have identical signal magnitude. Thus, if a PA 

is linear, these PA output signals of identical magnitude 

correspond to the PA input signals of identical magnitude. 

Whereas when the PA is non-linear, this output-to-input signal 

mapping are distorted according to the PA AM-AM (resulting 

in different magnitude weighting) and AM-PM (resulting in 

different phase rotation) characteristics. In this sense, the 

proposed OVTT DM synthesis approach can still work for 

systems with non-linear PAs as long as the PA characteristics 

are pre-known and thus the non-linear effects can be well 

calibrated out in a practical system. 

Since in our proposed system, the information and artificial 

noise are perfectly orthogonal to each other along the secure 

communication direction, there is no interference leaked into 

the selected secure communication direction. Thus, SINR 

(signal to interference plus noise ratio) is the same as SNR, 

and the BER vs SNR response follows the classic theoretical 

relationship along the secure communication direction. 

In summary, the proposed OVTT DM system is a generic 

approach – both in terms of array lattice (e.g., 1D or 2D array) 

and dimension (e.g., the number of antennas). To quantify the 

benefits of the proposed system, the example of a uniform 

linear array of 5 elements is chosen in our study. Increasing or 

decreasing the number of antennas in the array has the 

following effects of the system performance. Firstly, the array 

factor or instantaneous directivity of the array is a function of 

the number of antenna elements. As the number increases, the 

main radiation beam becomes more directive (provided proper 

excitation is chosen) and this also applies to the information 

BER beamwidth along the secure communication direction. 

Next, an increase in the number of antennas in the array could 

provide more freedom for the trajectory tracing presented in 

Section III as more randomness and more diverse trajectories 

could be mapped with a given power ceiling for a chosen 

constellation point. These vectors could then be shuffled (the 

shuffling process and the advantages are discussed in detail in 

Section IV. D.) or not as per the chosen strategy. 



B. Comparison of OVTT to OVS Approach 

Next, the proposed OVTT technique is compared to OVS 

approach to clearly accentuate the difference among these. In 

the OVS approach, the net OV injected to symbols on a 

particular ring is scaled to a given power (magnitude) level so 

that the power of net excitation for a given group of symbols 

are elevated to a given threshold. 

This is done in two levels – ‘Level_1’ and ‘Level_2’, as 

described hereafter. In the Level_1 system, OV is injected 

only to the four symbols located on Ring_1, seen in Table I. 

The injected OVs are synthesized so that the excitation power 

for low energy symbols on Ring_1 is lifted to points on the 

Ring_2 of which the magnitude is identical to the 16QAM 

symbols grouped as the medium energy symbols in Table I. 

Similarly, for Level_2 system, OV is injected to both Ring_1 

(low energy) and Ring_2 (medium energy) symbols and, the 

OV is scaled to normalize the total power of net excitation for 

these symbols to match that of the Ring_3 (high energy) 

symbols.  

 

 
Fig. 13. Comparison of the CCDF of PAPR generated for a transmission of 1 
million random symbols with OVTT based PAPR reduced 16QAM DM, with 

OVS based 16QAM DM of identical PEDM. 

 

 
Fig. 14. Comparison of the BER spatial distributions when transmitting 1 
million random symbols with OVTT based PAPR reduced 16QAM DM, with 

OVS based 16QAM DM of identical PEDM. No channel noise is included in 

the simulation. 
 

This technique effectively raises the average power level in 

the signal, so that the difference/gap between the peak power 

spikes and the average power level, i.e., PAPR, is reduced. 

Numerical simulations to demonstrate this aspect were carried 

out with the same setting as explained in the beginning of this 

section. The resulting CCDF of PAPR and BER distributions 

are depicted in Figs. 13 and 14, respectively. The magnitude 

and phase plots of the far-field radiation patterns for the OVS 

DM case look similar to their respective OVTT DM 

counterparts of identical PEDM and are hence omitted for 

brevity.   
 

TABLE II. COMPARISON OF CCDF OF PAPR AND BER OF OVTT BASED, OVS 

BASED, AND CONVENTIONAL 16QAM DM SYSTEMS. 

Type of 16QAM 

Transmission 

10‒3 BER 

Beamwidth 

1% Probability 

PAPR  
PETOT 

OVTT Level_1: 

PEDM = 83.33% 
12.3° ≤ 1.75 dB 53.1% 

OVTT Level_2: 

PEDM = 55.56% 
8.7° 0.00 dB 43.3% 

OVTT Level_3: 
PEDM = 31.25% 

6.3° 0.00 dB 24.3% 

OVS Level_1: 

PEDM = 83.33% 
13.2° 3.68 dB 42.1% 

OVS Level_2: 

PEDM = 55.56% 
9.5° 5.00 dB 23.9% 

Conventional: 
PEDM = 83.33% 

19.5° 5.62 dB 33.8% 

Conventional: 

PEDM = 55.56% 
10.5° 6.73 dB 19.6% 

Conventional: 

PEDM = 31.25% 
6.5° 7.04 dB 10.6% 

Non-DM: 
PEDM = 100% 

180.0° ≤ 2.50 dB 58.0% 

 

From the CCDF of PAPR given in Fig. 13, it is clear that 

using the OVS, the PAPR is reduced compared with the 

conventional DM of the identical PEDM. Nevertheless, still the 

OVTT technique takes the undisputed lead, since with the 

later technique, the OV is normalized such that the magnitude 

of excitation through all channels are essentially the same 

when transmitting symbols on a same ring and is thus a cure to 

the root of the issue. 

On extending this comparison to the BER beamwidths 

along the secure communication direction given in Fig. 14, it 

is observed that both the OVS and OVTT approach has a 

similar effect since their depth of DM (PEDM) are the same.  

All these results presented so far in sub-sections IV.A and 

IV.B are quantitatively summarized in Table II.  

C. Total Wireless Link Power Efficiency Consideration with 

OVTT Based 16QAM DM Approach 

The total power efficiency (PETOT) of the system by 

considering the PA efficiency of each RF chain based on the 

simulated CCDF of PAPR confirming to 1% probability is 

calculated using (9) and is also listed in Table II. Here the PA 

is modeled as a class-B amplifier using the PAPR based 

efficiency data given in [33]. This PA efficiency curve is 

redrawn and depicted in Fig. 15 for reference. One should note 

here, for generality, that all the other miscellaneous power 

efficiencies in the system, modeled by PECONST in (9), is 

assumed to ideal, saying 100%. 

Now we further design conventional 16QAM DM systems 

to match their PETOT to those of OVTT synthesized DM 

counterparts by varying the depth of DM i.e., PEDM. The 



outcome of this experiment is summarized as follows. The 

conventional PEDM that could give the same PETOT as with the 

OVTT 16QAM DM are identified to be 99.58%, 94.50% and 

66.10% respectively for the Level_1 (PEDM = 83.33%), 

Level_2 (PEDM = 55.56%), and Level_3 (PEDM = 31.25%) 

OVTT 16QAM DM. Figs. 16 and 17 depict the CCDF of 

PAPR and BER for the PETOT equalized 16QAM DM 

transmissions in comparison to the OVTT based 16QAM DM. 

The outcome of this simulation study is summarized 

quantitively in Table III. 

 

 
Fig. 15. Power efficiency of a class-B RF PA versus output backoff power 

(OPBO), adapted and redrawn from [33]. 

 

 
Fig. 16. CCDF of signal PAPR when transmitting 1 million random symbols 
with OVTT based PAPR reduced 16QAM DM, along with conventional 

16QAM DM of identical PETOT. 

 

 
Fig. 17. BER patterns generated for a transmission of 1 million random 

symbols with OVTT based PAPR reduced 16QAM DM, along with 
conventional 16QAM DM of identical PETOT. No channel noise is included in 

the simulation. 

Here we could see that the OVTT DM enjoys very low 

signal PAPR and a narrower BER beamwidth in contrast to 

the conventional 16QAM DM of the same PETOT. In fact, it is 

interesting to note that starting with the Level_1 OVTT DM, 

one could have a decent secrecy performance with only 4.9% 

PETOT sacrifice, when comparing with the conventional 

16QAM transmission (PEDM of 100%). Thus, from these 

results we could see that the advantage of OVTT 16QAM DM 

is very much apparent in terms of the achieved secrecy and 

PETOT enhancement for a given PEDM in comparison to the 

conventional 16QAM DM. 
 

TABLE III. PERFORMANCE SUMMARY OF PETOT EQUALIZED OVTT BASED AND 

CONVENTIONAL 16QAM DM TRANSMISSIONS.  

Type of 16QAM 

Transmission 

10‒3 BER 

Beamwidth 

1% Probability 

PAPR 
PETOT 

OVTT Level_1: 
PEDM = 83.33% 

12.3° ≤ 1.75 dB 53.1% 

OVTT Level_2: 

PEDM = 55.56% 
8.7° 0.00 dB 43.3% 

OVTT Level_3: 
PEDM = 31.25% 

6.3° 0.00 dB 24.3% 

Conventional DM:  

PEDM = 99.58% 
47.0° 3.12 dB 53.1% 

Conventional DM:  

PEDM = 94.50% 
30.6° 4.53 dB 43.3% 

Conventional DM:  
PEDM = 66.10% 

12.9° 6.44 dB 24.3% 

Non-DM: 

PEDM = 100% 
180.0° ≤ 2.50 dB 58% 

 

 

D. Applying Random Shuffling to OVTT Based 16QAM DM 

Now as mentioned earlier in section III.B, one could 

randomly shuffle the calculated Un with respect to n when the 

OVTT approach is used. This is expected to add more 

randomness (and hence more secrecy) to the transmission of 

interest. In this subsection we present some numerical 

simulations studies in this aspect.  

A simple example of the computation of 10 random U , 

plotted as vector trajectories formed by Un (n = 1, …, 30) 

segments in IQ plane is illustrated in Fig. 18 with shuffling 

enabled or disabled. A symbol on Ring_1 is assumed to be 

transmitted. |Un|/|Vn| is set to be 2.24, hence the excitation 

magnitude of transmitting Ring_1 symbols equals the 

magnitude of symbols on Ring_2 when no OVs are injected 

on Ring_2 symbols. Here in Fig. 18 (a) it could be seen that 

the degree of freedom for the traced vectors (to choose the 

phase angle) reduces as they move towards the constellation 

symbol. Thus, most of the randomness in the process is 

distributed to the starting vectors. However, when the 

shuffling process is introduced, the randomness is 

redistributed to the entire trajectory as in Fig. 18 (b). 

When the shuffling is incorporated in the computation of 

U , and hence the DM excitation vector S , the BER 

distributions for the same transmission conditions as in 

Section IV.A are depicted in Fig. 19. CCDF is not plotted as 

there are not any significant enhancements. This, as expected, 



is because the magnitude of the excitation is only shuffled 

among the antennas and not altered in magnitude. 

Nevertheless, from Fig. 19, one could see that there are some 

  

 

(a) 

 

(b) 

Fig. 18. An example of 10 random U , plotted as (a) un-shuffled and (b) 

randomly shuffled vector trajectories formed by Un (n = 1, …, 30) segments in 

IQ plane. |Un|/|Vn| is set to be 2.24.  

 

 
Fig. 19. BER distributions obtained for transmitting 1 million random symbols 

with OVTT based PAPR reduced 16QAM DM with and without random 

shuffling of U  entries, of identical PEDM. No channel noise is included in the 

simulation. 
 

minor, yet evident improvements in the BER sidelobes for un-

secure directions in Level_1 scenario. 

V. CONCLUSION 

In this article we have proposed and demonstrated simple 

yet effective PAPR reduction techniques for 16QAM 

modulated DM systems and has proved its advantage in terms 

of total system power efficiency and DM security 

enhancement. This approach could be extended to any order of 

M-QAM and M-APSK systems with non-uniform signal 

envelope. As M increases, one could choose among the 

available discrete levels both elevated exactly to a given ring 

magnitude and of course towards arbitrary magnitudes 

mapped among the rings, adhering to a given level of total link 

power efficiency (PETOT) and the suitable depth of DM 

(PEDM). Thus, the achieved novelties in this study could be 

summarized as follows.  

− Efficient PAPR reduction techniques for non-uniform 

envelope QAM/APSK transmissions, clubbed along with 

secure DM technique, without any data fidelity 

compromise. 

− Achieved better secrecy in terms of BER along the secure 

communication direction, in comparison to the same depth 

of DM (PEDM) as in conventional DM scenarios.  

− Achieved better total system power efficiency (PETOT) with 

the new techniques in contrast to that in the corresponding 

conventional DM of the same depth of DM (PEDM). 

Now, one should note that in this manuscript, we have 

presented without the loss of generality, the synthesis of 

OVTT based PAPR reduced DM transmitters, as a transmitter 

side technology. Here we assume for these reasons that the 

channel is noiseless, and that the transmitter a-priori knows 

the receiver location. Anyhow in a practical system, the 

transmitter would classically be equipped with a receiver 

direction of arrival (DoA) estimation techniques, and a crucial 

factor that could interfere the proper reception and the BER 

quality at the legitimate receiver is the response of the applied 

DM approach to any errors in the DoA estimations [13], [34]. 

Thus, this is an immediate concern for a follow-up study in 

our group. Similarly, a noisy channel is also expected to 

degrade the receiver BER in a practical scenario, as in 

conventional DM and non-DM transmissions. Hence, the 

future studies related to the proposed technique includes, DoA 

imperfection related consequence analysis, extension to higher 

order QAM and APSK transmissions, augmentation to multi-

path analysis, and the evaluation of effects of PA non-

linearities on the proposed OVTT system. The experimental 

demonstration of the proposed concept is also planned to be 

carried out at the earliest. 
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