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ABSTRACT
As Bitcoin’s blockchain allows third-party entities to track and
analyse the transaction activity of Bitcoin users, external Privacy-
Enhancing Technology services are created to satisfy the user de-
mand for transaction privacy. These services are predominantly
utilised as instruments in illegal activities. In this paper, we inves-
tigate one of the most prominent Privacy-Enhancing Technology
services, Wasabi Wallet and its CoinJoin mixing function. We ob-
tained Wasabi CoinJoin transactions for different time periods via
published sources to observe the transaction patterns and changes
in the obscuring mechanism. We propose a detection method de-
rived from the discovered sets of transaction patterns. The results
of our experiment show that the Wasabi Wallet has not substan-
tially changed its CoinJoin mixing mechanism since the start of
its operation and the majority of the Wasabi CoinJoin transactions
are identifiable with significantly high precision. We also test the
application of our detection method on several well-known cryp-
tocurrency theft incidents and discover instances where the stolen
Bitcoins directly reach the detected Wasabi CoinJoin Transactions.

CCS CONCEPTS
• Applied computing → Investigation techniques; • Security
and privacy → Pseudonymity, anonymity and untraceability;
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1 INTRODUCTION
Since its launch in 2009, Bitcoin has been a target of research in
both the financial and cybersecurity areas due to its innovative
decentralised currency system and to the anonymity it provides to
its users in the form of pseudonymous addresses.

However, Bitcoin’s privacy system does not completely protect
its users from transaction tracking and deanonymisation due to its
transparent blockchain ledger that does not obscure transaction
data from third-party entities. New external PETs are constantly
developed to enhance Bitcoin users’ anonymity by increasing the
difficulty of tracking or preventing transaction-based tracking, such
as taint analysis.

There have been few studies that investigated cryptocurrency
PET services [2, 5, 10, 13, 14, 24] to discover the PET services’
obscuring mechanism, some of which propose tracking or detection
methods for Bitcoins and transactions involving the PET services [5,
13, 24]. To the best of our knowledge, there is only one study that
investigates one of the most well-known PETs in the current Bitcoin
market, the Wasabi Wallet’s CoinJoin mixing [24].

We focus our investigation on the Wasabi Wallet in this paper as
it is a widely utilised PETs for illegal activities in the present cryp-
tocurrency ecosystem. For example, the report by the European
Union Agency for Law Enforcement Cooperation (Europol) [3]
shows that as high as 15 million USD worth of Bitcoins from dark-
net marketplaces were obscured by the Wasabi Wallet’s CoinJoin
mixing in three weeks. Furthermore, there is no detection method
for Wasabi CoinJoin transactions as far as we know, which is the
necessary first step for the development of the demixing process to
identify the movement of obscured Bitcoins and provide transaction
context (PETs) to the taint analysis process.

While a Europol’s report [3] suggests thatWasabi CoinJoin trans-
actions can be easily identifiable from other transactions, there
are still two potential challenges that can significantly affect the
accuracy of the detection results. First, it is possible for other trans-
actions to have the same or some of the characteristics that Wasabi
CoinJoin transactions possess. Second, the CoinJoin mechanism
that Wasabi Wallet employ can be similar to other PET services,
which can cause the CoinJoin transactions from those services to
share similar transaction behaviours. Therefore, this work investi-
gates these two challenges and proposes Wasabi CoinJoin transac-
tions detection method described below.

https://doi.org/10.1145/3528580.3528585
https://doi.org/10.1145/3528580.3528585
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Methodology. We follow a three-step methodology to construct
and evaluate a detection mechanism for Wasabi CoinJoin transac-
tions. First, we analyse the transaction patterns of publishedWasabi
CoinJoin transactions from different time periods. Second, we for-
mulate transaction criteria from common characteristics shared by
the transactions over the whole dataset and each individual time
period. Third, we evaluate the criteria as a detection mechanism
by applying individual time period criteria to other periods and all
Bitcoin transactions since the start of the Wasabi Wallet. To expand
this evaluation, we analyse the trails of Bitcoins originating from
nine theft cases that took place during the timeline to see if any
stolen Bitcoin is reaching Wasabi CoinJoin transactions.

2 BACKGROUND AND RELATEDWORK
2.1 CoinJoin
CoinJoin is a PET proposed in 2013 by Gregory Maxwell, one of the
developers of Bitcoin, where multiple Bitcoin users join the same
transaction to obscure their transaction activity [8]. The primary
objective of the CoinJoin method is to reduce the effectiveness of
the deanonymisation process with address clustering heuristics by
combining unrelated transactions from multiple users in a single
transaction, thereby causing the clustering heuristics to inaccu-
rately cluster a large number of Bitcoin users into the same entity.
The CoinJoin method can also reduce the accuracy of transaction
tracking by taint analysis due to a large number of transaction
outputs unrelated to the tainted Bitcoins inputs [7, 9].

Chaumian CoinJoin is a subtype of the CoinJoin protocol, which
incorporates the Chaumian or Schnorr Zerolink protocol that pre-
vents CoinJoin coordinators (services) from observing the connec-
tion between transaction inputs and transaction outputs [1]. The
Chaumian CoinJoin allows users to connect to the CoinJoin co-
ordinator server and submit their transaction inputs and outputs
under different identities with blind signatures. The coordinator
verifies the submitted outputs while not being able to link them to
the transaction inputs.

2.2 Wasabi Wallet
Wasabi Wallet is an open-source Bitcoin wallet client that was
launched on 2018-10-31 [11]. Wasabi Wallet can function as either
a full node client1 or lightweight node2. Wasabi Wallet’s main char-
acteristic is the integration of Chaumian CoinJoin privacy feature.

Wasabi Wallet can be classified as a decentralised mixer service
due to its CoinJoin privacy feature. A decentralised mixer service is
a type of mixer service that does not have central mixing addresses
to perform the obscuring operation, and it acts as an intermediary
by providing an automated mixing protocol for its users to con-
nect with each other and perform the mixing without having to
transfer the Bitcoins through service addresses. A decentralised
mixer service operates by using the CoinJoin mixing concept as its
mixing operation [6]. The users would typically pay the mixing fee
to the service’s address(es) in the mixing transactions instead of
sending Bitcoins to a deposited address. Wasabi Wallet’s CoinJoin

1Full nodes are wallet clients that require users to actively connect and maintain
blockchain data in order to send Bitcoins.
2Lightweight nodes are wallet clients that allow users to send Bitcoins without having
to maintain blockchain data.

mixing, JoinMarket, and Samourai Wallet’s Whirlpool are examples
of well-known decentralised Mixer services.

2.2.1 Wasabi CoinJoin Mechanism. The Wasabi CoinJoin protocol
uses an anonymity set system where CoinJoin transactions combine
transaction inputs from several users together and generate sets of
denomination outputs (mixed outputs) with exactly the same trans-
action output values (e.g., 50 of 0.1 BTC outputs). The minimum
value of denomination outputs is roughly between 0.095 and 0.105
BTC. While the service recommends around 50 to 100 anonymity
sets for the minimum privacy level, the number of anonymity sets
can start from two outputs3 with no upper limit.

The Wasabi Wallet’s CoinJoin mixing for one user can occur in
multiple transactions until the target anonymity set level assigned
by the users is approximately reached. Similar to other decentralised
mixer services, the Wasabi Wallet’s CoinJoin mixing also uses co-
ordinator address(es) to receive the mixing fee from the users in
the CoinJoin transactions. Wasabi Wallet has a static mixing fee
rate for each mixing attempt at 0.003% of the base denomination
per anonymity set (e.g., mixing fee of 1 BTC denomination output
of 50 anonymity set is at 0.15% with 0.15 BTC fee).

3 DATA SOURCES AND COLLECTION
3.1 Sources and Collection
In order to observe the transaction patterns of the Wasabi Coin-
Join transactions and measure the effectiveness of the detection
method, we make use of transaction data that can be verified as
CoinJoin transactions performed by the Wasabi Wallet service. For
this purpose, we obtained Wasabi CoinJoin transaction data from
five different time periods from the start of the service until the
present day, as shown in Table 1. It is worth noting that we remove
transactions with no anonymity set of at least two denomination
outputs from the data sets as these transactions are unrelated to
the CoinJoin mixing operation. We also obtained Wasabi CoinJoin
transaction data from one additional time period for the evaluation
of the detection method.

According to the developers of Wasabi Wallet, the service used
two specific static coordinator addresses for its CoinJoin transac-
tions during its first two years of operation [23]. The developers
stated that they changed the CoinJoin system to use a fresh coordi-
nator address for every CoinJoin transaction to improve privacy
and reduce the detectability of the mixing transactions starting
from the date 2020-01-31.

We obtain Wasabi CoinJoin transactions in the first two years by
identifying transactions with the two coordinator addresses, which
were in use in Wasabi CoinJoin transactions during the 2018-07-
19/2020-02-03 period. We divide the transactions we obtained using
the two static addresses into three separate periods to observe and
identify potential changes in transaction behaviours and mixing
mechanisms that can affect detection criteria, as shown in Table 1.

Wu et al.’s research [24] on Wasabi Wallet discovered that the
Wasabi Wallet provides a public API4 that allows anyone to ac-
cess and retrieve the current unconfirmed CoinJoin transaction

3It is possible for the anonymity set to be at one output, whereas Wasabi CoinJoin
system returns the single output as a change output [18].
4https://wasabiwallet.io/api/v4/btc/chaumiancoinjoin/unconfirmed-coinjoins

https://wasabiwallet.io/api/v4/btc/chaumiancoinjoin/unconfirmed-coinjoins
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Table 1: Published transaction data sets

Period Time Range # Day # Total TX # Published TX Avg. Published TX per Day Source
1* 2018-07-19/2019-02-18 215 days 55,212,658 1,432 13.5 Static service addresses
2 2019-02-19/2019-07-18 150 days 52,053,626 2,562 18.6 Static service addresses
3 2019-07-19/2020-02-03 200 days 63,068,691 4,136 21 Static service addresses
4 2020-02-04/2020-03-15 41 days 13,349,570 1,338 33 Service API [24]
5∅ 2020-03-16/2021-09-23 557 days 159,642,256 Unknown - Not collected
6 2021-09-23/2021-09-29 7 days 1,608,747 140 19.5 Service API
7∅ 2021-09-30/2021-12-18 80 days 21,835,306 Unknown - Not collected
8E 2021-12-19/2022-01-06 19 days 4,761,319 429 21.45 Service API

Total 2018-12-19/2022-01-06 1,269 days 371,532,173 10,037 21.1 Various
* The first period includes transactions that occurred during the beta testing before the official release. ∅ indicates the lack of transaction data in the period. E indicates that we use
transaction data in the period only for evaluation.

hash data, the transaction data is removed from the API when the
transactions are confirmed into the blockchain. The researchers
retrieved the Wasabi CoinJoin transaction data using a website
crawler on the API, continuously every one minute during the
2019-12-26/2019-03-15 dates.

We retrieve the scraped transaction data from Wu et al.’s re-
search [24] to use more recent data sets of Wasabi’s CoinJoin trans-
actions that occur after the discontinuation of reused coordinator
address between the 2019-02-04/2020-03-15 periods. We replicated
the same API crawling method to obtain more recent Wasabi Coin-
Join transaction data. We performed a continuous website crawling
every 30 seconds for one week and retrieved transaction data dur-
ing the 2021-09-23/2021-09-29 period for the creation of criteria
and for around three weeks to retrieve transaction data during the
2021-12-19/2022-01-06 period for evaluation purposes. We desig-
nate the transactions in the data sets as “published transactions”
and the sourceless periods as “5∅” and “7∅” to signify that we did
not obtain the transaction data in these periods.

We are unable to obtain Wasabi CoinJoin transactions that oc-
curred between the 2020-03-16/2021-09-21 period, as there are no
other external sources for the information or method that we are
aware of to retrieve the data.

Figure 1: Wasabi CoinJoin transactions per day
Red lines below the horizontal axis denote events related to the Wasabi Wallet service
that can affect transaction activity.

As shown in Figure 1, the overall average number of transactions
per day is between 20 and 30 transactions, which is consistent with
the Wasabi developers’ statement that the service aims to perform
CoinJoin transactions at least once every hour [21]. The number
of published transactions per day show a steady increase as time
passes, possibly due to the increase in the size of the service’s
user base. For example, as indicated by the red lines below the

horizontal axis in Figure 1, the release of Wasabi version 1.0 [17] in
Period 1 (2018-10-31) that occurred two months after the beginning
of Period 1 shows a significant increase in transaction activity.
There is a noticeable increase in transactions again after the release
of Wasabi version 1.1.10 in Period 3 (2019-12-14), which contains a
large number of feature updates, such as client and user interface
improvement, which may entice a large number of new users.

3.2 Reliability of Data per Period
While the published transaction data we obtained are from the
sources provided by the Wasabi Wallet, there is still the question of
the reliability of the sources of information and the possibility that
the data sets do not include every Wasabi CoinJoin transaction.

There is a possibility that the two published coordinator ad-
dresses are not the only two addresses that the Wasabi Wallet use
to perform every CoinJoin transaction in Period 1, 2, and 3. The
transaction analysis results from Wu et al.’s research [24] indicate
the presence of the two same addresses being the most reused ad-
dresses in the Wasabi CoinJoin transactions in Period 1, 2, and 3.
Hence, these two addresses are still likely involved in the majority
of Wasabi CoinJoin transactions in those periods.

The service API scrapingmethod has potential limitations, namely
that the scraping process can miss some transactions if the service
API goes down for a significant period of time or transactions oc-
cur and are confirmed during the scraping process’s waiting time
interval. Therefore, there is a possibility that the transaction data
in Period 4 and 6 may miss some Wasabi CoinJoin transactions.

4 IDENTIFICATION OF CRITERIA
We first examine the transaction patterns of the published transac-
tions (Section 4.1) to formulate a set of criteria for Wasabi CoinJoin
transaction (Section 4.2) that we later use for detection.

4.1 Examining Wasabi CoinJoin Transaction
Patterns

Transaction Value. The published transactions’ value in all five
periods shows a similar pattern where the majority of the transac-
tions have an average transaction value between 20 and 70 BTC.

Transaction Shape. As shown in Figure 2, the published transac-
tions illustrate a significant increase in the transaction size in the
more recent periods. The constant proportion pattern throughout
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Figure 2: Wasabi CoinJoin transaction inputs and outputs
For the above graphs, the bottom green stacked part represents change outputs, the
light blue part represents denomination outputs (both of which make up the overall
outputs), and the black line represents inputs. The first graph shows average numbers
while the second shows proportions of the number of the output.

the five periods reduces the possibility that the change in transac-
tion size is due to the change in the CoinJoin mixing mechanism,
but rather the activity of its user base at the time. We also discover a
common transaction pattern that the number of transaction inputs
in the Wasabi CoinJoin transactions is consistently lower than the
number of transaction outputs as the transaction outputs always
contain change outputs in addition to the denomination outputs.

Anonymity Set. The number and proportion of denomination out-
puts indicate that the significant portion of the transaction outputs
in the Wasabi CoinJoin transactions are typically denomination
outputs, as shown in Figure 2. Themajority of the published transac-
tions show an average denomination output number at around 100,
which is consistent with the developers’ statement [15, 16]. We dis-
cover three common transaction patterns regarding the anonymity
set. First, the transaction order of denomination outputs from the
same anonymity set is always in continuous order. Second, the
transaction order of different anonymity sets is sorted starting from
the lowest to the highest output value. For example, if a transaction
has two different anonymity sets with the denomination output
values of 0.1 and 0.5 BTC, the 0.1 BTC anonymity set will be posi-
tioned first in the transaction outputs order. Third, the number of
transaction inputs must be equal to or greater than the number of
the most frequent denomination outputs.

Change Output. The change output pattern seems to correlate
with the anonymity set pattern, where the periods with a higher
number of denomination outputs also show a higher number of
change outputs. Interestingly, there is no Wasabi CoinJoin trans-
action in the data sets without change outputs, which implies that
the payment outputs to coordinator addresses are unlikely to have
the same output value as the denomination outputs.

Address Type. All of the published transactions contain only Pay-
to-Witness-Public-Key-Hash (P2WPKH) address type5 for both
5P2WPKH addresses are addresses that start with “bc1”. For more detailed visit:https:
//github.com/bitcoin/bips/blob/master/bip-0143.mediawiki#P2SHP2WPKH.

transaction inputs and outputs, which indicate that the Wasabi Wal-
let makes use of only one address type for its CoinJoin mechanism.

4.2 Defining Criteria
There are five common transaction patterns that we can apply
to the Wasabi CoinJoin transaction detection as General Criteria
regardless of the time period, as shown in Table 2. Since published
transactions also possess significantly different transaction patterns
in each period, we derive the minimum value of the transaction
patterns discovered in each period to create a set of Period-specific
Criteria for detecting all Wasabi CoinJoin transactions, including
outlier transactions.

We combine the General Criteria and each set of Period-specific
Criteria to create a detection method. We designate the combina-
tion of General Criteria and each Period-specific Criteria as “Period
*number* Criteria” (e.g., Period 2 Criteria). In essence, the detection
method inspects transactions in the Bitcoin blockchain and identify
any transaction that matches the criteria as potential Wasabi Coin-
Join transactions. We use the published transaction data to evaluate
the detection method’s performance, where any transaction outside
the data sets in the same period is potential false positive results.

As discussed in Section 3.2, the data sets may not contain ev-
ery Wasabi CoinJoin transaction. We identify the Wasabi CoinJoin
transactions that are outside of the data sets by checking whether
the transactions contain transaction inputs or outputs used in the
published transactions. If transactions that are classified as Wasabi
CoinJoin transactions by the detection method but are not found in
the published transaction data share the direct connection with the
published transactions, there is a high possibility that these trans-
actions are also Wasabi CoinJoin transactions, and thus unlikely to
be false positive results.

5 DETECTION RESULTS AND DISCUSSION
We test the detection method with the General Criteria only and
the General Criteria with each Period Criteria on every transaction
in the Bitcoin blockchain for the 2018-07-19/2022-01-06.

5.1 Detection Results
The results of General Criteria and all Period Criteria show a sig-
nificantly high published transaction coverage for all five periods,
as shown in Table 3. Both the General Criteria and the first four
Period Criteria demonstrate 100% transaction coverage with small
decreases in some periods. These Period Criteria show a capability
to detect most of the published transactions and generally miss a
small number of transactions. Meanwhile, Period 6 Criteria shows
much less detection capability for Wasabi CoinJoin transactions
with exceedingly lower published transaction coverage in Period 1
at only 33.5% and around 80% for the other periods.

The results show considerable differences in the potential false
positive transaction results. The General Criteria show a signifi-
cantly higher number of potential false positive transactions com-
pared to all Period Criteria both before and after excluding con-
nected transactions, reaching as high as 3.7% in Period 1, 15.9% in
Period 6 and 6.5% in Period 8E. The General Criteria results indicate
that using General Criteria without Period-specific Criteria can
produce a large number of false-positive results. Period 1 Criteria

https://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki#P2SHP2WPKH
https://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki#P2SHP2WPKH
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Table 2: General Criteria and Period-specific Criteria

General Criteria
Transaction Shape The number of transaction inputs is lower than the number of transaction outputs, but equal to or greater than

the most frequent denomination outputs.
Denomination Output Value The denomination outputs in anonymity sets have a value higher than 0.95 BTC.
Denomination Output Order The denomination outputs from the same anonymity set is in continuous order with no interruption.
Anonymity Set Order The order of anonymity sets is sorted from the lowest to the highest value.
Address Type Every transaction input and output in the transactions is a P2WPKH address type.

Period-specific Criteria Period
(includes General Criteria) 1 2 3 4 6

Transaction Value The minimum total Bitcoin value in BTC in transaction outputs. 1 0.9 1.5 3.4 8.18
Transaction Outputs Number The minimum number of transaction outputs in the transaction. 4 9 14 12 68
Transaction Inputs Proportion The minimum proportion of transaction input to transaction output number. 40% 33% 28% 44% 53%
Denomination Outputs Proportion The minimum proportion of denomination output to transaction output

number.
8.1% 1.3% 56% 3.3% 60%

Change Outputs Proportion The minimum proportion of change output to transaction output number. 8.1% 15% 16% 17% 24%
There are no Period-specific Criteria for Period 5∅ and 7∅ due to the lack of published transaction data. Period 8E also does not have criteria as we only use published transaction
data in this period for evaluation of the other criteria.

Table 3: Detection method results

Criteria Published TX Coverage % Potential False Positive TX % (Excluding Connected TXs) # Period 5∅ and
1 2 3 4 6 8E 1 2 3 4 6 8E 7∅ TX Detection

General 100 100 100 100 100 100 4.2 (3.7) 1.6 (1) 5.2 (2.4) 13.9 (2.5) 17.1 (15.9) 6.5 (6.5) 21,355
Period 1 100 99.7 99.6 100 100 100 1.6 (1.3) 0.3 (0.2) 3.1 (0.6) 11.5 (0.8) 6.6 (5.3) 3.3 (3.3) 20,362
Period 2 96.1 100 100 100 100 100 0.1 (0.1) 0.03 (0) 2.4 (0.02) 11.1 (0) 3.4 (2) 0.4 (0.4) 19,281
Period 3 94 100 100 99.8 100 100 0.07 (0) 0 (0) 2.3 (0) 10.8 (0) 1.4 (0) 0.2 (0.2) 18,384
Period 4 91.5 98.7 97.7 100 100 100 0.07 (0.19) 0 (0) 2.3 (0) 10.7 (0) 2.1 (0.7) 0.2 (0.2) 18,071
Period 6 33.5 73.3 84.3 87.3 100 85.7 0 (0) 0 (0) 2.1 (0) 11.2 (0) 0 (0) 0 (0) 14,582

The values in parentheses in the potential false positive transaction percentage column is the percentage after excluding those that have a direct connection to the published
transactions as described in Section 4.2.

also shows a considerably high number of potential false positive
transactions for the first three periods and reach as high as 11.5%
in Period 4. After excluding the connected transactions, the results
of Period 1 Criteria show a significant decrease in potential false
positive transactions to around 1% for the first four periods, but
remain exceptionally high at 5.3% for Period 6 and no decrease for
Period 8E. The potential false positive transactions connected to
the published transactions in the results of Period 1 Criteria are
likely to include transactions unrelated to Wasabi CoinJoin due to
the less strict parameter.

The remaining four Period Criteria results show a very low num-
ber of potential false positive transactions for the first two periods
and Period 8E. Intriguingly, Period 3 and 4 results show similarly
high potential false positive transactions at around 2% and 11%
respectively, but almost all of the discovered potential false posi-
tive transactions show a connection to the published transactions.
These results indicate that the published transaction data is likely
to miss a considerable number of Wasabi CoinJoin transactions in
these periods.

Period 6 results show a considerable increase in the number of
potential false positive transactions for Period 1, 2, and 4. Criteria
Period 1, 2, and 4 Criteria show potential false positive transactions
at 6.6%, 3.4 and 2.1%, respectively, and only around 1% of these trans-
actions are connected to the published transactions. Meanwhile,
Period 3 and 5 Criteria results show no false positive transactions.

Period 8E results show a relatively high number of potential false
positive transactions for Period 1 Criteria at 3.3% but very low for
the other Period Criteria.

The significant reduction of the false positive results after exclud-
ing the transactions with connection to the published transactions
indicates that there are not many other Bitcoin transactions that
share similar transaction patterns as the Wasabi CoinJoin transac-
tions, and presumably that there was no other major PET service
that performs Bitcoin mixing in a similar way as the Wasabi Wallet
during the early periods.

However, the increase in the number of potential false positive
transactions in Period 6 and 8E for the less strict Period Criteria
implies that there is an increasing number of unrelated transactions
that share similar patterns with theWasabi CoinJoin transactions in
the later periods. We provide two possible explanations for this de-
velopment. First, some of the false positive transactions are Wasabi
CoinJoin transactions that our service API crawling process missed
and are not connected to the published transactions. Second, these
false positive transactions are created by other recently developed
PET services that utilise a similar CoinJoin mixing pattern, which
is the second challenge we described in Section 1.

The second argument presents a crucial issue for the practicality
of the detection method since the mixing mechanism that other
PET services utilise can be different even if they share similar trans-
action patterns as Wasabi CoinJoin transactions. The demixing
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process relies upon the correct identification of PET transactions
and their mixing mechanism to determine the movement of ob-
scured Bitcoins correctly. To validate this argument, we examine
the other well-known PET services that also utilise an anonymity
set based mixing mechanism, namely the ChipMixer service and
the Samourai Wallet’s Whirlpool CoinJoin.

According to the analysis of ChipMixer service in Wu et al.’s
research [24], the service’s anonymity set mixing protocol is typ-
ically distinguishable from that of Wasabi CoinJoin mixing. The
ChipMixer mixing transactions contain only one anonymity set
of outputs (chips) with a value between 0.001 BTC to 4.096 BTC.
The anonymity set outputs are always numbers with three digits,
such as 0.007 BTC. Unlike Wasabi CoinJoin transactions, the Chip-
Mixer’s mixing transactions have only one change output, which
is the coordinator address output.

The Samourai Wallet’s CoinJoin Whirlpool protocol also per-
form its CoinJoin transaction in a specific pattern. According to the
whirlpool protocol documentation [12], the Samourai’s CoinJoin
transactions always contain five transaction inputs and five trans-
action outputs with the same output value of either 0.01, 0.05 or 0.5
BTC. The Samourai’s CoinJoin transactions have no change out-
puts, and consequently, all of the transaction inputs have a Bitcoin
value no less than the transaction output value.

We confirm that none of the results classifies transactions that
match the patterns of mixing transactions from the ChipMixer and
Samourai Wallet. However, there is still the possibility that there
may be other PET services with a similar mixing concept that we
are unaware of yet.

5.2 Analysis of Detection Results for the
Published Transaction Periods

Figure 3 presents the evaluation of the detection results on each
period where the accuracy metric represents the proportion of
the correct positive and negative transaction identification to the
total observed transactions, the precision metric represents the
proportion of correctly identified published transactions to the total
identified transactions, the recall metric represents the proportion
of published transactions correctly identified, and the F1-score
represents the overall effectiveness of the criteria based on the
precision and recall metrics. All of the Period Criteria and General
Criteria show almost 100% accuracy metric score, although this is
due to the very high number of total transactions we observe.

The results of the General Criteria show an overall lower perfor-
mance score compared to the results of Period Criteria, especially
for the precision metric due to its high false positive results. The
evaluation results show the performance metrics of the first four
Period Criteria with a higher than 90% score for every metric for
all periods. Period 1 Criteria show a slightly lower score in the pre-
cision and F1-Score metrics compared to the other Period Criteria.

Overall, the results of Period 2, 3, and 4 Criteria show slightly
lower recall and F1-Score performance for the early periods and
Period 8E but still remain above 95%. Meanwhile, the results of
Period 6 Criteria show a 100% precision score for all five periods
but shows an overall low performance score in the recall and F1-
Score metrics due to the very strict criteria parameters.

(a) Accuracy metric (b) Precision metric

(c) Recall metric (d) F1-Score metric

Figure 3: Detection method evaluation

The evaluation results indicate that for all five time periods,
Wasabi CoinJoin transactions are successfully detected with a rela-
tively small number of false positive results by the Period 2, 3, and 4
Criteria. Period 6 Criteria are capable of producing very high preci-
sion detection results with minimal false positive results but will
likely miss a significant portion of Wasabi CoinJoin transactions.
Additionally, the Period Criteria provide a clear benefit over simply
utilising only the General Criteria as a detection method.

5.3 Analysis of Detection Results for the
Sourceless Periods

The Period 5∅ and 7∅ transaction detection results are similar to
the published transactions coverage results, where the General
Criteria and the less strict Period Criteria detect more potential
Wasabi CoinJoin transactions than the more strict Period Criteria,
as shown in Table 3. However, there is a high possibility that a
significant number of transactions in Period 5∅ and 7∅ is likely to
be false positive transactions for the General Criteria and the less
strict Period Criteria.

As shown in Figure 4, the number of transactions per day re-
veals further insight into the Period 5∅ and 7∅ results. The General
Criteria and Period 1, 2, 3, and 4 Criteria reveal relatively similar
transaction activity patterns in Period 5∅, where the transaction ac-
tivity show a considerable increase in transaction activity to around
50 to 80 transactions per day and reach an abnormally high level
with the highest at 140 transactions per day. There is a possibil-
ity that some transactions that contribute to the high transaction
activity are from false positive results. Meanwhile, the results of
Period 6 Criteria exhibit overall more consistent transaction activ-
ity throughout the whole period at no more than 60 transactions
per day, but display more instances of days with very few or no
transactions, compared to other Period Criteria. The results may
indicate that Period 6 Criteria misses a significant portion ofWasabi
CoinJoin transactions on those days.

One possible explanation for the increase in transaction activity
among the first four Period Criteria at a similar time is due to an
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(a) General Criteria detected transactions (b) Period 1 Criteria detected transactions

(c) Period 2 Criteria detected transactions (d) Period 3 Criteria detected transactions

(e) Period 4 Criteria detected transactions (f) Period 6 Criteria detected transactions

Figure 4: Detected Wasabi CoinJoin transactions per day
The black line is the number of published transactions per day and the coloured line is the Wasabi CoinJoin transactions based on the criteria per day. Red lines below the horizontal
axis denote events related to the Wasabi Wallet service that can affect transaction activity.

increase in the service’s activity influenced by events related to the
service, as indicated by the red lines below the horizontal axis in
Figure 4. These events are the announcement or the software update
from the developers of Wasabi Wallet that indicate improvements
to the service, some of which improve the anonymisation process.
Therefore, these events can attract more users to utilise the service
and its CoinJoin feature, which would affect the transaction number.

The events that occurred in Period 5∅, the version 1.1.12 re-
lease [19] (2020-08-05), which introduces the PayJoin support6, and
the announcement of the Wasabi version 2.0 [20] (2020-11-05) do
not seem to significantly influence the transaction activity. How-
ever, the transaction activity after the status update report ofWasabi
version 2.0 [22] (2020-12-12) shows a significant increase in the
following months but drops to earlier levels soon after. We hypoth-
esise that this pattern is the result of the news enticing a significant
number of new users to try the service, although most choose to
wait for the update release before using the service regularly.

Intriguingly, there are several instances where all of the Period
Criteria detect an entire day with a very low number of Wasabi
CoinJoin transactions in Period 5∅. The absence of the Wasabi
CoinJoin transaction for an entire day had not occurred since the
official launch of the service. There are two possible explanations for
this peculiar pattern; first, the service could not perform CoinJoin

6Payjoin or pay-to-end-point (P2EP) is a sub-type of CoinJoin that allows two parties
to perform Bitcoin payment and CoinJoin mixing at the same time [4].

transactions due to the lack of users’ activity on those days. Second,
the service’s operation went into major maintenance or suffered
downtime. Unfortunately, we are unable to find online evidence
that can confirm either of these two hypotheses. Nevertheless, the
low number or absence of transaction activity on certain days in
Period 5∅ further reinforces the hypothesis that Wasabi CoinJoin
transactions’ patterns are unique in the Bitcoin blockchain.

The number of transactions in all results show a sharp decrease
in the middle of Period 5∅ and stay relatively stable for the rest
of the subsequent periods at around 20 to 30 transactions per day.
We are unable to locate the information of an update release that
indicates a change in Wasabi CoinJoin transaction frequency. There
is a high possibility that this sudden transaction activity change
is unlikely to be due to the users’ activity but rather is the mixing
mechanism change that happened on the service’s server-side.

5.4 Application of the Detection Method
To demonstrate the practical application of the detection method,
we investigate transaction trails of nine publicly known major cryp-
tocurrency theft incidents that occurred close to or during the time
periods that we are investigating in this paper. We follow the stolen
Bitcoins for 20 transaction depths starting from the theft transac-
tions (i.e., all of the subsequent transactions that use transaction
outputs in the theft transactions with the depth level of zero as the
inputs are transactions with the depth level of one). We use the
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results of Period 2 Criteria, which show the highest performance
score for all five periods, to identify Wasabi CoinJoin transactions
that involve stolen Bitcoins.

We discovered three separate Bitcoin theft incidents where the
stolen Bitcoins are directly transferred using few transactions to
the detected Wasabi CoinJoin transactions without the presence
of unrelated Bitcoins, which provides strong evidence that the
criminals obscure the stolen Bitcoins withWasabiWallet’s CoinJoin
mixing. The proportion of the stolen Bitcoins that directly reach
Wasabi CoinJoin transactions in the three cases are 100%, 0.3%
and 0.8%, the value of which makes up to the total of around 1.7
million USD7. We were able to detect eight transactions in Period 2
accumulating to a total of 424,649 USD, ten transactions in Period 3
with a total of 1,077,140 USD, and five transactions in Period 5∅
with a total of 200,152 USD.

We also discovered that all of the six other cases show stolen
Bitcoins reaching the detected Wasabi CoinJoin transactions but
only after being mixed with unrelated Bitcoins in a few prior trans-
actions. The Wasabi transactions are typically discovered at around
a transaction depth of two to nine levels. These theft cases require
further analysis before we can confirm that the stolen Bitcoins from
these cases truly reach the Wasabi CoinJoin transactions.

6 CONCLUSION AND FUTUREWORK
The experiment’s results demonstrate that the Wasabi CoinJoin
transactions are identifiable and distinguishable from other Bitcoin
transactions without requiring the identification of the coordinator
addresses due to their unique transaction patterns. Our results are
characterised by significantly high precision and minimal potential
false positive occurrences in all five periods and demonstrate that
the detection method is able to assist the forensic analysis of illegal
activities in detecting illegal Bitcoins obscuring by using Wasabi
Wallet’s CoinJoin mixing. Furthermore, the application of our de-
tection method on several major cryptocurrency theft incidents
reveals the stolen Bitcoins with the total value of 1.7 million USD
directly reached and obscured by Wasabi CoinJoin transactions.

We conclude that the Period Criteria with less strict parameters
are able to discover more transactions but will likely produce a
higher number of false positive results. On the other hand, the
Period Criteria with more strict parameters are able to detect fewer
Wasabi CoinJoin transactions but are less likely to produce false
positive results. Overall, Period 2, 3, and 4 Criteria are capable of
producing a very high performance for identifyingWasabi CoinJoin
transactions from all periods compared to the General Criteria and
other Period Criteria.

The Wasabi CoinJoin transaction detection method can still be
improved further. The considerable number of false positive trans-
actions suggests the possibility that there are other PET entities
that use a similar transaction mixing mechanism as theWasabi Wal-
let. While we have addressed the potential issue of classification
overlap with two other well-known PET services, future research
should expand and analyse other similar PET services we have yet
to explore in order to calibrate the criteria parameter setting and
reduce potential false positive results further. The next step of our

7We converted the value by using the Bitcoin exchange rate from https://www.coindesk.
com/price/ at the time of Wasabi’s CoinJoin transactions.

works would be to reconstruct the transaction activity and devise
a demixing heuristic that untangles the movement of obscured
Bitcoins to discover their potential destinations.
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