
 
 
 
 

Heriot-Watt University 
Research Gateway 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 

An In-Depth Review of Machine Learning Based Android Malware
Detection

Citation for published version:
Muzaffar, A, Ragab Hassan, H, Lones, MA & Zantout, H 2022, 'An In-Depth Review of Machine Learning
Based Android Malware Detection', Computers and Security, vol. 121, 102833.
https://doi.org/10.1016/j.cose.2022.102833

Digital Object Identifier (DOI):
10.1016/j.cose.2022.102833

Link:
Link to publication record in Heriot-Watt Research Portal

Document Version:
Publisher's PDF, also known as Version of record

Published In:
Computers and Security

Publisher Rights Statement:
© 2022 The Authors.

General rights
Copyright for the publications made accessible via Heriot-Watt Research Portal is retained by the author(s) and /
or other copyright owners and it is a condition of accessing these publications that users recognise and abide by
the legal requirements associated with these rights.

Take down policy
Heriot-Watt University has made every reasonable effort to ensure that the content in Heriot-Watt Research
Portal complies with UK legislation. If you believe that the public display of this file breaches copyright please
contact open.access@hw.ac.uk providing details, and we will remove access to the work immediately and
investigate your claim.

Download date: 23. May. 2023

https://doi.org/10.1016/j.cose.2022.102833
https://doi.org/10.1016/j.cose.2022.102833
https://researchportal.hw.ac.uk/en/publications/94d1da9f-38aa-4b6b-81ce-93267a92b5a2


Computers & Security 121 (2022) 102833 

Contents lists available at ScienceDirect 

Computers & Security 

journal homepage: www.elsevier.com/locate/cose 

An in-depth review of machine learning based Android malware 

detection 

Ali Muzaffar a , Hani Ragab Hassen 

a , ∗, Michael A. Lones b , Hind Zantout a 

a Heriot-Watt University, Dubai, UAE 
b Heriot-Watt University, Edinburgh EH14 4AS, United Kingdom 

a r t i c l e i n f o 

Article history: 

Received 12 September 2021 

Revised 24 June 2022 

Accepted 11 July 2022 

Available online 16 July 2022 

Keywords: 

Malware detection 

Android security 

Static malware analysis 

Dynamic malware analysis 

Machine learning 

a b s t r a c t 

It is estimated that around 70% of mobile phone users have an Android device. Due to this popularity, 

the Android operating system attracts a lot of malware attacks. The sensitive nature of data present on 

smartphones means that it is important to protect against these attacks. Classic signature-based detec- 

tion techniques fall short when they come up against a large number of users and applications. Machine 

learning, on the other hand, appears to work well, and also helps in identifying zero-day attacks, since 

it does not require an existing database of malicious signatures. In this paper, we critically review past 

works that have used machine learning to detect Android malware. The review covers supervised, unsu- 

pervised, deep learning and online learning approaches, and organises them according to whether they 

use static, dynamic or hybrid features. 

© 2022 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction 

The use of smartphones has grown rapidly in recent years. This 

as led to an increase in their popularity as targets for attackers. 

ince malware is one of the main attack vectors, malware detec- 

ion is one of the key elements in the smartphone defense arsenal. 

he field of malware detection is a never-ending competition be- 

ween attackers and anti-malware developers. As new technologies 

merge, they are quickly adopted by the two protagonists. This par- 

icularly applies to machine learning, which has been increasingly 

sed in malware detection. 

Android mobiles range from low-end devices to high-end flag- 

hip devices. This makes Android the most accessible mobile oper- 

ting system in the world. As of April 2020, an estimated 70.68% 

f mobile phone users use Android ( StatCounter, 2021 ). The high 

umber of users has made it a target for malware. 

The sensitive nature of data present in smartphones makes it 

ecessary to detect malware and neutralize it. This sensitive data 

ould, and usually does, include private data of the user. 

Traditionally, anti-malware software, whether for Android, Win- 

ows or other OSs, detects malware by their signatures. Examples 

f file signatures include file cryptographic hashes and byte pat- 
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erns. A malware is then detected by extracting the signature of 

he application and checking it against a known database ( Yu et al., 

018 ). Any small variation to the signature can cause the anti- 

alware to not detect the malware. These small variations can be 

ntroduced by replacing a few lines of code, instructions or even 

eywords. This limitation prevents the anti-malware from detect- 

ng variations on existing malware and malware based on zero-day 

ttacks. 

According to the latest report published by the computer se- 

urity company G Data ( Beckert-Plewka et al., 2020 ), a new mal- 

are can be found in online repositories every 8 s. This adds up to 

1,0 0 0 malware produced per day. It is clear that periodical anti- 

alware updates are not enough to keep up with this continuous 

tream of new malware. At any point of time, the anti-malware 

oftware will not be aware of the existence of thousands, if not 

ore, of malware. As a potential solution to this problem, ma- 

hine learning (ML) can be used to provide anti-malware products 

ith the ability to detect new malware based on common patterns 

ound in existing ones. 

ML techniques can not, in general, be applied directly to a 

inary file. Rather, the file needs to undergo some transforma- 

ion in order to extract its characteristic features beforehand. 

hese features could either be static or dynamic ( Sikorski and 

onig, 2012 ). Static analysis is carried out without executing the 

rogram ( Payet and Spoto, 2012 ). Dynamic analysis is performed 

hilst the application is in a running state. This is usually done 

n a controlled or sandbox environment. In most cases, dynamic 
nder the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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Fig. 1. A taxonomy of Android malware detection techniques which use machine learning. 
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nalysis requires more computational power than static analysis. 

xisting anti-malware research work and software can either focus 

xclusively on one of static and dynamic features or combine both. 

There have been a number of previous surveys on Android mal- 

are detection using ML. However, each of these only provide a 

artial review of the literature, typically focusing on a particu- 

ar group of approaches. Naway and LI (2018) , for instance, fo- 

used on deep learning based works published from 2014 to 2018, 

ith a strong bias towards approaches that used static features. 

lqahtani et al. (2019) reviewed only a small number of studies 

ublished between 2009 and 2018. Bayazit et al. (2020) carried out 

 broader survey of methods, but only within the period from 2017 

o 2019. Wang et al. (2020) carried out the most extensive survey, 

overing works from 2010 to 2019; however, they did not provide 

uch detail about the works they reviewed. 

To overcome these limitations, we present a comprehensive sur- 

ey of past works that have made use of all of the three main an-

lytic approaches: static, dynamic and hybrid. We provide details 

bout the methodology, data and results of each of the surveyed 

orks. We also highlight the shortcomings and limitations of ex- 

sting ML-based approaches, and discuss what can be done to im- 

rove them. 

The criteria used to select papers for this study included the 

ethodology, the impact of the research on the field, and recency. 

e selected papers relevant to the topic of this review by using 

pecific keywords. Firstly, we used the keyword “Android malware 

etection” to collect papers on the topic of Android malware detec- 

ion. Secondly, we filtered these further to only select papers that 

sed machine learning by using the keywords, “Android malware 

etection machine learning”, since this review is on ML-based An- 

roid malware detection. We used a combination of these key- 

ords to collect relevant papers by adding “machine learning” to 

he start or end of the phrase. Thirdly we used the keywords “on- 

ine machine learning Android malware detection” to collect pa- 

ers relevant to online ML-based Android malware detection. We 

gain used a combination of these keywords to collect relevant pa- 

ers by adding “online machine learning” at the start or end of the 

hrase. Finally, we also added the keywords “survey/review” to the 

bove phrases to collect previous reviews on this topic. 

The methodologies are divided into three sections: static, dy- 

amic and hybrid. Papers published during the period of 2013 to 

020 were considered. In total we collected 150 papers. Studies 

hat introduced new features, new ML algorithms and new frame- 

orks were selected for the review, in addition to works that 
i

2 
uilt upon previously published work and demonstrated interest- 

ng findings. The full taxonomy of the review is shown in Fig. 1 . 

The paper is organised as follows. Section 2 covers relevant 

ackground material. We discuss the architecture of the Android 

perating system, the structure of Android applications, and re- 

iew the Android security model. We also discuss common threats 

osed to the operating system, and then provide a brief overview 

f common machine learning approaches used in Android malware 

etection. In Section 3 we discuss available benign and malware 

atasets. In Section 4 we review static analysis approaches, divid- 

ng the studies into those that use manifest analysis, both mani- 

est and dex code analysis, and online learning. In Section 5 we 

iscuss existing dynamic analysis tools, and review past studies 

hat used dynamic analysis. In Section 6 we review works that 

sed hybrid analysis. This is followed by a discussion in Section 7 . 

ection 8 concludes the paper, and presents recommendations for 

uture work in this area. 

. Background 

ML for Android malware detection is a complex topic and re- 

uires and requires an understanding of both Android and ML con- 

epts. We briefly introduce the relevant concepts here. We present 

he Android software architecture in Section 2.1 . In Section 2.2 , we 

iscuss Android’s security model. We review important machine 

earning concepts in Section 2.3 . Lastly, we discuss evaluation met- 

ics in Section 2.4 . 

.1. Android architecture 

Android is based on a modified version of the Linux Kernel and 

s mainly used in mobile devices ( Elenkov, 2015 ). Android runs ap- 

lications in their dedicated processes. Each application is given a 

edicated data directory, which can only be read or written to by 

he application, and no other application has the permission to ac- 

ess it ( Elenkov, 2015 ). 

The Android architecture stack covers the Linux Kernel, library 

odules to connect with the hardware components of the de- 

ices, native C/C++ libraries and the Android Runtime Environment 

ART). The ART converts Java/Kotlin code to Dex bytecode format 

nd then runs it on an ART virtual machine. The top two layers 

f the stack include the Java API framework used to develop An- 

roid applications in Java and system applications which come pre- 

nstalled in Android. 
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The Linux kernel forms the base of the operating system. The 

ernel provides key security features to the operating system 

hich include application sandboxing and process isolation, fur- 

her discussed later in this section. It is also responsible for device 

rivers, power and memory management along with device man- 

gement ( Elenkov, 2015 ). 

The Hardware Abstraction Layer (HAL) consists of several inter- 

aces that let the higher level Java API framework access different 

ardware capabilities ( Android Developers, 2019b ). When the Java 

PI framework calls to use a hardware device, the OS loads a li- 

rary module from HAL for that particular hardware component, 

uch as the camera or bluetooth module. 

The Android Runtime environment (ART), as the name suggests, 

s where the Android applications run. Some of the Android system 

omponents are built from native code, including HAL interfaces 

nd ART and so require native libraries written in C and C++. An- 

roid gives the high level Java API the ability to expose some of 

hese native libraries to applications ( Android Developers, 2019b ). 

The whole Android feature set is available to users through 

everal APIs written in the Java programming language. The Java 

PI framework layer provides these APIs to the users and they 

re the building blocks to any application developed for Android 

 Android Developers, 2019b ). 

The system apps layer holds all the core applications that come 

ith the operating system. These may include calendars, email, 

rowsing and many more. These applications do not have any spe- 

ial privileges and can be replaced by any third-party application 

o provide the same functionality. 

.2. Android security model 

Android makes use of the security features present in the Linux 

ernel. In a typical Linux system, user resources are isolated from 

ifferent users of the system. This results in one user not having 

ccess to resources of another user and therefore maintaining a 

evel of privacy ( Elenkov, 2015 ). 

.2.1. Application sandboxing 

Each application is treated as a new user and is given a unique 

ID and a dedicated data directory when installed. This process 

andboxes applications since it runs them as separate processes 

ith private data directories ( Elenkov, 2015 ). 

Google Play Store, the official store/distributor for Android ap- 

lications, only accepts signed applications. Applications, including 

ystem ones, must be signed by their developers ( Elenkov, 2015 ). 

hen an update is available, the signing certificate of the installed 

pplication is compared to the certificate of the updated applica- 

ion. The update is only installed if the certificates match and the 

pdate is correctly signed. 

Applications can also be installed with the same UID to share 

les. While not recommended in non-system applications, shared 

IDs are widely used by system applications ( Elenkov, 2015 ). Sys- 

em applications that make use of shared UIDs are signed by the 

ame keys, which are called platform keys ( Elenkov, 2015 ). For a 

on-system application, shared UIDs can only be used if the appli- 

ations are signed by the same key. 

.2.2. Permissions 

Permissions are a very important part of the Android Security 

odel. Application sandboxing makes applications inaccessible to 

ach other, which prevents applications from collaborating to per- 

orm complex tasks. Permissions are used by applications to inter- 

ct and get access to other parts of the system, including hard- 

are components. Permissions used by the application have to be 

efined in the manifest file. The different level of permissions are 

ive below: 
3 
1. Normal: These are permissions which pose no danger to a 

user’s privacy, consequently they do not need to be given 

consent by the user, although the user can still revoke them 

if they choose to. An example of a normal permission is 

“SET_WALLPAPER”. 

2. Dangerous: These permissions are directly involved with user’s 

privacy and provide access to a user’s private information. They 

require approval to be granted by users when installing the ap- 

plication or during runtime depending on the Android version. 

An example of a dangerous permission is “SEND_SMS”. 

3. Signature: Every application in Android needs to be signed by 

the developer, even system applications. The system only grants 

the application signature-level permissions if the application 

asking for the permission is signed by the same key as the ap- 

plication that defines the permission. 

Permissions can control access to data, internet connectivity, OS 

ervices or hardware devices ( Elenkov, 2015 ). Before Android 6.0, 

pplications had to ask the user to grant all dangerous permissions 

t the time of installation. From Android 6.0 onwards, runtime re- 

uests were introduced. Applications ask the user to grant a spe- 

ific permission at runtime as and when it is required ( Android De- 

elopers, 2019a ). Once granted, the application will not ask for the 

ermission again unless revoked by the user. 

Permissions are one of the main attack-vectors against Android. 

hey can give an application access to various features of the de- 

ice that can result in the attacker gaining control of sensitive 

arts of the system. This can lead to a breach in privacy or even 

ome kind of financial loss among other dangerous consequences. 

e will discuss some notable attacks next. 

.2.3. Attacks 

Malicious applications can attack the device in various forms. 

n addition to commonly known attacks, Android-specific attacks 

nclude ( Faruki et al., 2015 ): 

• Privacy leakage can occur when the user grants “dangerous”

permissions that give access to sensitive data and personal in- 

formation to a malicious application without the user knowing. 

• Colluding attacks may occur when applications signed by the 

same developer are installed and share a UID. Along with the 

shared UIDs, these applications also share dangerous permis- 

sions requested by one application, hence giving the same ac- 

cess to another application without formally asking for permis- 

sion. 

• Premium Text (SMS) is a very common attack where a person 

registers to a premium SMS service without their knowledge, 

and may cause monetary loss, since these SMSs charge more 

than normal text messages ( Sikder et al., 2020 ). 

Malicious applications try to exploit vulnerabilities and pose 

ifferent types of threats to the Android system. ML can be of 

reat use in the fight against attackers. In the next section, we will 

riefly review key ML concepts used by the papers we review in 

he rest of this paper. 

.3. Machine learning 

The growth of malware applications has made the manual cre- 

tion of detection rules less practical. Therefore, ML has been in- 

reasingly used by researchers and commercial anti-malware prod- 

cts. ML-based malware detection systems can learn higher-level 

raits of malware than classic rigid signature-based anti-malware. 

his allows them to detect variations on existing malware and even 

ompletely new malware (i.e. allowing them to be used against 

ero-day vulnerabilities). 

This subsection reviews the commonly used ML techniques 

or Android malware detection, namely supervised, unsupervised, 
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eep and online learning. Finally we also introduce evaluation met- 

ics commonly used in the field. 

.3.1. Supervised learning 

Supervised learning involves training a predictive model with 

xisting labelled data, in order for it to correctly predict the la- 

el of new data points. Broadly speaking, there are two forms of 

upervised learning: classification and regression. Classifier mod- 

ls are used to predict a discrete class. Regression models are used 

o predict a continuous variable. As supervised learning relies on 

abeled data, it is essential that the data provided is correctly la- 

eled. 

In Android malware detection, supervised learning is typically 

sed to train classifier models that can determine whether an un- 

nown application is benign or malware. In some cases, classifica- 

ion is also used to classify malware applications according to their 

alware families. A wide variety of predictive models are used in 

L as a whole. However, only a subset of these are in common use 

ithin malware detection, and are discussed below. 

Logistic Regression . In logistic regression, all the inputs are mul- 

iplied by constants and summed to give an output, creating a cor- 

elation between a dependent variable, and one or multiple in- 

ependent variables by using a straight line ( Gianey and Choud- 

ary, 2018 ). There are various ways of fitting the coefficients of the 

odel, with least squares being the most common. A notable ben- 

fit of linear models is their simplicity and interpretability. How- 

ver, they are unable to capture more complex, non-linear, rela- 

ionships. 

Decision Trees . In decision trees, instances are classified by sort- 

ng based on their feature values. Each node in a tree represents a 

eature. The top node of the tree, or the root node, corresponds 

o the instance’s classification. Various approaches can be used 

o construct decision tree models, including the widely used C4.5 

nd C5.0 algorithms. Decision trees are used quite frequently to 

etect Android malware. Since they can only build decision sur- 

aces with perpendicular boundaries, decision trees tend to under- 

erform when complex interactions are present in the features of 

he input data ( Singh et al., 2016 ). This may be the reason other

lgorithms outperform them when a number of different features 

re used for classification ( Aafer et al., 2013; Chen et al., 2016; 

ang et al., 2017 ). Despite this, decision trees are valued for their 

nterpretability. 

Support Vector Machines (SVM) . The most widely used classifier, 

long with random forests, in Android malware detection. SVMs 

ap the data onto a higher-dimensional space and separate the 

lasses of data within this space. SVMs can construct linear or non- 

inear boundaries depending on the feature space. SVMs are gen- 

rally useful when dealing with high-dimensional data and multi- 

lass problems ( Hastie et al., 2009 ). Many researchers use SVMs 

ue to their ability to process a large number of features. For 

xample, Drebin ( Arp et al., 2014 ) used SVMs on approximately 

45,0 0 0 different f eatures which resulted in an accuracy 94%. The 

rend continues with Lindorfer et al. (2015) , who used SVM in their 

ybrid approach, achieving accuracy rates of 98% and higher. 

Random Forests . Random forests are another tree-based classi- 

er. Individual decision trees have a tendency to overfit, and ran- 

om forests address this by training multiple decision trees and 

eturning the output of the majority ( Singh et al., 2016 ). Conse- 

uently they tend to be more accurate, although no longer in- 

erpretable. Jung et al. (2018) give a good indication on the use 

f random forests in Android malware detection, achieving an ac- 

uracy of 99.98%. Compared to SVMs, random forests are used 

lightly less often; however, in cases where both SVMs and random 

orests are used, researchers have reported that random forests 

end to outperform SVMs in terms of accuracy. This can be seen in 
4 
ang et al. (2014) , Qiao et al. (2016) , and in some evaluation re-

ults in Onwuzurike et al. (2017) , Li et al. (2017) , Yang et al. (2017) .

Naive Bayes . Naive Bayes is a relatively simple classifier model 

hat models conditional probabilities between features. How- 

ver, it is particularly useful when working with large datasets 

 Gianey and Choudhary, 2018 ). Naive Bayes has occasionally been 

sed in Android malware detection. Interestingly, this algorithm 

ends to be used in ensemble learning approaches i.e. where the 

redictions of multiple models are combined. Only one of the re- 

earch papers reviewed, Yu et al. (2013) , used naive Bayes alone, 

chieving an accuracy of 89%. 

K-Nearest Neighbour (KNN) . KNN is a sparse model. It does not 

uild its own internal representation of the data. A new instance 

s classified depending on the labels of its k nearest neighbours (in 

erms of Euclidean distance between feature vectors) within the 

raining set. This classifier is also used quite frequently in the liter- 

ture for Android malware detection. In most cases, KNN underper- 

orms in terms of accuracy when compared with other classifiers. 

owever, it is worth noting that in Aafer et al. (2013) , it was found

o be the most effective approach. 

.3.2. Unsupervised learning 

In contrast to supervised learning, where data in the training 

et is labelled, unsupervised learning works with unlabeled data 

 Hastie et al., 2009 ). Because of this, unsupervised learning is gen- 

rally a lot more challenging than supervised learning, and conse- 

uently tends to generate predictive models with lower accuracy. 

owever, an important advantage of unsupervised methods is that 

t is unnecessary to construct labelled data sets. Popular unsuper- 

ised approaches in the ML literature include dimensionality re- 

uction methods like PCA, clustering algorithms, and deep-learning 

ased autoencoders. 

In our review, we found that k-means, a widely used cluster- 

ng algorithm, is the most popular unsupervised approach within 

alware detection. This algorithm looks for natural clusters of 

ata points within feature space, and then classifies new in- 

tances based on their distance to the centroids of these clusters 

 Munther et al., 2016 ). 

.3.3. Deep learning 

Deep learning builds a high level abstraction of data using mul- 

iple processing layers. It is a branch of ML that uses Artificial Neu- 

al Networks (ANN), which are inspired by the structure and func- 

ioning of the mammalian brain. An artificial neuron (usually re- 

erred to as just a neuron) is a mathematical model of a biologi- 

al neuron. Its inputs are each multiplied by an associated weight, 

ummed, and, using an activation function, an output response is 

alculated ( Leke and Marwala, 2019 ). Typical activation functions 

nclude sigmoids and rectified linear units (ReLU). 

A single neuron can learn simple patterns, but when connected 

ogether, the ability to learn increases. ANNs have multiple layer of 

eurons between their inputs and outputs. During the training pro- 

ess, the weights of the artificial neurons are adjusted repeatedly 

o get the desired output ( Leke and Marwala, 2019 ). At the end of

he training process, the error of ANN prediction is calculated us- 

ng a loss function. Optimizers are used to adjust the weights in 

rder to minimize the loss. 

We will now review some of the most widely used deep learn- 

ng approaches. 

Multi-layer Perceptron (MLP) . An MLP is an ANN with multiple 

ayers of neurons between the input layer and the output layer, 

nd these are connected in a feed-forward structure. That is, every 

euron is connected to the following layer, so data flows in one 

irection from the input layer to the output layer. Feedback and 

ateral connections are not possible. The layers between the input 
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Table 1 

Confusion Matrix. 

Class Positive Negative 

Malware TP FN 

Benign FP FN 
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nd output layers are called hidden layers and are a very important 

arameter of the model. 

Convolutional Neural Network (CNN) . A CNN is also feed-forward, 

nd is constructed from one or more convolutional layers, fully 

onnected layers, and pooling layers. This structure allows the net- 

ork to effectively process matrices of data, and this is one reason 

hy they have been widely applied to image analysis ( Guo et al., 

016; Hao, 2019 ). However, given their success in image analysis, 

t is also common for CNNs to be applied to other forms of data by

rst representing the data as a pseudoimage. Although MLPs and 

NNs are most associated with supervised learning, certain archi- 

ectures can also be used for unsupervised learning. Most notable 

s the autoencoder architecture, which comprises an encoder and a 

ecoder. The encoder compresses the input to a narrow bottleneck 

ayer (also known as the latent representation) and the decoder 

hen attempts to reconstruct the input ( Lauzon, 2012 ). 

Restricted Boltzmann Machine (RBM) . A RBM is a randomly gen- 

rated neural network and can learn from the probability distri- 

ution in the input data. It can be used for dimensionality reduc- 

ion, classification, language processing and information process- 

ng, among other uses ( Hao, 2019 ). 

Deep Belief Network (DBN) . DBN is a probability generation 

odel ( Hao, 2019 ). The model creates a joint probability distribu- 

ion over labels and observable data. Each layer in a DBN consists 

f a RBM. The learning in DBN is unsupervised and so does not 

equire labeled data. However, it is computationally expensive to 

reate a DBN model. The model works particularly well with high 

imensional images ( Guo et al., 2016 ). With labeled data, DBNs can 

e used for classification ( Huang et al., 2012 ). 

Recurrent Neural Networks (RNN) . An RNN, as suggested by the 

ame, allows recurrent connections between neurons. RNNs are 

ommonly used to process sequential data, such as time series 

ata and speech. The recurrent connections allow neuron activa- 

ions from previous time steps to influence the current time step, 

iving the network a memory capacity ( Bist, 2018 ). A widely used 

NN architecture is the Long Short Term Memory (LSTM). Although 

NNs are typically used for supervised learning, LSTM autoen- 

oders can be used for unsupervised learning. 

.3.4. Online learning 

The main concept of online learning is to incrementally pro- 

ess labeled instances one at a time ( Benczúr et al., 2019 ). The

nstance is discarded once the model is updated. This is particu- 

arly helpful when dealing with a stream of data, like in the case 

f Android applications. Due to the popularity of the operating 

ystem, several applications are released every day. According to 

ppBrain.com ( AppBrain, 2021 ), over 40,0 0 0 applications were re- 

eased on the Google Play Store alone in March 2020. 

Passive-aggressive Classifier (PA) . The passive-aggressive (PA) 

lassifier is one of the most commonly used online models. The 

oal of this linear model is to remain as close to the current model 

hen a new stream of data is learned. The difference between 

he two classifiers, current and new, is measured using Euclidean 

istance. The goal is to keep the distance zero. If the new classi- 

er’s distance is zero, the classifier remains passive, otherwise it is 

ermed aggressive. When aggressive, the model is updated to ad- 

ust to the misclassified example ( Benczúr et al., 2019 ). 

Confidence Weighted learning (CW) . In CW, features are given 

eights, keeping in mind that the frequency of a feature occurring 

n an instance may vary by other instances. The weight of the fea- 

ure is used while updating the classifier. Just like in PA, the aim 

s to keep the distance between the current and new classifier as 

lose as possible. The distance in this case is measured using KL 

ivergence ( Hoi et al., 2018 ). 

Weighted Majority Algorithm . A major subject in online learning 

s prediction with expert advice. In this case, the algorithm learns 
5 
hich expert to use. The Weighted Majority Algorithm is one ex- 

mple of this. The algorithm makes a prediction based on expert 

dvice ( Hoi et al., 2018 ). Each expert starts with the same initial

eight, with each new instance predicted using a weighted major- 

ty vote. Next, the prediction is compared with the true label, and 

f an expert appears to have made a mistake, it penalizes them ac- 

ordingly. The discount rate for the weight is set by the user. If the 

xpert predicted wrongly, the weight of the expert is multiplied by 

he discount rate. 

Random Weighted Majority Algorithm . In random weighted ma- 

ority algorithm, a random expert is chosen when making a predic- 

ion. The weight of each expert is taken as the probability of the 

xpert to be chosen as the predictor. If the predictor is wrong in 

ts prediction, it is penalized by reducing its weight. 

There are also numerous online variants of traditional classifica- 

ion and regression models. This includes online variants of SVMs, 

n which, as a new support vector is added to the model, previ- 

us support vectors are discarded using an optimization method 

 Benczúr et al., 2019 ). Random forests and decision trees also have 

nline variants ( Benczúr et al., 2019 ), allowing them to be trained 

ith data incrementally. 

From our literature review, we found the implementation of on- 

ine learning in Android malware detection to be scarce. In fact, we 

nly found Narayanan et al. (2017, 2016b) , Mirzaei et al. (2019) to 

ave implemented online learning. The fact that it is quite difficult 

o find large datasets of Android applications may be the reason 

ehind this, as we believe Android malware detection is a prime 

andidate for the use of online learning. 

.4. Evaluation metrics 

In addition to the choice of ML model, another important con- 

ideration is the choice of metrics that are used to evaluate a 

odel. In this subsection, we introduce the commonly used per- 

ormance metrics in Android malware detection. Although these 

o generalise to the multi-class case, for illustrative purposes we 

resent them in the context of the binary classification problem of 

iscriminating malware from benign software: 

• The confusion matrix. The results can be divided into four types 

as shown in Table 1 . 

1. True Positive (TP): The application is malicious and is cor- 

rectly predicted as such. 

2. False Positive (FP): The application is benign and is falsely 

predicted as malicious. 

3. True Negative (TN): The application is benign and is cor- 

rectly predicted as such. 

4. False Negative (FN): The application is malicious and is 

falsely predicted as benign. 

• Accuracy: The ratio of correct predictions in the total applica- 

tion test set. 

Accuracy = 

T P + T N 

T P + T N + F P + F N 

(1) 

• Precision: The ratio of correctly classified malware from all 

predictions of malware. 

P recision = 

T P 

T P + F P 
(2) 
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• Recall: The ratio of actual malware that are correctly classified. 

Recall = 

T P 

T P + F N 

(3) 

• F1-Score: Combination of precision and recall, by calculating 

the harmonic mean of the two. 

F 1 − Score = 

2 ∗ P recision ∗ Recall 

P recision + Recall 
= 

2 ∗ T P 

2 ∗ T P + F P + F N 

(4) 

Some of the works we reviewed used an imbalanced dataset. 

t is worth noting that accuracy can be a very misleading metric 

hen used to evaluate a model trained on imbalanced data. For 

nstance, a binary classifier trained on a dataset containing 90% of 

ne class and 10% of another will have an accuracy of 90% if it al-

ays classifies an input as the first class. Although this produces 

igh accuracy, it is completely useless in determining the quality 

f the model. Other metrics, such as the F1-score, can be used to 

valuate a model when the dataset is biased towards one of the 

lasses. However, to give a complete picture, it is preferable to re- 

ort all the performance metrics when evaluating a model. 

. Android application datasets 

Due to the popularity of Android OS, several Android market- 

laces are available online. These markets can be crawled to gather 

 large number of applications. 

Finding malware datasets tends to be more difficult than gath- 

ring benign applications. Applications present on the market- 

laces are much more likely to be benign. This is probably why 

everal papers ended up using many more benign files than mal- 

are ( Arp et al., 2014; Gascon et al., 2013; Li et al., 2017; Lindor-

er et al., 2015; Wang et al., 2014; Yuan et al., 2016 ). VirusTotal

 VirusTotal, 2021 ) can generate malware analysis reports for An- 

roid applications by scanning them using multiple anti-malware 

roducts. VirusTotal reports are quite frequently used in the litera- 

ure to determine if an application is benign or malware ( Arp et al.,

014; Cai et al., 2019; Han et al., 2020; Narayanan et al., 2017 ). 

.1. Android marketplaces 

Benign datasets are not available to download as a package and 

nalysts needs to crawl Android app providers to download them. 

he obvious Android marketplace is the official Google Play Store 

 Google Play Store, 2021 ). However, Google Play Store restricts 

sers from downloading APK files, though some already available 

nline scripts can crawl the Play Store. 

There are several other Android marketplaces available on the 

eb that can be crawled to download applications. Some of the 

ell known markets include APKMirror, Amazon App Store and AP- 

Pure. F-Droid ( F-droid, 2021 ) is a community-based marketplace 

hat claims to be one of the most secure marketplaces available. 

nly open source applications are allowed to be listed. However, 

ownloading applications from these markets does not guarantee 

enign applications and so VirusTotal should be used to label the 

pplications and flag any suspicious files. 

.2. Malware datasets 

The Drebin ( Arp et al., 2014 ) malware dataset is quite frequently 

sed in the literature ( Han et al., 2020; Li et al., 2017; Onwuzurike

t al., 2017; Wang et al., 2018; 2016 ). This dataset contains 5560 

alware applications gathered from August 2010 to October 2012. 

he malware dataset also contains all applications from the An- 

roid Gnome Project ( Zhou and Jiang, 2012 ). The Android Gnome 
6 
roject is a malware dataset quite frequently used in the litera- 

ure too, but unfortunately they stopped sharing their dataset since 

ecember 2015. Although these two datasets are now more than 

ight years old, we see them used in most recent publications 

 Jung et al., 2018; Onwuzurike et al., 2017; Wang et al., 2018; 2017 ).

The AMD dataset ( Polychronakis, 2017 ) is often jointly used 

ith the Drebin dataset. At the time of writing this paper, their 

ebsite is down. The dataset was released in 2017 and contains 

4,650 malware applications which have been split into 135 mal- 

are families. The malware applications range from 2010 to the 

nd of 2016. This is one of the very few datasets available that 

as malware family labels. This dataset was used by several pa- 

ers that had promising results ( Han et al., 2020; Jung et al., 2018;

a et al., 2019; Wang et al., 2018 ). 

VirusShare ( VirusShare, 2021 ) is a website that provides mal- 

are applications for several operating systems. They have released 

alicious datasets of Android applications every year since 2012. 

Before using these datasets, scanning the applications using 

irusTotal ( VirusTotal, 2021 ) will remove incorrect classification of 

n application as malware. A mislabeled application can cause the 

alware detection framework to be less accurate. 

. Static analysis 

In this section we review past Android malware detection re- 

earch where ML techniques were applied to features extracted by 

tatic analysis. Static Analysis refers to an application being exam- 

ned and analyzed without running the application itself. This can 

e achieved by techniques ranging from simply opening an APK 

eader as a text file and reading printable strings in it, to unpack- 

ng and reverse engineering an APK file and then scanning the pro- 

uced code file(s) for key information. As the application is not run 

n an emulator or a real device, in most cases static analysis is 

enerally quicker and easier to perform. 

Several tools are available to decompile an Android applica- 

ion’s APK. One of the widely used and lightweight tools to un- 

ack/unzip an APK file is APKTool ( Connor Tumbleson, 2019 ). AP- 

tool provides a command line interface to decompile APKs too. 

PK files can also be decompiled by other tools, such as Andro- 

uard ( Anthony Desnos and Gueguen, 2018 ) which has good doc- 

mentation. Both of the above mentioned tools can parse the An- 

roidManifest.xml file and also parse Dex (Android’s binary format, 

 version of bytecode) files and therefore provide the ability to ex- 

ract features from both the manifest and Java code of the applica- 

ion. 

.1. Manifest file analysis 

One of the main features used to classify an application as be- 

ign or malware is the permissions used by the application. As 

iscussed earlier, in Section 2 , permissions that are used by the 

pplication have to be defined in the manifest file. Along with per- 

issions, the rest of the components used by the application are 

lso defined in the manifest file. 

One of the earliest works on permission-based Android mal- 

are detection was carried out by Aung and Zaw (2013) and used 

ermissions without any other static features. They used J-48, Ran- 

om Forest and CART implementations from WEKA ( Hall et al., 

009 ) to detect malware. They used Information Gain for feature 

election on two very small datasets of 200 and 500 applications. 

andom forest achieved the highest accuracy rates in both datasets 

y reaching 91.75% and 91.58% respectively. 

Yu et al. (2013) also analysed permissions only and used Naive 

ayesian classification and Chi-Square method to filter the fea- 

ure set to classify applications. They managed to achieve an 
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ccuracy of 89% using this method, but their dataset was rel- 

tively small consisting of 231 benign applications and 246 

alware. 

Wang et al. (2014) used a larger dataset that was, like the pre- 

ious dataset, based on permissions. Their main objective was to 

ank application permissions in terms of the risk they pose to se- 

urity. In order to rank the risk each permission poses, they used 

hree feature ranking methods, namely mutual information, corre- 

ation coefficient and T-test. PCA and SFS were then used as feature 

eduction methods to obtain a subset of risky permissions. They 

ollected 310,926 applications from Google Play Store. However, 

he researchers fell short of collecting a similar number of mal- 

are, with only 3207 applications, representing only 1% of the be- 

ign applications they collected. They used SVM, decision trees and 

andom forests with 5-fold cross validation. Random forest proved 

o have the best accuracy rate of 92.79% with a 0.19% false posi- 

ive rate. However, accuracy may be a misleading metric with this 

egree of imbalance. 

On the other hand, Talha et al. (2015) used a dataset that con- 

ained more malware, 6909, than benign, 1853, applications. Be- 

ign files were collected from Google Play Store. They proposed a 

ermission-based framework called Apk Auditor , calculating a per- 

ission malware score (PMS) for each permission from the num- 

er of malware that use a certain permission divided by the num- 

er of malware applications in the dataset. An application mal- 

are score (AMS) is calculated by summing PMS of all the per- 

issions in an application. Talha et al. then set a threshold us- 

ng a logistic regression model based on AMS. To test the model, 

hey used 70% of the data for training and 30% for testing. They 

howed that the logistic regression model had an accuracy of 

8.28% when tested on 2629 unique applications. Again, this may 

e misleading due to the degree of class imbalance in the data 

et. 

Li et al. took a different approach in their SigPID framework 

 Li et al., 2018 ). They used several methods to identify permis- 

ions that discriminate between benign and malicious applications. 

he authors claimed to have reduced the number of permissions 

o 22 from a total of 135 permissions. This number is lower than 

he number of permissions that Google categorized as dangerous 

 Android Developers, 2019a ). Google’s dangerous permission list 

onsists of 24 permissions and only eight permissions appeared in 

oth lists. 

The dataset used in SigPID included 310,296 benign and 5494 

alicious applications. This dataset was obviously unbalanced, but 

he researchers claimed to overcome this issue by calculating the 

upport of each permission in the larger dataset and then pro- 

ortionally scaling down the support of each permission in the 

maller dataset. The authors used WEKA to train the model with 

7 different ML algorithms. Evaluation results for all the classifiers 

ere not provided; however, the authors reported that FT (Func- 

ional Tree) produced the best precision rate of 97.54% and a false- 

ositive rate of 2.36%. 

Sanz et al. (2013) used two features from the manifest file, 

uses-features” tag and the “uses-permissions” tag. The “uses- 

eature” tag is used to declare hardware or software components 

sed by the application such as bluetooth and camera. The “uses- 

ermissions” tag is used to define all the permissions an ap- 

lication will use. Their benign dataset included 1811 applica- 

ions from the Play Store and 4301 malware samples from Virus- 

otal. They removed duplicates from the malware dataset, leav- 

ng only 249 applications, consequently resulting in a benign- 

eavy dataset. They used WEKA’s implementation of simple lo- 

istic, naive Bayes, Bayes net, SMO, IBK, J48, random tree and 

andom forest. K-fold cross validation was used and the best ac- 

uracy rate of 86.41% was reported for random forest with 50 

rees. 
m

7

.2. Manifest and dex code analysis 

Static analysis of an Android application is not just limited to 

he manifest file and, in many cases, the source code of the appli- 

ation is also analyzed. Android bytecode files are called Dex files. 

PK files are reverse engineered to extract meaningful Java code 

rom the Dex files. This can be done using APKTool ( Connor Tum- 

leson, 2019 ). One of the main features extracted from Dex files is 

he list of API calls used by the application. 

In this section we review past works that used several differnet 

ypes of features extracted using static analysis including permis- 

ions, API calls and opcodes. 

.2.1. Permissions and API based approaches 

Peiravian and Zhu (2013) investigated the use of permissions 

nd API calls. The dataset used included 1250 benign and 1260 

alicious files. The main dataset was used by the authors to pro- 

uce three different datasets: (i) “Permissions” used only the re- 

uested permissions and the total number of features used was 

30, (ii) “API Call” dataset was created by using the API call names 

nd 1326 features were used, and finally, (iii) “Com+” used both 

ermissions and API calls, adding up to a total of 1456 different 

eatures. They then used SVM, J48 and bagging for classification, 

ith SVM producing the best results. The highest accuracy rate of 

6.88% was achieved by SVM on the “Com+” dataset. However, the 

uthors did not provide details of the number of applications used 

n the training and testing phase. 

As in Peiravian and Zhu (2013) , Qiao et al. (2016) also used per-

issions and API calls. However, the authors investigated a dif- 

erent approach. Permissions were not only represented as a bi- 

ary feature, but also the number of times each permission based 

PI call was made in the source code was analyzed. The authors 

rained SVM, random forest and ANNs on a dataset of 50 0 0 benign

pplications from Google Play Store and 1260 application from the 

ndroid Gnome project ( Zhou and Jiang, 2012 ). The malware sam- 

les from the Android Gnome project were from 2012, whereas the 

esearch by Qiao et al. was published in 2016. The best accuracy 

ate of 94.98% was reported for random forest. 

Alazab et al. (2020) also proposed to use permissions and API 

alls. Moreover, they used the frequency distribution of permis- 

ions and API calls to group applications into three categories: am- 

iguous, risky and disruptive. The authors used a dataset consist- 

ng of 14,172 benign and 13,719 malicious applications. Alazab et al. 

sed Androguard ( Anthony Desnos and Gueguen, 2018 ) to extract 

eatures in the pre-processing phase. A Python script was then 

sed to extract permissions and binary vectors of API calls, map 

PI calls to corresponding permissions, and compute the number 

f API calls for each permission. The authors then grouped the 

pplications into the aforementioned categories. The authors then 

rained five ML models on each group. These models included ran- 

om forest, J48, random tree, k-nearest neighbor, and naive Bayes. 

0-fold cross validation was used and random forest produced the 

est result with an accuracy of 94.30%. 

Similar to Peiravian and Zhu (2013) and Qiao et al. (2016) , 

erima et al. (2014) used API calls and permissions. Moreover, they 

xtracted Android OS commands used in the Dex code. These are 

inux based commands in the code such as “chmod” etc. They 

sed ensemble learning with decision trees, simple logistic mod- 

ls, naive Bayes, PART and RIDOR. 10-fold cross validation was used 

n a dataset of 3938 benign and 2925 malicious applications. The 

uthors used four different approaches in ensemble learning: (i) 

verage of probabilities, where an average of the classification re- 

ult was calculated from each classifier, (ii) product of probabili- 

ies, where product of the classification result was taken and com- 

ared to find the greater value and classify the class, (iii) maxi- 

um probability, where maximum probability rate of each class 
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benign or malware) was used and, (iv) majority vote, where the 

ecision was made according to the majority classification results. 

roduct probability produced the best result with an accuracy of 

7.2% and a false positive rate of 3% according to the evaluation 

esults provided by Yerima et al. 

Just a year later, Yerima et al. (2015) proposed another frame- 

ork that used ensemble learning. The same dataset was used 

gain. However, in this instance, more information about the fea- 

ure set was provided. A total of 125 permissions from the manifest 

les and 54 application commands and API calls were analyzed. 

andom forest was used and was compared to naive Bayes, DTs, 

andom trees and a simple logistic model. The best results were 

chieved using a random forest of size 50, reaching an accuracy of 

7.5%. 

.2.2. Drebin features based approaches 

With the addition of Linux commands to the feature set, 

hich included permissions and API calls, Yerima et al. (2014) and 

erima et al. (2015) reported higher accuracy rates than 

eiravian and Zhu (2013) . A further expansion of the feature space 

as investigated by Arp et al. (2014) , whose Drebin framework 

sed the following eight categories of features: 

• Hardware components: This set contains all the hardware com- 

ponents the applications make requests for. 

• Requested permissions: The set of permission an application re- 

quests in their manifest file. 

• App components: The different components the application 

shows requests for in the manifest. 

• Filtered intents: Intents used by the application, such as 

“BOOT_COMPLETED”. Intents are used for inter-process commu- 

nication. 

• Restricted API calls: Some critical calls are restricted by An- 

droid, these are looked for in the Dex files. 

• Used permissions: Felt et al. (2011) introduced a method which 

was used to match API calls to permissions, hence getting the 

permissions which are actually used by the application. 

• Suspicious API calls: Looking for some suspicion API calls that 

can access sensitive data. 

• Network addresses: These include IP addresses, URLs and host- 

names ( Arp et al., 2014 ). 

Arp et al. used a dataset of 5560 malicious and 123,453 benign 

pplications. The data was randomly split into 66% and 33% for 

raining and testing respectively. SVM was used and an accuracy 

f 94% and a false positive rate of 1% was reported by the authors. 

Li et al. (2017) used the same dataset and some of the features 

hat Drebin ( Arp et al., 2014 ) used in their framework called FgDe- 

ector . The features used by the authors included hardware compo- 

ents, application components, API calls, filtered intents, used per- 

issions and requested permissions. PCA was then used for fea- 

ure dimensionality reduction. Naive Bayes, decision trees, logistic 

egression, SVM and random forest models were trained on the 

rebin dataset. 80% of the dataset was used for training and 20% 

or testing. This step was repeated 10 times for randomization. 

Li et al. also carried out multi-class classification to classify the 

alware family of the applications. For this they chose 20 malware 

amilies. For binary classification (benign or malicious), random 

orest produced the best performance with an accuracy of 98.61% 

nd F1 score of 99.02%. Random forest had the best accuracy of 

8.15% in malware family detection but an F1 score of just 82.08%. 

gDetector achieved a higher accuracy rate despite using the same 

ataset and similar features as Drebin ( Arp et al., 2014 ). The use

f PCA for feature reduction could have been the difference be- 

ween the two frameworks. However, the difference in size be- 

ween the benign and malware datasets could have influenced the 
8 
esults provided by both research groups, and Arp et al. (2014) did 

ot provide F1 scores in their evaluation of Drebin. 

Su et al. (2016) proposed DroidDeep and used multiple features 

xtracted using static analysis. These included requested permis- 

ions, used permissions, API calls, actions and application compo- 

ents. The features were then fed into a deep learning model, DBN. 

ccording to the authors, this helps in learning the typical fea- 

ures and reduces the number of features. Finally, an SVM based 

etector was built to classify the applications. The dataset used in 

roidDeep consisted of 3986 benign and 3986 malicious applica- 

ions and achieved 97.5% accuracy. they also reported achieving ac- 

uracy rates of up to 99.5% when the ratio of benign to malware 

pplications was changed to 1:100, perhaps unsurprising when us- 

ng accuracy with this level of imbalance. 

Fereidooni et al. (2016) investigated the use of feature sets out- 

ined by Yerima et al. (2014) and Yerima et al. (2015) in their 

ramework called ANASTASIA . They added two more sets of fea- 

ures: intents and malicious activities. A thorough analysis of 

ource code (Dex) and manifest file was performed to attain five 

ifferent f eature sets: intents, used permissions (from Dex code), 

ystem commands (chmod etc.), suspicious API calls and mali- 

ious activities defined by the authors, which included activities 

ike reading the IMEI of a mobile. They used a dataset of 18,677 

alicious and 11,187 benign APKs. A balanced dataset was then 

roduced from the larger dataset which included 11,0 0 0 benign 

nd malware samples, and 10-fold cross-validation was performed. 

xperiments were carried out on both balanced and imbalanced 

atasets. SVM, decision trees, logistic regression, naive Bayes, ran- 

om forest, KNN, Adaboost, XGBoost and deep learning were used, 

hough detailed results were only provided for XGBoost. The re- 

ults indicated that XGBoost had precision rates of 96% and 97%, 

nd false positive rates of 3.8% and 5% for balanced and imbal- 

nced datasets respectively. While Fereidooni et al. (2016) added 

o the features used by Yerima et al. (2014) , the false positive rate 

f Fereidooni et al. (2016) also increased. 

Wang et al. (2017) added to the features used 

y Fereidooni et al. (2016) , Yerima et al. (2014) , 

erima et al. (2015) and built a framework called Mlifdect that 

sed ensemble learning. The feature set extracted from the man- 

fest file and used in Mlifdect included application components, 

ntents, requested permissions and hardware components used 

y the application. API calls, protected strings, commands (OS 

ommands) and network addresses were mined by analyzing Dex 

ode of the applications. These features added up to a total of 

5,804 distinct features. The number of features was reduced to 

87 using “Frequency Selection” feature selection algorithm. Wang 

t al. trained KNN, random forest and J48 on a dataset of 4403 be- 

ign and 3982 malicious applications. 10-fold cross-validation was 

sed. The malware dataset consisted of Drebin ( Arp et al., 2014 ) 

nd Android Gnome Project ( Zhou and Jiang, 2012 ) datasets and 

he benign applications came from Google Play Store. Applications 

ere classified using two techniques. Probability Analysis Based 

usion produced an accuracy of 98.2% and Depster-Shafer Theory 

ased Fusion led to an accuracy of 98.5%. The results indicated a 

etter accuracy rate than Yerima et al. (2014) ; this could be the 

esult of additional features used and the use of a feature selection 

lgorithm. 

.2.3. API calls based approaches 

Several researchers just focused on API calls from the Dex code. 

afer et al. (2013) introduced a framework called DroidAPIMiner 

hich used API calls to identify applications as benign or malware. 

 list of dangerous APIs was generated by carrying out a frequency 

nalysis by selecting the APIs that are used more in malicious ap- 

lications than benign ones. The list was further refined by only 

eeping APIs which appeared more than a threshold of 6% set by 
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he authors. Finally, 169 different API calls were used as the feature 

et. 

The dataset consisted of 3987 malicious applications and the 

op 500 free applications from each category in the Google Play 

tore, which added up to 16,0 0 0 applications. The authors used 

D3, C4.5, KNN and SVM for classification. The dataset was ran- 

omly split into 2/3 training and 1/3 testing. An accuracy of 99% 

as reached by the KNN classifier with a TPR of 97.8%. TPR in this 

ase was the percentage of malware instances correctly classified. 

s the dataset used by the authors was imbalanced, a better met- 

ic to evaluate the model would be F1 score, which they failed to 

rovide. 

A similar approach to Aafer et al. (2013) was taken by 

ung et al. (2018) who made lists of the most used API calls 

n benign and malware applications. The authors used two 

ists, “benign_API_list” and “malicious_API_list” which contained 

he APIs used by benign and malware applications respectively. 

top50_benign_API_list” and “top50_malicious_API_list” were cre- 

ted from these lists which contained the top 50 most com- 

only used APIs in benign and malicious applications respec- 

ively. The authors downloaded 30,159 benign applications from 

oogle Play Store and 30,084 malware were obtained from AMD 

 Polychronakis, 2017 ) and Drebin ( Arp et al., 2014 ) and they trained

wo random forests with 10 trees on both refined API lists. The 

andom forest model with “top50_benign_API_list” produced a bet- 

er accuracy rate of 99.98% with a false positive of 0.02% than the 

andom forest model trained with “top50_malicious_API_list” fea- 

ures that produced an accuracy rate of 97.84% but with a greater 

alse negative rate of 3.16%. 

Both Aafer et al. (2013) and Jung et al. (2018) were able 

o achieve high accuracy rates. Jaiswal et al. (2018) was able 

o achieve a higher accuracy using a benign API list whereas 

afer et al. (2013) used the API calls frequently called by malicious 

pplications to get a similar accuracy rate. 

Onwuzurike et al. (2017) investigated the use of a sequence of 

PI calls in their framework called MaMaDroid . The Dex code of 

he application was analyzed and a sequence of API calls rather 

han the frequency of API calls was used as the feature set. 8447 

enign applications collected from April 2013 to March 2016 and 

5,493 malicious applications collected from October 2010 to May 

016 were used by the authors. The malicious dataset included 

pplications from Drebin ( Arp et al., 2014 ) dataset. Feature vec- 

ors were built using Markov chains representing the sequences of 

PI calls obtained by static analysis of Dex code in the first step. 

rincipal Component Analysis (PCA) was then used for feature re- 

uction. Mariconti et al. used random forests, 1-Nearest neighbour 

KNN) and 3-Nearest neighbour (KNN) and SVM for classification. 

he authors used 10-cross fold validation to validate each model. 

he experiments were performed on subsets of the datasets de- 

cribed above. A very thorough evaluation was provided with up 

o 99% F1 score and 97% precision reported. 

Ma et al. (2019) further investigated the use of API call se- 

uences by building three datasets after constructing control flow 

raphs using “Flowdroid” and extracting API information. Android 

pplications do not have one entry point like Java applications. 

herefore, the entry and exits of the program can not be tracked 

y simply analyzing the main function. Flowdroid models the life 

ycles of each application component. The three datasets con- 

tructed included Boolean, frequency and time series datasets. The 

ataset used by the authors included 10,010 benign applications 

rom AndroZoo ( Allix et al., 2016 ) and 10,689 malware from AMD 

 Polychronakis, 2017 ). 

The API boolean dataset looked for system APIs in the code and 

he binary value was set to 0 if the application did not use a cer-

ain API and to 1 if the application did use the API. 10-fold cross 

alidation was used and a C4.5 two-class model was trained. The 
d

9 
recision reported was 96.81%. The API frequency dataset noted 

he number of times each system API was called by an applica- 

ion. DNN algorithm was used for this dataset and the number of 

ayers was set to 8 after testing and evaluating different numbers 

f layers. The average precision achieved was 97.70% in this case. 

inally, the API time series dataset used sequence of API calls as 

he feature set and LSTM classifier was used to train a 2-class clas- 

ifier. LSTM achieved an average precision of 98.45% with the num- 

er of layers set to 8. The results indicated that series data for API 

alls produced the highest precision rates. Ma et al. used a bal- 

nced dataset and were also able to achieve higher precision rates 

han Onwuzurike et al. (2017) . 

Zhu et al. (2017) also used Flowdroid to identify sensitive data 

ows in applications. A DBN model was trained using the features 

athered from dataflow analysis. The system was tested on 30 0 0 

enign and 80 0 0 malicious applications and produced an F-1 score 

f 95.05%. 

Han et al. (2020) proposed to use API calls by representing 

hem in a triple: API method name, argument and return type. 

he same API call was treated as different if the argument or re- 

urn type was different. The authors argued that this increased the 

imensionality of the dataset. The dataset used by Han et al. con- 

isted of 28,489 benign and 30,113 malicious applications. The ma- 

icious applications used were from the AMD ( Polychronakis, 2017 ) 

nd Drebin ( Arp et al., 2014 ) datasets. The authors used VirusTotal 

o categorize the training dataset. They used an SVM to carry out 

lassification, and reported results for linear, polynomial, RBF and 

igmoid kernels. Very promising results were reported by the au- 

hors. Linear kernel performed the best with 99.75% accuracy and 

BF second with 99.11%. 

Gascon et al. (2013) used call graphs for their classification 

nd an SVM with a graph kernel to build the model. Androguard 

 Anthony Desnos and Gueguen, 2018 ) was used to extract call 

raphs from APK files. The dataset used by the authors consisted 

f 135,792 benign and 12,158 malicious applications. A substan- 

ial difference between the number of benign and malicious ap- 

lications was evident again. The authors reported that there SVM 

odel was able to correctly classify 89% of the malware. 

Avdiienko et al. (2015) introduced a tool called MUDFLOW 

hich used Flowdroid ( Arzt et al., 2014 ) to extract sensitive data 

ows in an application. In essence, a taint analysis of an applica- 

ion was carried out. Sensitive sources and sensitive sinks were 

sed from the taint analysis as the data flows for classification. 

he authors used one-class classification by training an SVM model 

ith 2950 benign applications. 10-fold cross validation was used 

nd the classifier was trained using a random 90% of the be- 

ign applications and the remaining 10% of the benign dataset and 

5,577 malicious applications were used to test the classifier. An 

ccuracy of 83.8% was recorded with a false positive rate of 18.7%. 

nother experiment was carried out with malicious applications 

hat had at least one sensitive data flow i.e. a sensitive source and 

 sensitive sink. The number of malicious applications was reduced 

o 10,552 and the accuracy increased to 86.0% with a false positive 

ate of 18.7%. The authors argued that a classifier can be trained to 

redict an application’s classification without the classifier actually 

aving any prior knowledge of a malicious application’s data flow. 

.2.4. Opcode based approaches 

Puerta et al. (2015) used Dalvik opcodes as features for their 

ramework. As discussed earlier, dex files of an Android application 

an be reverse engineered into files that contain human-readable 

alvik instuctions. Each of these instruction can be converted into 

perational code, or opcode, and used as a feature. The authors 

id not provide the number of benign applications used. Android 

enome Project ( Zhou and Jiang, 2012 ) was used as the malware 

ataset. Pureta et al. used random forest, J48, Bayes theorem-based 
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lgorithms, KNN, sequential minimal optimization (SMO) and sim- 

le logistic models for classification. They reported the best result 

or random forest with 96.8% precision and 3.2% FPR. 

Kang et al. (2016) introduced a framework that used n-gram 

ased malware detection using sequences of opcodes as features. 

he authors used a dataset of 1260 benign and 1260 malware ap- 

lications. Kang et al. extracted binary and frequency of opcodes 

o train their models. Naive Bayes, SVM, PART and random for- 

st models were trained and the results provided by the authors 

howed SVM as the best model with an F-Score of 98% on binary 

pcodes. 

Chen et al. (2018) also used n-gram features using sequences of 

pcodes in their framework called TinyDroid . The authors reduced 

he number of opcodes to 107 by only using instructions that have 

igh frequency of occurrence in applications. Information gain was 

sed to further reduce the number of n-gram features as the ini- 

ial number of features was quite high. The datasets used in Tiny- 

roid included the malware dataset from Drebin and benign ap- 

lications from Google Play Store. Evaluation results provided by 

he authors indicated random forest as the best performing model 

hen trained using 2-gram, 3-gram and 4-gram sequences. 

Bai et al. (2020) introduced a framework called FAMD that used 

-gram opcodes and permissions. The dataset used in FAMD in- 

luded malware applications from Drebin and 56 6 6 benign appli- 

ations. The authors also used another dataset consisting of 12,989 

alicious samples and 12,748 benign samples. The authors used 

atBoost as the ML classifier for the first time in Android malware 

etection, and found it outperformed KNN, random forest and XG- 

oost. The best accuracy rate of 96.21% was reported by the au- 

hors with permissions and 5-gram sequence. 

.2.5. Approaches based on other features 

Static analysis can be used to mine several other types of fea- 

ures apart from those already discussed. Some of the works using 

ther types of features are summarized below. 

Zhang et al. (2019) proposed a framework called SaaS , a situa- 

ional awareness and analysis system for massive Android malware 

etection. Three types of features were extracted in the prelim- 

nary phase: (i) fuzzy hash algorithm wherein first a weak hash 

lgorithm was used to calculate the hash and then a strong hash 

lgorithm was used to calculate the hash again. The two hashes 

ere then combined to produce a fuzzy hash string. Next, simi- 

arity comparison algorithms were applied to find similarities be- 

ween APKs to find out if applications were repackaged, (ii) n-gram 

eatures were extracted from the Dex code (decompiled to Smali) 

nd fed to train models, and (iii) APK was converted into a gray- 

cale image and then diverse image processing methods were used 

o find patterns in the image. They used 8364 malicious and 5318 

enign applications to train WEKA’s implementation of J48, ran- 

om forest, SMO, naive Bayes and bagging algorithms. Random for- 

st produced the best results with 96.3% precision and 3.8% false 

ositive rate. 

McLaughlin et al. (2017) took a different approach by treating 

he byte-code (Dex code) of the application as text. They used CNN 

or their deep learning model and tested the system on three dif- 

erent datasets: a small dataset containing 863 benign and 1260 

alicious, a large dataset containing 3627 benign and 2475 ma- 

icious, and a larger dataset consisting of 9268 benign and 9902 

alicious applications. The accuracy rates achieved were 98%, 80% 

nd 87% respectively. 

Wang et al. (2018) and Lou et al. (2019) combined permissions 

nd topics for their feature set. Wang et al. (2018) argued that 

he source code of an application is comparable to a text docu- 

ent and so tried to mine the semantic features of the Dex code 

hrough topic modelling. The authors also extracted permissions 

rom the manifest file. The Dex code was decompiled into read- 
10 
ble Java-like code using the JADX tool and Java lexical analyzer 

as then used to tokenize the code. According to the authors, only 

dentifiers, strings and numbers possessed enough semantic value 

ompared to other parts of the code. The topic vector of each ap- 

lication was calculated using Term Frequency-Inverse Document 

requency ( Salton and Buckley, 1988 ) and Latent Semantic Indexing 

 Deerwester et al., 1990 ) on the tokenized code. 5560 malicious ap- 

lications from Drebin ( Arp et al., 2014 ), 10,0 0 0 randomly selected 

alicious applications from AMD ( Polychronakis, 2017 ), and 5005 

alware applications from Myblack and AndroZoo ( Allix et al., 

016 ) were collected. XGboost and SVM were used. The best re- 

ults were produced by XGboost with an F1 Score of 99.9%, false 

ositive rate of 0.05% and false negative rate of 0.1%. 

Lou et al. (2019) took this approach further with a framework 

alled TFDroid . They used data flows as their feature set along with 

opics and permissions. TFDroid used Latent Dirichlet Allocation 

o extract topics from the applications. They extracted 35 topics, 

he number of categories present in Google Play Store at the time. 

part from topics, TFDroid also used data flows using Flowdroid 

nd permissions as features. An SVM model was trained on 5161 

enign applications and 3427 malicious applications and achieved 

n accuracy of 95.32%. 

.3. Online learning-based malware detection 

There have been instances where researchers have opted to use 

nline ML algorithms. Narayanan et al. (2016b) proposed the use of 

nline learning for the first time in their framework called DroidOL 

n 2016. It is essential to gather a large dataset over a period of 

ime when using online learning algorithms. Narayanan et al. col- 

ected applications from seven different Android stores in 2014. A 

otal of 44,347 benign and 42,910 malicious applications were col- 

ected. They then divided the dataset into different subsets, one for 

ach day in terms of their release date, resulting in a total of 224 

atches. 

Narayanan et al. performed static analysis to extract inter- 

rocedural control-flow graphs (ICFGs) and then used Weisfeiler- 

ehman (WL) graph kernel ( Shervashidze et al., 2011 ) to produce 

eature vectors. An online PA classifier was trained on the fea- 

ures extracted. The classifier was evaluated by comparing it with 

n SVM implementation of the same dataset. Four different con- 

gurations were used for the SVM implementation: SVM-Once, 

VM-Daily, SVM-MultiOnce and SVM-MultiDaily ( Narayanan et al., 

016b ). SVM-Once was trained on the data from only the first day 

nd tested on the data from rest of the days. SVM-Daily was re- 

rained everyday with data from the previous day and tested on 

he data of the day it was trained on. SVM-MultiOnce and SVM- 

ultiDaily worked like SVM-Once and SVM-Daily but used 10 days 

nstead of 1. Cumulative error rates were displayed on a graph by 

he authors which indicated DroidOL performed the best out of all 

he four SVM configurations. DroidOL was updated every day with 

hat day’s training data and outperformed the best SVM configu- 

ation by 4%. DroidOL was also tested again on Drebin ( Arp et al.,

014 ) with the same four configurations and outperformed it by 

ore than 5%. The authors stated that the accuracy of DroidOL was 

4.29%. 

Narayanan et al. (2017) claimed to improve DroidOL just a year 

ater. They renamed their framework to CASANDRA . They claimed 

o now achieve an accuracy rate of 89.29% using the same dataset, 

hough this was now a year older, and was already two years old 

t the time of their previous paper. A CW classifier was used this 

ime around and graph kernel CWLK ( Narayanan et al., 2016a ) was 

sed. The authors also claimed the training duration of CASANDRA 

o be 44 times less than that of Drebin ( Arp et al., 2014 ). 

In 2019, Mirzaei et al. (2019) proposed ANDRODET . The main 

dea behind their research was to detect obfuscated applications. In 
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Table 2 

Comparison of Frameworks using Manifest Analysis. 

Ref. Year ML Algorithm Features Dataset Accuracy 

Aung and Zaw (2013) 2013 Random Forest Permissions 200 and 500 samples 91.75% 91.58% 

Yu et al. (2013) 2013 Naive Bayesian Classification Permissions 231 benign 246 malware 89% 

Sanz et al. (2013) 2013 Simple Logistic, NaiveBayes, BayesNet, 

SMO, IBK, J48, Random Tree, Random 

Forest (WEKA) 

uses-feature 

uses- 

permissions 

1811 benign 4301 malware Random Forest (50) 86.41% 

Wang et al. (2014) 2014 SVM, Random Forest and Decision 

Trees 

Permissions 310,926 benign 4868 malware Random Forest 94.62% 

Talha et al. (2015) 2015 Logistic Regression Permissions Drebin and Gnome Project 

Datasets 

88.28% 

Li et al. (2018) 2018 SVM and 67 more (WEKA) Significant 

Permissions 

From 310,926 benign 5494 and 

54,694 malware 

98.81% 
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articular they focused on: (i) identifier renaming, in which attack- 

rs use meaningless identifiers in their code, making it harder to 

nderstand the semantics of the code, (ii) control flow obfuscation, 

hich disrupts static analysis as the logical flow of the control flow 

raphs is changed, and (iii) string encryption, in which the attacker 

ncrypts strings to make it difficult to understand the function of 

he code. A total of 34,962 applications, 17,481 benign and mali- 

ious applications were collected which included 7999 applications 

sing the identifier renaming technique, 8614 using string encryp- 

ion and 1380 using control flow obfuscation. Some of the appli- 

ations used were part of the AMD dataset ( Polychronakis, 2017 ), 

ontaining applications from 2010 to 2016. The authors did not 

rovide information on the release date of the other applications. 

The authors used five features for identifier renaming, 29 for 

tring encryption and control flow graphs for control flow obfusca- 

ion features. Massive Online Analysis (MOA) ( Bifet et al., 2010 ), a 

ool to test online learning algorithms, was used to train leveraging 

ag, LearnNSE, Hoeffding tree, stochastic gradient descent (SGD), 

eighted majority algorithm and naive Bayes online algorithms. 

dentifier renaming achieved an average accuracy of 92.02%, string 

ncryption achieved 81.41% and control flow obfuscation had an 

verage accuracy of 68.32%. Control flow obfuscation had alarm- 

ngly low average accuracy. Furthermore, to compare with batch 

earning, a new dataset of 10,479 applications was used. For batch 

earning, SVM, random forest, decision trees and KNN were used. 

nline learning algorithms outperformed batch learning in all but 

ontrol flow obfuscation. Online learning achieved an accuracy of 

5.1% in the identifier renaming dataset, compared to 91.5% for 

atch learning; 85.6% in string encryption, compared to 81.2% for 

atch learning; and an average accuracy of 73.7% in control flow 

bfuscation, compared to 87.9% for batch learning. 

Mirzaei et al. also carried out time analysis between online 

earning and batch learning. The batch learning system was re- 

rained after classifying every 10 0 0 applications. Online learning 

ook less time and also showed less memory consumption overall. 

.4. Summary 

Table 2 summarises the works that carried out manifest analy- 

is only. The summary clearly shows permissions as the main fea- 

ure extracted from the manifest file. We also observed a relatively 

ow accuracy rate reported. Generally, the authors used imbalanced 

nd relatively smaller datasets while performing manifest file anal- 

sis. Furthermore, the review also indicated that Random Forest is 

he go to ML algorithm when permissions are used ( Aung and Zaw, 

013; Sanz et al., 2013; Wang et al., 2014 ). 

Features from the manifest file are not the only features used 

or malware detection. Table 3 summarises previous works that 

erformed static analysis on the source code and manifest file. We 

ontinue to see a trend of the use of permissions along with other 

eatures for malware detection. The Drebin ( Arp et al., 2014 ) fea- 
11 
ure set was seen frequently in the literature and produced promis- 

ng results. The feature set was modified in some cases, but it can 

e clearly observed that the motivation behind them was Drebin. 

n the case of Wang et al. (2017) and Li et al. (2017) , better accu-

acy results were reported than Drebin while using the same base 

eature set. 

API calls analysis also produced very competitive results. The 

se of API calls along with other features was prevalent. Moreover, 

he use of API calls alone as the feature set also produced some 

romising results ( Han et al., 2020; Jung et al., 2018; Ma et al., 

019 ). Ma et al. (2019) carried out a very thorough analysis of API 

alls by taking into consideration frequency and sequence of sys- 

em calls. 

Opcodes is a feature that was used alone quite often and pro- 

uced very promising results. However, opcodes require disassem- 

ling of dex files and take time to process, resulting in a smaller 

umber of applications being used to train and evaluate the mod- 

ls. 

Some studies used features beyond permissions and API calls. 

hese included converting the application code to text and ex- 

racting features ( Lou et al., 2019; Wang et al., 2018 ) and also

sing fuzzy hash algorithms and converting APK files to images 

 Zhang et al., 2019 ). These are complex operations that require 

ore resources. However, the authors reported very promising re- 

ults using these approaches. 

In terms of datasets used by the authors, a large disparity be- 

ween the number of benign and malware applications was seen 

hroughout (with some exceptions, notably Jung et al. (2018) and 

a et al. (2019) ). In some cases, a relatively small dataset was used 

 Aafer et al., 2013; Peiravian and Zhu, 2013; Qiao et al., 2016; Wang 

t al., 2017; Yerima et al., 2014 ). Several papers that used imbal- 

nced datasets reported accuracy, which is an inappropriate metric 

or imbalanced data and may be misleading. Some papers provided 

nly partial metrics. The use of Drebin’s malware dataset was also 

ery common years after its release, again raising the question 

bout the performance of the model when used with recent ap- 

lications. 

Finally, we reviewed the use of online ML for Android mal- 

are detection. These works indicated that online learning does 

erform better than batch learning over time with new data 

 Mirzaei et al., 2019; Narayanan et al., 2017; 2016b ). However, 

t is imperative that a large dataset which is well labeled in 

erms of time (release date) is used, which was not the case with 

irzaei et al. (2019) . A thorough evaluation also needs to be car- 

ied out comparing online learning with batch learning which was 

een in Narayanan et al. (2017, 2016b) . A comparison was carried 

ut by Mirzaei et al. (2019) , but it was not very extensive and a

ifferent dataset was used for it. This dataset was smaller and the 

umber of benign and malware present in the dataset was not pro- 

ided by the authors. 
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Table 3 

Comparison of Frameworks using Manifest and Dex Code Analysis. 

Ref. Year ML Algorithm Features Dataset Evaluation 

Peiravian and 

Zhu (2013) 

2013 SVM Permissions API Calls 1250 benign 1260 

malware 

96.88% Accuracy 

Aafer et al. (2013) 2013 KNN, C4.5, ID3 and SVM API Calls 1600 benign 3987 

malware 

Up to 99% (KNN) Accuracy 

Gascon et al. (2013) 2013 SVM Call Graph 135,792 benign 12,158 

malware 

89% Accuracy 

Arp et al. (2014) 2014 SVM Hardware Components Requested 

Permissions App Components Filtered 

Intents Restricted API Calls Used 

Permissions Suspicious API Calls Network 

Addresses 

123,453 benign 5560 

malware 

94% Accuracy 

Yerima et al. (2014) 2014 Decision Tree, Simple 

Logistic, Naive Bayes, 

PART, RIDOR and parallel 

Permissions API calls Linux commands 3938 benign 2925 

malware 

Up to 96.3% for single 

classifier Up to 97.2% 

Accuracy for ensemble 

Puerta et al. (2015) 2015 Random Forest, J48, Bayes 

Theorem-based algorithms, 

K-Nearest Neighbor (KNN), 

Sequential Minimal 

Optimization (SMO) and 

Simple Logistic 

Opcodes Sequence Unknown benign dataset 

Android Genome Project 

Dataset for malware 

97.5% Accuracy 

Yerima et al. (2015) 2015 Random Forest Permissions App attribute features 

including API calls 

3938 benign 2925 

malware 

97.5% Accuracy 

Avdiienko et al. (2015) 2015 SVM Sensitive data flow (SUSI) 2950 benign 25,577 

malware 

Highest - 86% Accuracy 

Su et al. (2016) 2016 DBN Requested Permissions Used Permissions 

API Calls Actions Application Components 

3986 benign 3986 

malware 

99.5% Accuracy 

benign:malware is 1:100 

Kang et al. (2016) 2016 Naive Bayes, SVM, PART, 

Random Forest 

Opcodes Sequence Binary and Frequency 1260 benign 1260 

malware 

Highest - 98% F-Score 

(SVM) 

Qiao et al. (2016) 2016 SVM, Random Forest, 

Artificial Neural Networks 

Permissions (Binary and Numerical) API 

Calls (Binary and Numerical) Both Binary 

Both Numerical 

5000 benign 1260 

malware 

Random Forest 94.98% 

Accuracy 

Fereidooni et al. (2016) 2016 XGboost, Adaboost, 

Random Forest, SVM, 

K-NN, Logistic Regression, 

Naive Bayes, Decision 

Trees and Deep Learning 

Intents Used Permissions System 

Commands Suspicious API Calls Malicious 

Activities 

11,187 benign 18,677 

malware 

XGboost 97% Precision 

Rate 

Zhu et al. (2017) 2017 DBN Sensitive Data Flows 3000 benign 8000 

malware 

95.05% F-1 score 

McLaughlin et al. (2017) 

2017 CNN Dex Code converted to text Small Dataset: 863 benign 

and 1260 malware Large 

Dataset: 3627 benign and 

2475 malware Larger 

Dataset: 9268 benign and 

9902 malware 

98% Accuracy on small 

dataset 

Onwuzurike et al. (2017) 

2017 Random Forests, 1-Nearest 

Neighbour, 3 - Nearest 

Neigbour and SVM 

Sequence of abstracted API Call 8447 benign 35,493 

malware 

99% F1 score 

Li et al. (2017) 2017 Naive Bayes, Decision 

Trees, Logistic Regression, 

SVM and Random Forest 

Hardware Components Requested 

permissions App components Filtered 

intents API Calls Used Permissions 

123,453 benign 5560 

malware 

Random Forest 98.61% 

Accuracy 

Wang et al. (2017) 2017 KNN, J48, Random Forest 

Parallel 

App Components Intents Permissions 

Hardware API Calls Protected Strings 

Commands (Linux) Network (IP addresses 

etc.) 

4403 benign 3982 

malware 

Highest - 98.5% Accuracy 

Jung et al. (2018) 2018 Random Forest API Calls 30,159 benign 30,084 

malware 

99.98% Accuracy 

Wang et al. (2018) 2018 XGboost and SVM Topics Permissions 9561 benign 5560 + 

10,000 + 5005 malware 

99.9% F-score XGboost 

Chen et al. (2018) 2018 Random Forest, SVM, KNN, 

Naive Bayes 

Opcodes Seuqence 2400 Applications from 

Google Play Store and 

Drebin 

93.1% F-Score Random 

Forest (3-gram) 

Lou et al. (2019) 2019 SVM Data Flows Permissions Topics 5161 benign 3427 

malware 

95.32% Accuracy 

Ma et al. (2019) 2019 C4.5, DNN, LSTIM and 

ensemble 

API Calls API Calls Frequency API Calls 

Sequence 

10,010 benign 10,689 

malware 

C4.5 Precision 96.81% DNN 

Precision 97.70% LSTM 

Precision 98.45% 

Zhang et al. (2019) 2019 J48, Random Forest, SMO, 

NaiveBayes, Bagging 

(WEKA) 

Fuzzy hash Smali and N gram Gray-scale 

and GLCM 

5318 benign 8364 

malware 

Random Forest Precision 

96.3% 

Alazab et al. (2020) 2020 Random Forest, J48, 

Random Tree, KNN, and 

Naive Bayes 

Permissions API Calls 14,172 benign 13,719 

malware 

Random Forest F-Score 

94.3% 

Han et al. (2020) 2020 SVM API Calls 28,489 benign 30,113 

malware 

Linear kernel 99.75% 

Accuracy 

Bai et al. (2020) 2020 CatBoost Opcodes Sequence Dataset 1: 5666 benign 

5560 malware Dataset 2: 

12,748 benign 12,989 

malware 

96.21% Accuracy 

(Permission with 5-gram) 

12 
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Table 4 

Comparison of Frameworks using Online Learning. 

Ref. Year Online ML Algorithm Features Dataset Dataset Year Accuracy 

Narayanan et al. (2016b) 2016 PA classifier Inter-procedural control-flow 

graphs 

44,347 benign 42,910 

malware 

2014 84.29% 

Narayanan et al. (2017) 2017 CW classifier Inter-procedural control-flow 

graphs 

44,347 benign 42,910 

malware 

2014 89.29% 

Mirzaei et al. (2019) 2019 Leveraging Bag,LearnNSE, 

Hoeffding Tree, Stochastic 

Gradient Descent (SGD), 

Weighted Ma-jority 

Algorithm and Naive Bayes 

Identifier Renaming String 

encryption Control Flow 

Graphs 

17,481 benign 17,481 

malware 10,479 

applications to test 

with offline 

Only AMD Dataset 

known: 2010 to 2016, 

information on others 

not provided 

Up to 92.02% 
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Evaluation techniques also differ for online learning. To com- 

are them with batch learning counterparts, offline models need 

o be retrained accordingly. Table 4 summarises online learning 

rameworks for Android malware detection. From past works, we 

o see online learning perform better than offline models when 

ffline models are retrained as a new stream of data arrives. How- 

ver, the usage of older datasets is again noticeable with these 

rameworks. Hence their effectiveness with new applications is un- 

nown. Though Narayanan et al. updated their research a year 

ater, they did not use a new dataset and opted to use the same

ataset which was already a couple of years old at the time of 

heir first research. Mirzaei et al. failed to provide detailed infor- 

ation on the time of collection of their datasets. Nevertheless, it 

s promising to see results indicating a better accuracy rate and 

ess memory and time overheads when using online learning com- 

ared to batch learning techniques. 

. Dynamic analysis 

Monitoring the application behaviour in runtime is called Dy- 

amic Analysis. Dynamic features are extracted while the applica- 

ion is executed and can then be used to train ML models. The 

pplication is run on an emulator/virtual device or a real mobile 

evice. This can result in a greater use of resources and time for 

nalysis compared to static analysis, but is likely to result in more 

nformation. In this section we will discuss various frameworks 

hat used dynamic analysis and some of the dynamic analysis tools 

vailable. 

.1. Dynamic analysis tools 

Below is a brief description of dynamic analysis tools available 

nd features they are able to extract. 

• Droidbox: This tool is no longer updated by the author. Infor- 

mation such as file read and write operations, network data, 

information leaks, cryptographic operations etc. are provided by 

the tool. The module worked on Android 4.1.2 ( DroidBox, 2014 ). 

• AndroPyTool: This tool provides both static and dynamic anal- 

ysis. For dynamic analysis it makes use of strace for tracing 

the system calls used by the application and uses Droidbox for 

other features. As the dynamic analysis uses Droidbox, it only 

works with Android 4.1.2. It then provides the output in multi- 

ple formats such as JSON and CSV, and writing to a database is 

also possible ( Martín García et al., 2018a; 2018b ). 

• MobSF: The most up to date and supported dynamic analysis 

tool. This tool uses Genymotion, a third party Android virtual 

environment and the Android virtual device tool provided with 

the Android SDK. It can run with the latest version of Android 

and has two types of support, free and paid version. The dy- 

namic analysis returns network traffic, API calls, log analysis 

and application analysis ( MobSF, 2021 ). 

Dynamic analysis requires the application to be used either by 

 user or by simulating events. User input on a large scale dynamic 
13
nalysis is not feasible. Monkey Runner is a feature available in the 

ndroid SDK which can be used to simulate events on a mobile 

creen, whether it be a real device or an emulator. The number of 

vents to be simulated can also be stated. 

.2. Approaches 

System calls represent the most commonly extracted dynamic 

eature. The frequency, sequence and usage of a system call are the 

hree main types of information extracted. 

Burguera et al. (2011) introduced one of the earliest malware 

etection frameworks based on dynamic analysis, called Crow- 

roid . The authors extracted system calls using dynamic analysis. 

-means clustering was then used to cluster the applications as be- 

ign or malware and evaluation was carried out on two datasets, 

elf-written malware of 10 applications and 17 real world malware 

pplications. However, the datasets used by Burguera et al. were 

rguably too small to give any generalizable insights. 

Vinod et al. (2019) and Xiao et al. (2019) extracted system calls 

rom a much larger dataset. Vinod et al. used both sequence of 

ystem calls and binary features indicating whether a system call 

s called or not, whereas Xiao et al. created a feature set consisting 

f sequences of system calls. 

Vinod et al. generated system calls by triggering 2500 events 

sing Monkey Runner. The application was installed and run on 

he emulator. The application’s PID was then extracted and strace 

as run on the corresponding process. The authors used WEKA’s 

 Hall et al., 2009 ) implementation of random forest, rotation forest 

nd AdaBoost. Several experiments were carried out on multiple 

atasets. Experiments were carried out on multiple datasets, the 

argest of which contained 3130 benign and 2520 malicious appli- 

ations. Experiments were run on both sequence of system calls 

nd independent system calls. Random forest produced the best 

ccuracy in both cases, with figures of up to 99.91% reported. 

Xiao et al. (2019) used the sequence of system calls obtained 

rom dynamic analysis to train an LSTM model. A real mobile de- 

ice and Monkey Runner were used to run applications and simu- 

ate 20 0 0 random events. One system call was treated as one word 

nd one full sequence as a sentence. The authors did not document 

he process used to obtain system calls. The dataset used by Xiao 

t al. included 3536 benign and 3536 malicious applications. Re- 

ults of different lengths of system call sequences (between 50 and 

0,0 0 0) were given. The best accuracy of 93.6% was achieved with 

 hidden layers and sequences of 100. 

From the evaluation results provided by Burguera et al. (2011) , 

inod et al. (2019) , Xiao et al. (2019) , system calls do seem 

o produce high accuracy rates when used to classify ap- 

lications as benign or malware. The results reported in 

inod et al. (2019) showed that the usage of independent or se- 

uences of system calls did not affect the accuracy rates signifi- 

antly. API calls are one of the most extracted features in dynamic 

nalysis. We have already discussed API calls usage as a feature set 

y the means of static analysis; however, in dynamic analysis, only 
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PI calls that are called during execution are captured. Moreover, 

nly API calls that are explicitly hooked during dynamic analysis 

re captured when called by the application. 

API calls were used along with another kind of feature in most 

ases. Wu (2014) introduced a framework called DroidDolphin . 25 

PI Calls were recorded during the first phase of dynamic analy- 

is. In the second phase 10 0 0 lines of logged messages were col- 

ected while the applications were executed. The Android emulator 

sed was Android 4.1.2. 32,0 0 0 benign and malware applications 

ere used to train an SVM, and 10 0 0 of each were used to test

he model. The authors reported an accuracy of 86.1%. 

Afonso et al. (2015) used API calls combined with system calls 

nd achieved a much higher accuracy rate of 96.82%. They argued 

hat the inclusion of system calls can be a major factor in produc- 

ng better detection rates. The authors used “API monitor” to hook 

o API calls and strace was used to monitor system calls. A total of 

831 benign applications and 2968 malicious applications consti- 

uted the dataset used. The dataset was split and 1483 benign and 

257 malicious applications were used for testing. Random forest 

utperformed the rest of the ML algorithms used to evaluate the 

ystem with an accuracy of 96.82%. The other algorithms used in- 

luded J48, naive Bayes, simple logistic, Bayes net, SMO and IBk. 

Unlike Wu (2014) , Alzaylaee et al. (2017) used real phones for 

heir dynamic analysis of API calls. They then compared the re- 

ults of a real phone with an emulator. They extracted API calls 

nd intents using dynamic analysis. The real phone had 16 GB in- 

ernal memory, and 32 GB external storage and was running An- 

roid 5.0 on a 1.3 GHz CPU. The emulator had 2MB internal and 

 GB external memory and the Android version used was 4.1.2. 

rguably, an equivalent hardware specification and the same An- 

roid version should have been used for a better comparison. The 

uthors used WEKA ( Hall et al., 2009 ) for ML algorithms. 1222 be-

ign and malicious applications were used which were split into 

6/33 training/testing dataset and Infogain from WEKA was used 

or feature selection. The authors state that only 70.5% of the ap- 

lications were able to run in the emulator, compared to 94.3% of 

he applications on a real device. The best results were shown by 

andom forest on both phone-based features and emulator-based 

eatures with F1 scores of 92.6% and 91.9% respectively. 

Dynamic analysis can be used to extract several other features. 

mos et al. (2013) introduced a framework called STEAM . A dataset 

f 1330 malicious and 408 benign applications was used to extract 

everal features. These features included CPU usage, battery levels 

nd memory usage among others. The analysis was run on each 

pplication for 5 s on Android 4.0.4 emulators. In Hall et al. (2009) ,

hey used WEKA to train six different ML classifiers and 10-fold 

ross-validation to evaluate the models. Detection rates ranged 

rom 68.75% to 81.25%. 

Wang et al. (2016) used network traffic to classify Android ap- 

lications in their framework called TrafficAV . Features were ex- 

racted from TCP flow and HTTP packets. Network traffic was gath- 

red using the tcp dump tool. The Drebin ( Arp et al., 2014 ) dataset

as used for malicious applications, which included 5560 malware. 

he benign dataset gathered included 8312 samples. The dataset 

as split into 67% training and 33% testing. A C4.5 decision tree 

odel was trained and an accuracy of 98.16% was reported. How- 

ver, the use of accuracy on an imbalanced data set may be unre- 

iable. Moreover, the authors failed to provide the Android version 

sed to gather network traffic. 

A different approach was taken by Mahindru and 

ingh (2017) as they extracted permissions required by the 

pplications. We have previously discussed permissions used 

hen static analysis was carried out. However, in this case, dy- 

amic analysis was to extract permissions. This was achieved by 

unning applications on an emulator and executing Java code the 

uthors wrote to mine these permissions dynamically, though no 
14 
etails were provided about this code. WEKA’s ( Hall et al., 2009 ) 

mplementations of naive Bayes, J48, random forest, simple logistic 

nd k-star were trained. The dataset used consisted of 6029 benign 

nd 6971 malware. The dataset was split into 70% training and 

0% testing and 10-fold cross-validations was performed on the 

raining dataset by the authors. Precision rates of greater than 95% 

cross all the classifiers were reported across multiple evaluation 

cenarios. 

System calls were extracted by Hou et al. (2017) to train their 

eep learning model. They identified a problem of running the ap- 

lication on an emulator using Monkey Runner. The random gen- 

rator does not guarantee full coverage of application components. 

he authors proposed Component Traversal to solve this problem. 

he idea is to first analyze the manifest file to gather all the exe- 

utable components present in the application, then run a dynamic 

nalysis on all of these components. The authors do not mention 

he Android version they used for their analysis. Directed weighted 

raphs of the traced system calls were produced, which are used 

s the feature set for a Stacked Auto Encoders (SAEs) model. 30 0 0 

venly distributed applications were used and accuracy rates of up 

o 87.88% were reported. The same experiment carried out on an 

VM produced an accuracy of 88.24%. 

Cai et al. (2019) used a balanced dataset in their framework 

alled DroidCat . The feature set they used was based on method 

alls and inter-component communication (ICC) intents. They clas- 

ified their feature set into three categories: structure, ICC and se- 

urity. The security features included 63 distinct features and was 

ased on method calls and callbacks. These may include distribu- 

ion of method calls and caller-callee links. The ICC feature set in- 

luded information about the intents used by the application, and 

he security feature set contained 52 features. These features de- 

cribed source, sinks and the access between them. The authors 

sed the Nexus One emulator (API level 23) for dynamic analy- 

is. Random forest was trained on a large dataset of 17,365 benign 

nd 16,978 malicious applications. These datasets were then di- 

ided into four smaller datasets to reflect the year the application 

as released. The dataset was then split into 70/30 for training and 

esting respectively. A mean precision rate of 97.53% was reported 

n the evaluation of the model. 

Thangaveloo et al. (2020) proposed a framework called DAT- 

roid . The authors monitored system calls, network packets and 

PU and memory usage during the dynamic analysis. CPU and 

emory usage details were captured from the “proc/meminfo” di- 

ectory in the emulator. Monkey Runner was used to generate 500 

andom events and a small dataset of 100 benign and 100 mali- 

ious applications was used. A feature selection algorithm called 

Gain Ratio Attribute Evaluator” was used before training a random 

orest model. The authors reported an accuracy of 91.7%. 

.3. Summary 

A general trend of fewer works using dynamic analysis was ob- 

erved due to more time and computational power along with re- 

ources required than static analysis. However, in the works we 

overed, we did find that dynamic analysis does well in terms of 

xtracting beneficial features for malware detection. Among these 

eatures, the use of system calls produced the best results, whether 

hey are used alone or along with other types of feature. Table 5 

rovides a summary of all the works reviewed that use dynamic 

nalysis. 

One of the earliest dynamic analysis works extracted system 

alls ( Burguera et al., 2011 ). However, the authors used a small 

ataset, and in fact quoting their accuracy would be meaning- 

ess. However, we do see other works use system calls, sequences 

 Xiao et al., 2019 ) and a combination of sequence and independent 
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Table 5 

Comparison of Frameworks using Dynamic Analysis. 

Ref. Year ML Algorithm Features Dataset Evaluation 

Burguera et al. (2011) 2011 K-means clustering System Calls 50 benign 27 malware 100% detection 

rate on 

self-written 

malware 

Amos et al. (2013) 2013 Random Forest, Naive Bayes, 

Multilayer Perceptron, Bayes Net, 

Logistic Regression, J48 

Binders Battery 

Usage CPU usage 

Memory Usage 

Permissions 

408 benign 1330 malware 68.75% to 81.25% 

Accuracy 

Wu (2014) 2014 SVM API Calls 13 

Activities from logs 

32,000 benign training 32,000 

malware training 1000 benign 

testing 1000 malware testing 

86.1% Accuracy 

Afonso et al. (2015) 2015 Random Forest API Calls System 

Calls 

3831 benign 2968 malware 96.82% Accuracy 

Wang et al. (2016) 2016 C4.5 Network Traffic: 

HTTP Packets 

Traffic Flow 

8312 benign 5560 malware 98.16% Accuracy 

Hou et al. (2017) 2017 AutoEncoders System Calls 1500 benign 1500 malware 87.88% Accuracy 

Rate 

Alzaylaee et al. (2017) 2017 WEKA (Multiple) API Calls Intents 1222 benign 1222 malware 92.6% F1 score 

with phone 

Mahindru and 

Singh (2017) 

2017 Naive Bayes, J48, Random Forest, 

Simple Logistic, k-star (WEKA) 

Permissions 

(Dynamic) 

6029 benign 6971 malware Greater than 95% 

Precision all 

around 

Cai et al. (2019) 2019 Random Forest Structure Security 

ICC 

17,365 benign 16,978 malware 97.53% mean 

Precision 

Vinod et al. (2019) 2019 Random Forest, Rotation Forest 

and AdaBoost (WEKA) 

System Calls D1: 3130 benign 2520 malware 

D2: 3130 benign 1514 malware 

D3: 3130 benign 2474 malware 

D4: 1000 benign 1000 malware 

D5: 1206 benign 1206 malware 

Tables given 

approximately 

around 99% 

accuracy rates 

Xiao et al. (2019) 2019 LTSM System Calls 

Sequence 

3536 benign 3567 malware 96.3% Accuracy, 4 

layers and 100 

length 

Thangaveloo et al. (2020) 2020 Random Forest System Calls 

Network Packets 

CPU and memory 

usage 

100 benign 100 malware 91.7% Accuracy 
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ystem calls ( Vinod et al., 2019 ), to achieve high accuracy rates us-

ng an adequate dataset to test the system. 

Another feature quite frequently used in the literature 

as API calls. In general, frameworks using API calls pro- 

uced lower accuracies, especially compared to system calls. 

fonso et al. (2015) used both system calls and API calls and re- 

orted an accuracy comparable to frameworks that only used sys- 

em calls. 

Network traffic was another feature that reportedly led to good 

erformance. Wang et al. (2016) used network traffic alone, while 

hangaveloo et al. (2020) trained their model using network traffic 

nd system calls and reported very promising accuracy rates. 

One noticeable concern in the literature was the Android OS 

ersion used for dynamic analysis. We noticed a big difference in 

he latest Android OS version at the time of publication of the 

ork to the Android OS version used. In some cases, the OS version 

as not provided and so the version of the OS used is unknown. 

able 6 outlines the differences between the OS version used to 

he most recent available at the time of publication. 

From the review, we noticed either the use of an outdated An- 

roid OS or minimal detail provided about the Android OS used 

or the analysis. In initial works, up to date or at the very least, re-

ent versions of Android OS was used. However, with much quicker 

pdates to the operating system, we see a trend of older Android 

S used in works carried out in recent years. Applications released 

or newer operating system are built using the latest Android SDK. 

herefore, several of these applications will fail on a dynamic anal- 

sis tool built on an older version of Android, causing the tool to 

e ineffective for extracting features from new applications. 
a

15 
Alzaylaee et al. (2017) compared the use of emulators with real 

evices. According to the authors, the results indicated that more 

pplications tend to run without errors in real devices as compared 

o virtual devices. However, the evaluation results did not show 

uch variance between the two in terms of performance of the 

ramework. 

. Hybrid analysis 

In some cases, both static and dynamic analysis are used to ex- 

ract features from an application. This type of analysis is called 

ybrid analysis. 

Lindorfer et al. (2015) used hybrid analysis to capture multi- 

le features of an application. Their MARVIN system assigned each 

pplication a score from 0 (benign) to 10 (malware) so did not 

se a binary approach. It first checked if an application submit- 

ed had a previous report already present; if not, it continued 

ith the analysis. First, static analysis was carried out. Java pack- 

ge name, permissions, broadcast receivers and publisher IDs for 

dvertisements were extracted from the manifest file. Information 

n used permissions, reflection API, cryptographic API and dynamic 

oading of code was gathered from the Dex code. File operations, 

etwork operations, phone events, data leaks, dynamically loaded 

ode and registered broadcast receivers were monitored during 

ynamic analysis. A total of 84,980 benign and 11,733 malware 

ere used for various experiments and SVM and logistic regres- 

ion models were trained. The authors reported high accuracy rates 

bove 98% and an F1 score of 81.43%. 
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Table 6 

Review of Android OS Versions Used. 

Ref. Android OS used Latest Android OS at the time of publication 

Burguera et al. (2011) Not provided Android 4.0 

Amos et al. (2013) Android 4.0.4 Android 4.2 - Android 4.3 

Wu (2014) Android 4.1.2 Android 4.4 

Afonso et al. (2015) Version Independent Android 4.4 

Wang et al. (2016) Not provided Android 6.0 

Alzaylaee et al. (2017) Android 5.0 Real Phone and Android 4.1.2 Emulator Android 7.1 

Mahindru and Singh (2017) Emulator name given: bluestacks Android 7.1 

Hou et al. (2017) Not Provided Android 7.1 

Cai et al. (2019) Android 6.0 Android 9.0 

Vinod et al. (2019) Not provided Android 9.0 

Xiao et al. (2019) Not provided Android 9.0 

Thangaveloo et al. (2020) Not Provided Android 10.0 
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Yuan et al. (2016) , like Lindorfer et al. (2015) , used a dataset

hat was biased towards benign applications. They called their 

ramework DroidDetector . The dataset used by the authors included 

0,0 0 0 benign applications and 1760 malware. However, for train- 

ng the classifier, equal numbers of benign and malware applica- 

ions were used. A DBN was used to categorize applications as be- 

ign or malware. Several different configurations in terms of num- 

er of applications were tested. 

DroidDetector used static and dynamic analysis to mine fea- 

ures that fell under three categories: required permissions (static), 

ensitive APIs (static) and dynamic behaviors (dynamic). The static 

eatures were extracted from manifest and Dex code files whereas 

roidBox was used for dynamic feature extraction. A total of 13 

pp actions were monitored using DroidBox, which included net- 

ork and file I/O, SMS and phone calls among others. A complete 

ist of the 13 app actions was not provided by Yuan et al. A total

f 192 features were extracted from each application. 

The best accuracy with 1:1 ratio of benign and malware appli- 

ations was observed when 500 of each type of application were 

sed for training and testing. The accuracy in this case was given 

s 96.6%. Perhaps unsurprisingly, this grew to 99.54% when the 

atio between malware and benign applications was changed to 

:100. F1 scores were not reported. 

DroidBox was often referred to in the literature. 

hen et al. (2016) also used DroidBox for their dynamic anal- 

sis in their framework called Stormdroid . Stormdroid used only 5 

eatures from dynamically analyzing an application using Droid- 

ox. They do, however, provide the list of app actions used. These 

ncluded sendsms, recvnet, sendnet, accessed files and dataleaks. 

he time each application was run for was not provided by the 

uthors, and neither was the number of events triggered during 

untime. Permissions, API calls and number of API calls used 

y applications were extracted as static features. The authors 

sed SVM, C4.5, artificial neural networks, naive Bayes, KNN and 

agging, and a more balanced dataset consisting of 4350 benign 

nd 3620 malicious applications. The authors reported that KNN 

erformed the best with an accuracy of 93.8% and the lowest false 

ositive rate of 6.2%. 

Yang et al. (2017) also used DroidBox for dynamic analysis. 

he authors considered 10 different types of actions during dy- 

amic analysis, including starting services, reading and writing 

les, opening network connections, closing network connections, 

ending network data, sending text messages, receiving network 

ata, using encryption algorithms, dynamic loading and making 

alls. Yang et al. did not provide information on the runtime and 

umber of events triggered during dynamic analysis. Application 

omponents and permissions were extracted from the manifest file 

nd software package features were extracted by examining the li- 

rary files, root and explicit files. The authors did not provide de- 

ailed information on the software package features. 
16 
Yang et al. not only used ML to classify an application as benign 

r malware; they also classified the malware family of an applica- 

ion in the case it was malware. The ML classifiers used included 

andom forest, SVM, naive Bayes, logistic regression and J48 deci- 

ion trees. The Drebin ( Arp et al., 2014 ) dataset was used for mal-

are; 3378 malware instances were left after filtering out some 

pplications that belonged to a malware family for which not many 

pplications were available. Yang et al. also collected 2140 benign 

amples from Google Play Store. Binary classification results indi- 

ated random forest as the most suitable classifier with an accu- 

acy of 95.9%. For malware family classification, the classifiers were 

rained using a randomly selected 70% of the malware from the 

ataset. Yang et al. only reported results for random forest, with 

n accuracy of 94.8%. 

Saracino et al. (2018) introduced a framework called MADAM . 

he authors did not use DroidBox for their dynamic analysis and 

nstead performed their dynamic analysis on a Samsung Galaxy 

exus running Android 4.3. The latest Android version was 9.0 

hen Saracino et al. (2018) was published. The dynamic features 

xtracted included number of outgoing and incoming SMS, sus- 

icious SMS (to and from non-contacts), user activity, i.e. if the 

creen was on, if there was an ongoing call, if the user was in- 

eracting with the mobile and critical API calls. Only the manifest 

le was analyzed during the static analysis phase for permissions 

equested by the application. Market information about the appli- 

ation, like its user review score, was also extracted. 2800 mali- 

ious applications and 9804 benign applications were used to test 

he system. A KNN classifier was trained and an accuracy rate of 

6.9% was recorded when K = 1. This is another case of an imbal- 

nced dataset used to train a classifier, which could lead to bias 

n the ML model. Since the data set is highly imbalanced, accuracy 

ay not be an appropriate metric. 

Shyong et al. (2020) combined static permission features and 

ynamic network traffic feature. The static permission feature was 

xtracted and a permission vector of an application was created 

n the first phase. This permission vector was used to determine 

hether the application was benign or malware by classifying it 

sing a random forest model. This pre-trained model was built us- 

ng 10 0 0 benign applications and 1024 malicious applications from 

rebin ( Arp et al., 2014 ). The authors argue that as dynamic anal-

sis is time consuming, only if the pre-trained model classified the 

pplication as malware, a dynamic analysis to extract network fea- 

ures of the application was carried out. The network features ex- 

racted included TCP, HTTP, DNS and other packet contents. Finally, 

he dynamic features were used to detect the malware family of 

he application. This detection was carried out on another pre- 

rained model. This model was trained with 1410 malicious appli- 

ations from Drebin ( Arp et al., 2014 ) and 50 benign applications. 

he accuracy rate reported from the first phase was 98.86% and 
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uring the dynamic phase of the framework, the highest accuracy 

ate reported was 94.5%. 

.1. Summary 

We found the use of imbalanced datasets very common in hy- 

rid analysis. This may result in inaccurate evaluation results and 

rovide a false picture in terms of the performance of the system. 

aving said that, we do find the use of permissions as a static fea-

ure to be quite common; in fact, all the works reviewed in this 

ection have used permissions as one of their static features. The 

esults, albeit using imbalanced datasets, do indicate high accuracy 

ates. 

The use of permissions in static analysis produced some very 

romising results. The trend carries onto hybrid analysis. Surpris- 

ngly, dynamic feature system calls are not used as often as we 

nitially anticipated. Similarly, API calls as a dynamic feature are 

lso not often used. In fact, we see the use of API calls as a static

eature more than as a dynamic feature. 

High accuracy rates are noted also when API calls are used 

long with permissions as a static feature. An extensive study com- 

aring API calls as a dynamic versus a static feature, and its ef- 

ectiveness, would give a better idea as to which feature is better 

uited for malware detection. 

We saw an extensive use of API calls in the works that used 

ynamic analysis alone. This was not, however, the case in the dy- 

amic features of hybrid analysis frameworks. As discussed in dy- 

amic analysis, API calls fell short in terms of accuracy when com- 

ared to other features. However, whether used as a static or dy- 

amic feature, API calls seem to produce better results when used 

n a hybrid environment. 

We expected to see various different combinations of static fea- 

ures and dynamic features in use. But, instead, permissions were 

sed as one of the static features, with the majority of works us- 

ng DroidBox for dynamic analysis. It is worth noting that Droid- 

ox runs on Android 4.1.2 released in November 2012. At the time 

f publication of Yuan et al. (2016) and Chen et al. (2016) , the lat-

st Android version was 7.X and when Yang et al. (2017) was pub- 

ished the latest Android version was 8.X. With updates to the op- 

rating system, some applications may stop working and as dis- 

ussed earlier in Section 2.2 , the permission system was changed 

o runtime permissions after Android 6.0. 

The effectiveness of these models with the current version of 

ndroid OS remains to be seen. We believe a thorough analysis of 

hese works is required with up to date balanced datasets and dy- 

amic analysis carried out using the latest Android OS version. A 

tudy on the use of different combinations of features would also 

rovide a better understanding of whether hybrid analysis does ac- 

ually provide a better malware detection framework. 

Table 7 provides a summary of all the works reviewed that use 

ybrid analysis. 

. Discussion 

We covered three broad categories of approaches in this review: 

tatic, dynamic and hybrid analysis. Of these, static analysis re- 

uires the least computational power and time. It is also the easi- 

st approach to implement. Hence the majority of studies reported 

n the literature have used static analysis. As dynamic analysis is 

ore complex to set up and run than static analysis, we see far 

ewer researchers focusing on this. Nevertheless, the results show 

hat dynamic analysis can do well and, in some cases, even better 

han static analysis. Hybrid analysis, in theory, is the best of both 
17 
orlds, using both static and dynamic features. High accuracy rates 

ere reported in all the studies that used hybrid analysis, but, as 

ith dynamic analysis, it seems that researchers are discouraged 

y the time and computational resources required. 

Beyond these three broad categories, it is apparent that the ex- 

ct choice of features is also important. For instance, although the 

se of permissions is prevalent in both static and hybrid analysis, 

pproaches such as Drebin ( Arp et al., 2014 ) have shown that a 

roader set of features improves a model’s ability to identify mal- 

are. In fact, other studies ( Jung et al., 2018; Ma et al., 2019 ) have

hown that API calls can be more useful than permissions within 

 static analysis context. 

In dynamic analysis, the use of features derived from system 

alls was very common, and high accuracy rates were reported by 

uthors who used these. It was common practice to use DroidBox 

o obtain these features. DroidBox makes this process easy, since 

esearchers simply need to run their applications through Droid- 

ox to get dynamic analysis reports, and do not need to write 

heir own complex dynamic analysis scripts. Unfortunately, Droid- 

ox uses Android 4.1.2, a version of Android released in October 

012, and has not been updated to work with more modern An- 

roid versions. Hence, this lack of up-to-date tool support repre- 

ents a major issue for anyone considering a dynamic analysis ap- 

roach. 

A number of feature combinations have not yet been studied 

n the literature. This is particularly the case for hybrid analysis, 

hich could potentially be improved by combining those feature 

ets that worked well in a static context with those that worked 

ell in a dynamic context. For instance, combining the Drebin fea- 

ure set with the use of system calls extracted by dynamic anal- 

sis has not been done, and could potentially be beneficial. The 

ombination of permissions from static analysis and system calls 

rom dynamic analysis has also received little attention, and there 

s significant scope for exploring how different representations of 

ystem calls (e.g. independent system calls, frequencies of system 

alls and sequences of system calls) could be productively com- 

ined with static features. 

Given the popularity of Android, and the rate at which new ap- 

lications are released, Android malware detection is a prime can- 

idate for online learning. The studies we reviewed have demon- 

trated that online learning performs better than offline methods 

hen there is a continuous stream of new data. The comparison 

arried out by Narayanan et al. (2016b) with Drebin gives partic- 

lar substance to this idea. However, it is notable that all the ex- 

sting approaches to online learning have used static analysis, so 

he use of dynamic and hybrid features within this context would 

eem like a useful avenue of investigation. 

Although many of the studies covered in this survey present 

ery positive results, there is reason to doubt whether the levels of 

erformance cited in the papers are indicative of what might cur- 

ently be achieved in the real world. First of all, most of the stud- 

es used old versions of Android and outdated sets of applications. 

n top of this, it is common practice to only report accuracy, even 

hen this is inappropriate due to large class size imbalances in the 

ata set. More appropriate metrics when dealing with imbalanced 

ata sets, such as F-scores, Matthew’s correlation coefficient, and 

alanced accuracy, are comparatively rarely used. 

Old versions of the Android OS were used frequently in the sur- 

eyed papers, particularly within a dynamic analysis context, and 

resumably in part due to the fact that DroidBox does not run on 

ecent versions of the OS. Due to rapid changes in the Android 

S, it seems unlikely that the results reported in these studies will 

ranslate to current versions of Android. For instance, permissions 

which are a central part of many of these studies) are added and 

emoved with each new version of Android, and many new ap- 

lications are not compatible with older versions of the OS. As of 
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Table 7 

Comparison of Frameworks using Hybrid Analysis. 

Ref. Year ML Algorithm Features Dataset Accuracy 

Lindorfer et al. (2015) 2015 SVM and Logistic 

Regression 

Static Features: Class Structure App 

Names Certificate Metadata Intents 

Permissions Crypto Operations Dynamic 

Features: File Operations Network 

Operations Manifest Metadata Intents 

Data Leaks Dynamic Code Loading Phone 

Activity 

84,980 benign 11,733 

malware 

Greater than 98% multiple 

results 

Yuan et al. (2016) 2016 DBN Static Features: Permissions API calls 

Dynamic Features: 13 app actions from 

DroidBox 

20,000 benign 1760 

malware 

96.6% accuracy, 1:1 app 

ratio (500 benign and 500 

malware) 

Chen et al. (2016) 2016 SVM, C4.5, Artificial Neural 

Networks, Naive Bayes, K 

Nearest neighbours and 

Bagging 

Static Features: Permissions API calls 

Dynamic Features: 5 app actions from 

DroidBox 

4350 benign 3620 

malware 

93.8% accuracy KNN 

Yang et al. (2017) 2017 Random Forest, SVM, 

Naive Bayes, Logistic 

Regression and J48 

decision trees 

Static Features: Permissions Components 

Dynamic Features: 10 categories from 

DroidBox 

2140 benign 3378 

malware 

95.9% accuracy and 94.8% 

for malware family, both 

Random Forest 

Saracino et al. (2018) 2018 KNN Static Features: Permissions Market info 

Dynamic Features: Critical API User 

Activity SMS System Calls 

9804 benign 2800 

malware 

96.9% accuracy 

Shyong et al. (2020) 2020 Random Forest Static Features: Permissions Dynamic 

Features: Network Traffic 

1050 benign 2384 

malware 

98.86% accuracy for static 

phase and 94.5% accuracy 

for dynamic phase 
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anuary 2021, 31.3% 

1 of Android devices run on Android 9.0 and 

nly around 15% of devices use Android 4.X or Android 5.X, the 

wo versions of the Android OS that are most often used within 

ynamic analysis studies. Due to this, many new applications will 

ot be able to run on older Android versions and dynamic analysis 

ould consequently fail. 

The open nature of Android means that users are able to down- 

oad applications from a number of online stores. In theory, this 

hould allow researchers to collect a recent dataset of Android ap- 

lications when carrying out a malware detection study. However, 

his was not the case for most of the studies we reviewed. Instead, 

t is common practice to use outdated datasets of both benign ap- 

lication and malware. Many studies reuse datasets collected for 

arlier studies, causing the results of these studies to become pro- 

ressively less applicable to the current application landscape. Such 

tudies would be far more informative if more recent datasets were 

sed; ideally, it should be standard practice to collect new data 

t the start of each study, for instance by building crawlers or 

sing dataset repositories like AndroZoo ( Allix et al., 2016 ) and 

irusShare ( VirusShare, 2021 ) to download the latest benign ap- 

lications and malware. 

Because the Android operating system is updated frequently, it 

s important that the feature sets used by malware detection sys- 

ems should be reviewed regularly. There is also likely to be benefit 

o exploring new categories of features, particularly so within the 

ontext of the ongoing predator-prey relationship between mal- 

are detection and malware developers. We can already see that 

ore complex features, such as those derived from topic modelling 

nd call graphs, are being explored by researchers, with promising 

esults. Deep learning is likely to be particularly beneficial within 

his context, since it gives scope for automatically extracting fea- 

ures from raw static and dynamic traces, rather than predeter- 

ining the sets of features which are to be explored. A number 

f deep learning studies were covered in this review, and it can 

e seen that DBNs and CNNs, in particular, are becoming popu- 

ar for Android malware detection. The results so far suggest that 

eep learning methods perform as well as other ML approaches, 

nd in some cases better. However, many of these studies still use 
1 These figures were provided by Android Studio. 

18 
he same feature sets that are used in simpler ML models, so are 

rguably unlikely to gain the full benefit of the deep learning ap- 

roach. As in the field of ML more generally, it seems likely that 

eep learning will play an important role in the future of Android 

alware detection. 

. Conclusions 

Rapid growth in the use of Android devices has highlighted 

he issue of Android malware, motivating the development of ML- 

ased malware detection techniques. ML-based approaches can, in 

rinciple at least, identify malware that has not been seen before, 

nd therefore have the potential to prevent zero day attacks. In this 

urvey, we reviewed different ML-based techniques that have been 

sed in the literature to detect malware. Many of these studies cite 

igh rates of accuracy in identifying malware. However, we have 

dentified a number of issues with existing approaches that may 

imit their real world performance. This includes the widespread 

se of outdated datasets running on old versions of Android, and 

he use of inappropriate and/or incomplete metrics that may give 

 misleading view of performance. To address these, and related, 

roblems, we make the following recommendations for further 

ork in this area: 

• There is a need for reimplementation and reevaluation of exist- 

ing approaches using an independent, up to date, dataset. This 

is essential in order to understand how these approaches com- 

pare to one another, and to identify which approaches are still 

relevant to detecting current Android malware attacks. 

• Online learning approaches for Android malware detection 

should be extended to use dynamic and hybrid features. Whilst 

there has been previous work on online learning, these ap- 

proaches have so far been limited to static analysis, and hence 

have missed out on the potentially valuable information avail- 

able when executing applications. 

• There is a need for continued development of Android dynamic 

analysis tools. Existing tools like DroidBox do not work on cur- 

rent versions of Android, and this seriously limits the potential 

for integrating dynamic analysis within the development of vi- 

able Android malware detection tools. 
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• There is a need for automated ways of generating up to date 

datasets for use in the development of Android malware de- 

tection tools. Existing datasets age rapidly, meaning that most 

research in this area is done using out of date datasets which 

are no longer relevant to the current Android ecosystem. 

• There is a need for better standards of reporting results, using a 

broader range of metrics. For example, many studies in the lit- 

erature only use accuracy as a metric to report the performance 

of their model, even on very imbalanced datasets. There is very 

little reporting of training and detection speeds, which can be 

crucial indicators of the practicality of a system. 

However, the growth in this field is encouraging, and in gen- 

ral the literature shows that machine learning approaches have 

mportant advantages over classic malware detection techniques. 

he continuing emergence of new machine learning methodologies 

eans that there remains plenty of scope for further research in 

his area. 
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