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Abstract

The rise of Distributed Denial of Service (DDoS) attacks have been steady in terms of the frequency
and the impact of the attack. Traditionally, the attackers required control of a huge amount of
resources to launch an attack. This has changed with the use of reflectors and amplifiers in DDoS
attacks. A recent shift consisted in using other protocols than the traditional NTP and DNS
protocols which were heavily used for ADDoS. In this paper, we review and organize amplification-
based DDoS (ADDoS) attacks and associated countermeasures into a new taxonomy.Furthermore,
we present a modus operandi of ADDoS attacks and analyze how it differs to traditional DDoS
attacks. We also investigate how accessible ADDoS are for attackers with average resources. We
survey readily available open-source scripts on GitHub and also the ADDoS features available in
hire-to-DDoS platforms. We believe that accessibility and low-cost of hire-to-DDoS platforms are
the major reasons for the increase of amplification-based DDoS attacks. Lastly, we provide a list of
future directions that might be interesting for the community to focus on.

Keywords:
Amplification attack, Reflection Attack, DDoS

1. Introduction

The ability to perform distributed Denial of Service (DoS) and Distributed Denial of Service
(DDoS) attacks to halt services on the Internet has been on the rise in recent years [1]. Individuals
with little effort and minimal cost can launch gigabytes of data using simple web interfaces provided
by DDoS-for-hire services. To make attacks even easier, some of these services provide mobile
applications to their customers [2]. Huge attacks launched by individuals with minimal technical
knowledge and financial resources from user-friendly platforms is a current trend, according to
Kaspersky [3].

One of the recent and prominent methods of DDoS attacks is the Amplification-based DDoS
(ADDoS). The recent 1.3 Tbps “memcached” reflection attack was an ADDoS example [4]. The
size of the reflection attacks continues to grow due to the ability to use reflectors and amplifiers,
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resulting in more severe damage. The Network Security Labs at 360’s famous DDoSMon tool
reported a surge of increase in memcached UDP amplifiers and reflector as shown in Figure 1 [5].

Figure 1: Surge in number of memchached reflectors in 2018 [5]

In 2018, US based Security Company Cybereason reported that attackers embedded short ran-
som note and payment address details into the junk traffic of memcached servers [6]. This makes it
evident that the motive of amplification-based DDoS attacks range from taking down a competitor
to severe crimes like extortion. The ransom note is shown in Figure 2.

Figure 2: Ransom note in junk traffic of amplified attacks [6]

The impact of amplification-based DDoS attacks are even worse when the target resides on the
Cloud. Economic Denial of Sustainability (EDoS), aka Fraudulent Resource Consumption (FRC),
is a completely new type of DDoS attacks that targets cloud-hosted victims [7, 8]. The Cloud’s
resources are set to auto-scale up and down to manage cost effectively based on the requirements.
DDoS attack’s potential effect would first and foremost lead to increasing usage of more resources
in the Cloud (due to auto scaling), which in turn will increase the cost of the owner of the Cloud.
Larger attacks can lead to a point of unavailability of services.

Modern botnets are not limited of personal computers, but include also handheld and IoT devices
to increase their generated traffic [9]. Akamai released their report showing various headlines that
caused serious disruption based on IoT devices. All of them such as Mirai, XOR and Spike were
more than 300 Gbps, which indicates the trend in the volume of attack as shown in Figure 3 [9].
We focus on understanding the major difference between a traditional and amplified DDoS attack
in the next section.



Figure 3: DDoS attacks more than 300Gbps based on IoT devices in between July 14 to December 16 [9]

Our contributions in this paper are as follows:

• While several surveys reviewed DoS and DDoS attack and defense mechanisms, only few fo-
cused on Amplification-based DDoS (ADDoS). We provide an up-to-date survey of amplification-
based DDoS attack.

• We categorize notable ADDoS work and provide a new taxonomy for better understanding
the subject and its’ complexities.

• Using the existing literature, we derive a 4-step methodology that ADDoS attackers follow in
order to perform ADDoS.

• We survey readily available open source scripts that could be used to launch an ADDoS.
Furthermore, we investigate some of the DDoS tools available online which have amplification-
based attacks as a feature in them. Both the free scripts and the cheap DDoS tools (with
amplification attack feature) sheds light into the ease of launching an ADDoS attack. We
show that the ease of launching an ADDoS attack is a significant factor in the rise of of
amplification-based attacks.

The rest of this paper is organized as follows: section 2 reviews how traditional DDoS attacks are
carried out and discusses how those attacks can be carried on or from the cloud. Section 3 focuses on
understanding the fundamentals of ADDoS and how an attack is initiated by an attacker. Section
4 analyzes the work done in the area and provides a taxonomy of ADDoS based on attack and
countermeasures. Section 5 reviews the accessibility of ADDoS in terms of availability of resource
and the cost of carrying out an attack. Finally, section 6 concludes the paper with the major
research direction that we were able to derive.

2. Traditional DDoS and Cloud

DDoS attacks were generally created using a large number of infected machines (zombies or
bots). The attacker uses one platform to control all the machines which are directed generally using
DyDNS or No-IP [10]. The attacker typically spreads an infected executable to get a maximum
number of bots. This group of bots is called a botnet. So the larger the botnet, the better the ability
to create more damage. The botnet is controlled from the command and control platform which
is built based on IRC (Internet Relay Chat), HTTP (Hypertext Transfer Protocol), DNS (Domain



Network System) or P2P (Peer-to-Peer) based [11]. These bots are generally used for other purposes
rather than just launching a DDoS attack like spam emailing, crypto currency mining etc.

Figure 4: Traditional Command & Control DDoS Architecture

As shown in Figure 4, the attacker has control of the botnet through a platform. The following
are the various parties involved within a command and control DDoS:

1. Attacker – The attacker designs the command and control center and spreads the infection
to get maximum number of compromised machines.

2. Command & Control Center – It is the platform using which the attacker sends/receives from
the wide array of bots.

3. Botnet – The botnet comprises of all the compromised computers, mobile phones, IoT devices
etc. Generally the attacker installs a piece of code that allows him control of the machine.

4. Victim Server – It is the intended target that the attacker intends to DDoS using the botnet.

There has been a recent focus on DDoS attacks originating from the Cloud and attacks where
the target resides on the Cloud. The combination of DDoS attacks/mitigation and the Cloud is
an area of interest in the community. Gupta et al. [12] broke down the different types of DDoS
attacks into application layer attacks, protocol attacks and volume-based attacks. They focused on
the attacks in the spectrum of Cloud Computing and looked into the common tools that are readily
available to perform a DoS or DDoS attack. There are various solutions being provided in the area
to reduce the impact of these attacks if not to stop it completely. Shidganti et al. [13] proposed a
model called as Selective Cloud Egress Filtering (SCEF) where a specified modules are deployed to
deal with attacks. Their model focuses on the the creation of a Virtual Machine Monitor (VMM)
to collect the packet metadata from the VMs and then passing it on to SCEF. The SCEF filters
the packets based on attack parameters and helps to stop that particular VM being used as a part
of the attack. The model is in its early stages. They have performed a simulation test of their
model. However, the model has only focused on ICMP Flood Attacks, DNS Reflection Attacks,
SSH Brute Force Attacks and TCP SYN Attacks. The parameters mentioned are not enough to
identify more complex attacks using the same protocols that they have added to SCEF. For instance,
the parameter to detect DNS Reflection Attack is a sharp drop in the inbound//outbound DNS
packet ratio. While this is in theory can be a good identification of DNS Reflection Attacks, there
are other variables like the packet size (query-to-response size), the structure of the DNS query
including parameters like the type, truncation, recursion desired and many more that affect the
attack.



Similarly, there are many other models that are heavily focused on DDoS attack detection in
the Cloud like [14], [15], [16]. Wang et al. [17] implies that there are two major differences in terms
of mitigation of DDoS in the Cloud as compared to traditional on premise infrastructure:

• Since the resources are shared by users of a Cloud, the DDoS mitigation strategies should
consider the isolation principle for the mitigation as well.

• The Cloud Service Provider (CSP) is in a better position to provide mitigation as compared
to the users in the Cloud.

Wang et al. [17] designed a mitigation scheme called DaMask that extends its protection to both
Public and Private Clouds. There are two aspects to DaMask: DaMask-D which is the detection
system and DaMask-M which is the reaction system. Anomaly based detection is used in the
detection system. When a new packet arrives it is filtered and the controller of the slice(virtualized
network) to which it belongs is notified. The Network Controller then checks for the packet for
anomalies and it is then tagged. The tagged packet is moved onto the reaction system if it the
packet is tagged as attack. Based on the type of attack due to the control plane abstraction the
packet would be mitigated. They evaluated their system on Amazon EC2 and reported a detection
rate of 89.30%. They compared their detection scheme with the popular detection application
Snort. Due to the stealth of DDoS attack in the application layer, Snort only had a detection rate
of 6.73%.

Deshmukh et al. [18] did a short survey on DDoS and its effects on the Cloud environment.
The effect of DDoS on Cloud could lead to other services that might be using the same hardware.
Furthermore, they discuss the increase in bill (EDoS, though the name not used) due to a DDoS
attack on the Cloud. They also discuss the VM Neighbor attack (the problem of co-residency) that
could arise out of DDoS. Somani et al. [19] surveyed dedicated to DDoS on the Cloud and provided
Figure 5 showcasing the effects of DDoS attack on the Cloud.

Figure 5: Effects of DDoS on Cloud according to Somani et al. [19]



Most of the effects overlap with each other and it is related to cost. Somani et al. extended
their work in [20] to study the side-effect to non-targets using a simulation.

3. Amplification-based Distributed Denial of Service (ADDoS)

From the traditional command and control style attack, DDoS attacks have evolved into am-
plification attacks. This has been the most common type of DDoS attack in recent years [4] , [21],
and [22]. There are two essential aspects to this type of attack:

1. Reflection: The attacker spoofs the IP packets (IP spoofing) and changes the source address
to the IP of the victim and sends it to some third party entity on the Internet.

2. Amplification: The third-party entities (mostly legitimate services provided like DNS servers)
on the Internet which provide services respond with a bigger packet than what it received
and sends it to the victim because the source IP address is that of the victim. In general the
attacker chooses a query that provides bigger responses. The spoofed packet is generally a
query and the reflector replies back to the victim with an amplified response [23].

Figure 6 shows the link between a reflector and an amplifier. A reflector would only act as a
machine that allows IP spoofing, sending a response to the victim. However, an amplifier would
not only be able to reflect but also to amplify the response thus creating more damage.

Figure 6: Link between Reflector and Amplifier in ADDoS

Therefore, a reflector would only allow for spoofing the source IP to target a victim. However,
an amplifier is also a reflector but would also be able to send a response which has bigger size than
the initial query.

We can observe in the literature (for instance, Ryba et al. [24]) that DrDoS (Distributed
reflective Denial of Service) is the name given to the amplification attack. However, the reflector
also amplifies the packet, so the name does not quite cover that aspect of amplification.

Figure 7 shows how an ADDoS attack is carried out. The main difference between a traditional
DDoS attack and ADDoS attack is the lack of a Command and Control Center. Furthermore, every
query packet that is sent by the attacker is spoofed with the IP address of the victim.



Figure 7: ADDoS attack architecture

Based on our review of the related literature and attack software, we describe the attack process
as follows in Figure 8.

Figure 8: Initiating and Launching an ADDoS Attack

1. Scanning for reflectors: The attacker scans the Internet for public IP addresses that
responds back to a spoofed packet. The attacker spoofs the packet and changes the source
address to one of its own IP and broadcasts this packet on the Internet or particular subnet.
The attacker then goes onto collecting IP addresses of reflectors that replied to the source
address. This means these third-party entities allow IP spoofing.

2. Building the attack vector: Generally the attacker uses common protocols that allow for
amplification like DNS, NTP, CharGen and many more. The attacker tries to combine various



protocols to build a bigger and stronger attack vector. The attacker would try to collect many
reflectors as possible that allows for the most protocols.

3. Consolidating the attack vector: The attacker compiles and consolidates the list of the
reflectors and the amplification it performs based on various protocols. There would be many
variables that are still unknown to the attacker at this point. For instance, the maximum
bandwidth available to these reflectors, whether there is a time out session for replies, or does
the reflector black-list if there are continuous queries etc. The attacker might still be able to
estimate the approximate attack size.

4. Performing attack: The attacker at this point spoofs packets for all the protocols to change
the source IP address to that of the victim. The attacker then sends the query packets to
reflectors and awaits the impact on the victim. Steps (i), (ii) and (iii) might be performed by
the attacker in advance.

3.1. Protocol Breakdown

The protocols generally chosen to perform the amplification attacks are UDP-based. The three-
way handshake and the difficulty in achieving the amplification in TCP is the main hindrance for
TCP based amplification attacks. However Kührer et al. [25] has demonstrated that TCP based
protocols also could be used for amplification attack. A classification of the UDP protocols that
allow for amplification was done by Rossow et al. [26] as shown in Table 1.

Table 1: UDP Protocol [26]

Category Protocol Port(s) Description

Network Services

SNMP v2 161 Monitoring network-attached devices

NTP 123 Time synchronization

DNS 53 (Primarily) Domain name resolution

NetBios 137 Name service protocol of NetBios API

SSDP 1900 Discovery of UPnP-enabled hosts

Legacy Protocols
CharGen 19 Legacy character generation protocol

QOTD 17 Legacy ”Quote-of-the-day” protocol

P2P File Sharing
BitTorrent Any BitTorrent’s Kademlia DHT implementation

Kad Any eMule’s Kademlia DHT implementation

Multiplayer Games
Quake 3 27960 Games using the Quake 3 engine

Steam 27015 Games using the Steam protocol

P2P Based Botnets
ZAv2 164 P2P-based rootkit

Sality Any P2P-based malware dropper

Gameover Any P2P-based banking trojan

A similar study was conducted by Kuhrer et al. [25] for TCP based protocols shown in Table 2.



Table 2: List of TCP based protocols used in ADDoS [25]

Protocol Port(s)
FTP 21
HTTP 80
IMAP 143
IPP 631
IRC 6667
MySQL 3306
NetBIOS 137
NNTP 119
POP3 110
SIP 5060
SMTP 25
SSH 3389
Telnet 23

The research demonstrates that TCP based protocols could be used to perform amplification
attacks.

3.2. Amplification Protocols

The amplification factor varies depending on the respective protocol (TCP or UDP based)
environment of the target and the network setup like firewalls, policies and mitigation solutions.

Furthermore the amplification factor can be divided based on the Bandwidth Amplification
Factor (BAF) and the Packet Amplification Factor (PAF):

BAF =
(len(UDPpayload)amplifierToTarget)

(len(UDPpayload)attackerToAmplifier)

We agree with Rossow to ignore other packet headers because this may change if there is an update
to the protocol.

PAF =
no.OfPacketsFromAmplifierToTarget

no.OfPacketsFromAttackerToAmplifier

The number of requests that was sent by the attacker and the number of packets that the amplifier
responds to is calculated to get PAF.

However, Table 3 denotes the general amplification factor of most protocols. We can see that
most studies focus on measuring BAF and not PAF due to the amplification that can be achieved
with the size of the packet rather than the number of packets that can be sent to the target.



Table 3: Amplification Factor of Protocols as studied by Rossow [26]

Protocol Bandwidth Amplification Factor Vulnerable Command
DNS 28 to 54
NTP 556.9
SNMPv2 6.3 GetBulk request
NetBIOS 3.8 Name resolution
SSDP 30.8 SEARCH request
CharGEN 358.8 Character generation request
QOTD 140.3 Quote request
BitTorrent 3.8 File search
Kad 16.3 Peer list exchange
Quake Network Protocol 63.9 Server info exchange
Steam Protocol 5.5 Server info exchange
Multicast DNS (mDNS) 2 to 10 Unicast query
RIPv1 131.24 Malformed request
Portmap (RPCbind) 7 to 28 Malformed request
LDAP 46 to 55 —
CLDAP 56 to 70 —
TFTP 60 —
Memcached 10,000 to 51,000 —

3.3. Exhaust Rate

The number of amplifiers that the attacker consolidates becomes unusable for the attack and
the list of collected amplifiers are exhausted. Most of the third party entities that are used as
amplifiers had a quick change in status due to various reasons like change of IP address, change of
services provided, and implementation of anti-spoofing or better security architecture. Kuhrer et
al. [27] studied the exhaust rate of amplifiers over a period of 13 weeks as shown in the Figure 9
and this shows a very significant drop.

Figure 9: Drop of amplifiers over the research period of 13 weeks



As shown in Table 4, Kuhrer et al. [27] studied the exhaust rate of popular protocols used in
ADDoS for a period of 13 weeks. There is a huge drop in the number of amplifiers from the initial
scan to just the first week. For instance, the DNS amplifiers reduced by 47.5% and other dropped
by half or more. By the end of week 13, the numbers reduced even further as the DNS amplifiers
available was just 8.2 million as compared to 25 million in the initial scan. The exhaust rate needs
to be factored in terms of a real attack as the studies above show that the exhaust rate of amplifiers
is high.

Table 4: Result of exhaust rate study done by Kuhrer [27]

Initial Scan Week 1 Week13
Protocol (#) (#) (%) (#) (%)
DNS 25,681,450 12,190,302 47.5 8,263,508 32.2
NetBios 2,853,213 1,455,351 51.0 979,266 34.3
NTP 7,269,015 6,859,043 94.4 4,222,060 58.1
SNMP 8,866,748 4,939,118 55.7 3,411,563 38.5
SSDP 5,336,107 3,088,148 57.9 2,067,830 38.8

Kuhrer mentions that one of the major reasons for the effect on the exhaust rate is because
most of the amplifiers were connected to consumer routers and had dynamic IP address with low
IP address lease times. This further supports our observation that the attacker will need to keep
re-scanning to keep their amplifiers list up-to-date.

4. Taxonomy of ADDoS

It is important to have a taxonomy of the constantly changing ADDoS both from an attack and
a mitigation perspective. This would help to better the work being done and to have a holistic
image of the solutions. Colella et al. [23] provided an attack taxonomy in 2014 and categorized
the attack model which is very similar to our categorization for attack. Ryba et al. [24] surveyed
amplification area to a great extent covering a general understanding of amplification attacks and
prevention of amplification attacks. Ryba et al. included survey of IP address spoofing, which is
the major reason for reflection attacks. Rani et al. [28] surveyed on the work done in ADDoS
(DrDoS) though most of the papers in this survey are older compared to Ryba et al.

We believe that these works require an update since the landscape of amplification attack and
mitigation has changed with the advent of new protocols, IoT and different mitigation schemes.

We started by focusing on the important and relevant works that have been done since 2012
on Amplification-based DDoS attack. The work done in this area is fairly recent and hence there
is not a huge list of publications. Some of the work done are very basic, however, we tried to be
as inclusive as possible. Our survey methodology included searching for the following keywords in
IEEE, ACM, Scopus and Google Scholar:

• Amplification attack

• Amplification DDoS

• Amplification DoS

• Reflective DDoS attack



• Reflection attack

• Reflection DoS attack

• Protocol amplification

Based on the results, we generalized and categorized ADDoS literature done into 4 categories
as shown in Table 5.

Table 5: Categorization of ADDoS Literature

Category Description

Category 1:
Scanning

In this category,researchers generally performed an Internet wide scan of IPv4
address ranges and discovered servers that could act as amplifiers and reflectors
and studied their amplification factors, geographic locations,exhaustion rate and
many more [Step1 in modus operandi of ADDoS attacks]

Category 2:
Honeypots

This category of papers focuses on the deployment of amplifier honeypots on the
Internet so that attackers use the honeypots. This would allow the researchers
to collect data and study the type of attacks, the frequency of attacks and the
strength of ADDoS.

Category 3:
Individual
Protocols

This category of papers involves individual protocol based study of amplification
and its mitigation. The most common ones are based on DNS and NTP.

Category 4:
Mitigation

This category includes mitigation techniques provided for one or more protocols
that could be prone to amplification.

This categorization acted as our starting point to further breaking down the work done in each
category to come up with the taxonomy of attack and it’s countermeasures.

4.1. ADDoS Attacks

The study of the literature allowed us to categorize the attack and countermeasures of ADDoS.
The below classification of ADDoS attacks is adapted from Colella et al. [23], in particular by
including the TCP based attacks and additional UDP based attacks. This helps us to provide a
better basic categorization of ADDoS attacks as shown in Figure 10.

An ADDoS attack can either be flow multiplication or payload magnification attack. Flow
multiplication amplifies the number of packets. Smurf attack and Fraggle attacks are examples of
flow multiplication [29]. While payload magnification amplifies the packet size. From an attacker’s
perspective, a small sized query is sent and bigger response is received. We have traffic that is
either UDP based like or TCP traffic which are based on attacks arising from SYN/ACK, RST and
PSH. The most common amplifiers are common protocols like NTP, DNS etc. We have provided a
more detailed review in the sections below.



Figure 10: Classification of ADDoS attack adapted from [23]

4.1.1. Flow Multiplication

We believe that Smurf Attack was the first idea of implementation for an ADDoS type attack
which was prevalent in the early 90s and got popular by the late 90s. The idea was to use the
router as an amplifier in the ICMP echo broadcast. The attacker would would a big number of
ICMP echo request to the broadcast address with spoofed IP of the victim. All the clients within
the network would forward their response to the victim. After few years, this attack was used for
UDP echo requests (Fraggle) [30]. However, most of the router vendors fixed this and there are
hardly any examples of ADDoS attacks in this category [31]. ADDoS attacks have evolved into
Payload Magnification.

4.1.2. Payload Magnification

UDP Based:. Czyz et al. [32] studied NTP protocol [33], and its use in an amplification attack,
in great detail. The OpenNTPProject.org data set [34] was used and they refer to 1,405,186 NTP
based amplifiers that were available to be used in an attack as of 10th January,2014.

Anagnostopoulos et al. [35] studied the DNS protocol [36] and provided a new method of DNS
amplification. Only DNSSEC related records were chosen as amplifiers to perform the attack. The
claim was that this would eliminate all traces pointing towards the actual attacker. They used
the DO flag in the query which responded if DNSSEC was enabled. They were able to achieve an
amplification factor of 44.

MacFarland et al. [37] studied 130 million DNS domains and their associated servers for the
amplification potential. The highest amplification rate was achieved for the ANY query with EDNS.
Similarly, Soliman et al. [38]studied the mitigation of DNS based amplification attacks originating
in the Cloud. They conducted their experimentation in virtual boxes which quite does not capture
the essence of Cloud Computing. They proposed a technique called as Hypervisor Ingress Filtering
technique, where the idea is to utilize the hypervisor as a point of filtering the traffic to legitimatize
the traffic flowing from/to the Cloud.

Gupta et al. [39] looked into stopping amplification attacks by a set of geographically distrusted
routers. Under their provided assumptions, they have shown that they can put an entire halt
to DNS based amplification DDoS attack The incoming attack traffic is rerouted to this Barrier



of Routers (BoR), which will filter the traffic based on a set of criteria provided by the authors.
Beckett et al. [40] investigated the amplification factor in HTTP/2 protocol. The authors claim
that the update from HTTP/1 to HTTP/2 protocol has increased the target vector in terms of
amplification. Some of the server still used HTTP/1.1 and if the request is created using HTTP/2,
the servers need to decompress these requests to HTTP/1.1 and this seems to amplify the response.
For 512 concurrent connections they were able to achieve an amplification factor of 196.3 times for
bandwidth and 173 times for packet.

Ko et al. [41] showcased the amplification attack of SIP protocol in VoLTE service. The flaw
is where a user needs to register a device in the network using SIP. There has been no experimen-
tation done to provide PoC, however, they have provided a method to detect and stop SIP based
amplification attacks in this scenario.

Verma et al. [42] came up with a novel model to mitigate DNS based amplification DDoS
attacks. In this model, the DNS resolvers share the query rate between each other to detect and
stop the attack. They performed a simulation based evaluation and showed that they can mitigate
an attack within a matter of seconds using their technique.

Van Rijswijk-Deij et al. [43] explored DNSSEC protocol to a great extent to understand how
it plays a vital role in DNS amplification attacks. They scanned and queried about 2.5 million
DNSSEC domains in their study to provide a real perspective of the level of DNSSEC contribution
to amplification attacks. The result shows that only the ANY query provides a real threat of 50x
amplification factor and in some cases up to 179x times.

Liu et al. [44] introduced a new method of amplification attack called as the store and flood
distributed reflective DDoS attack on P2P networks. They created and modelled their attack
based on the flows in which how they store the requests and later sending them would receive a
greater amplification rate. They demonstrated their attack on two popular P2P networks; Kad and
BT-DHT. They were able to achieve an amplification factor of 2400x.

More recent studies do show that amplification studies were done on the IoT Mirrors. Though
the underlying protocols remain the same like SSDP and SNMP in the studies. Vasques et al.
[45] studied amplification of different typical IoT devices like Raspberry Pi, ADSL gateway and IP
camera acting as reflectors. One of their main findings was that these IoT reflectors were not able to
reflect anymore traffic once its’ saturation point is reached. For instance, for the IP Camera(while
using SNMP), any attack beyond 6.9kbps had any impact on the amplification.

Gondim et al. [46] recently reconfirmed the previous work by Vasques et al. regarding IoT
devices being used for amplification. Gondim and team focus on SSDP, SNMP, DNS and NTP
and found that most of the IoT devices would saturate before reaching high amplification rates.
Hence, they recommend that IoT devices would not make for good reflectors but can still be used
for injection. Since their numbers are not alarming it would be fairly difficult for detection.

All the above studies show that the popular protocols are able to achieve a high amplification
factor and have been a catalyst in recent attacks as discussed in the introduction. The amplification
factor does fall within the range specified by Kuhrer et al. [27]. For instance, the DNS amplification
factor achieved by Anagnostopoulos et al. [35] is 44 times and the range of amplification factor
provided by Kuhrer et al. [27] is 28 times to 54 times.

TCP Based:. Kührer et al. extended their study to see the possibility of TCP based protocols
being abused as amplifiers [25]. They followed the same methodology for their scanning process
[27], however, they broke down the process into steps:



• They scanned random 20 million hosts to understand the landscape of TCP based protocols
and the most widely used ones.

• From the results of the first scan, they performed an Internet wide scan on the entire IPv4
address range on the most popular TCP based protocols.

For best practices this time, they followed the principles mentioned by Durumeric [47], furthermore,
they distributed the scan of one protocol over 14 hours not be aggressive. They did not complete
the TCP handshake with valid ACK segments and did not send RST packets when receiving
SYN/ACK segments. There are three types of amplifier classification provided based on the TCP
based protocols.

• SYN/ACK – This is the most common flag that was used in which all the amplifiers replied
with a SYN/ACK repeatedly for the SYN segment that was sent.

• PSH – Using this flag, the amplifiers actually send the data without completing the three way
handshake.

• RST – The attack with the use of this flag achieved the highest amplification factor, where
by the protocols went into a loop of sending RST packets.

Table 6: Result of TCP based ADDoS by Kuhrer [25]

SYN/ACK PSH RST
Protocol # Amplifiers AF # Amplifiers AF # Amplifiers AF
FTP 2,907,279 22x 274 103x 5,577 53,927x
HTTP 421,487 60x 241 147x 3,411 432x
NetBIOS 8,863 54x 64 71x 3,087 78,042x
SIP 16,496 1,596x 2 696x 6,306 32,411x
SSH 81,256 80x 391 57x 5,889 29,705x
Telnet 2,112,706 28x 2,353 3,272x 4,242 79,625x

Table 6 shows a breakdown of the number of amplifiers and their amplification factor based on
the three categories discussed above. It is interesting to note that there is a huge amplification
factor available for RST. However, in order to be used in a real attack they also need to allow for
IP spoofing. The authors have not provided any details of whether these amplifiers were reflectors
or not. We assume that these reflectors did amplify as well because it would be vital for performing
an amplification DDoS attack on any system.

4.2. ADDoS Countermeasures

We can look at the countermeasures and break them down as shown in the Figure 11.



Figure 11: Classification of ADDoS countermeasures

In order to deploy or deflect ADDoS attacks, it is sometimes necessary to study the attack
vector. As we have explained above in the modus operandi of ADDoS attacks, the attacker often
starts by performing a scan of the IPv4 address range to find a list of reflectors/amplifiers. There
are studies done [27], [48] where the entire range is scanned for most commonly used protocols for
amplification. In some cases [25] only a segment: a list of fixed protocols on a specific range of
IPv4 addresses in a geographic location is scanned. The researchers then notify the ISPs (Internet
Service Providers) on the probable use of those addresses for amplification-based attacks.

Similarly, honeypots are deployed to study and to deflect real attacks on the Internet. The
honeypots are able to collect and collate a list of IPs that are trying to use the honeypot as a
reflector. These IPs can then be provided to the ISPs to blacklist.

ADDoS defenses can also be categorized based on the deployment. Either the solution devised
is deployed at the reflector-end [49], [50], [51], [52] or at the victim-end [53], [54]. The idea of most
of the solutions at the reflector-end is to focus on IP spoofing. The argument is that the attacks
are cut at its root then it would not require much complicated solutions at the victim-end.

4.2.1. Scanning

Entire IPv4 Range:. Kührer et al. [27] did an Internet wide study of amplification attacks in
2014. They relied on protocol fingerprinting to accumulate as much as information possible about
the amplifiers in their scan.

They selected DNS, SNMP, NTP, SSDP, CharGen, QOTD and NetBIOS protocols for their scan
because they run-server side and are widely used. Due to this they selected protocols that would
have a lower exhaust rate. Their initial step was to create a scanner to identify the amplifiers. They
scanned the entire IPv4 range and distributed the scans over 48 hours to ensure that the scanner is
not blacklisted. Furthermore, they created a reverse DNS which points to the project information
and how to opt-out of the scan.

The scanner sent a request for each protocol that can be used to amplify the traffic. For example,
NTP version request, DNS A look ups, SSDP search request etc. This scanning process was done
over a period of three months every week (Nov 22, 2013 – Feb 21, 2014). While the legality of
such Internet-wide searches are not entirely clear, the authors claimed to have followed the best
practices mentioned by Durumeric et al. [47]. Table 7 shows the result of their scans.



Table 7: Initial scan result for amplifiers on the Internet [25]

Protocols Number of Amplifiers
DNS 25,681,450
SNMP 8,866,748
NTP 7,269,015
SSDP 5,336,107
NetBIOS 2,853,213
CharGen 107,725
QOTD 36,609

There were almost 46 million amplifiers for all UDP based protocols on the Internet. They also
studied the exhaustion rate of the amplifiers for a period of 13 weeks. For a successful attack it
is quite important that the amplifiers used in the attack are updated. So the attacker would have
to scan the range of IP addresses quite frequently if duration of the attack and the strength of the
attack are of interest.

In 2018, Bohte et al. [48] provided an update to the state of amplification attacks. They
performed a similar scan of the entire IPv4 address range. They selected seven UDP based protocols
like QOTD, CHARGEN, DNS, NTP, RIP, MSSQL and SSDP. They performed their scan between
10th October and 14th October of 2017.

Table 8: Results of amplifier scan on the Internet by Bohte et al. [48]

Protocols # of Amplifiers
DNS 8,790,635
NTP 7,745,407
SSDP 4,742,153
MSSQL 148,570
CHARGEN 43,728
QOTD 39,469
RIP 13,522

The numbers provided in Table 8 shows that DNS and NTP accounted for nearly 70%+ ampli-
fiers on the Internet.

Segment Scan:. Fachkha et al. [55] analyzed DNS amplification DDoS /13 address blocks (13
million IPs) on the darknet over a period of 3 months. Generally, we have seen that normal Internet
traffic is scanned. However, in this case, darknet traffic is essentially Internet traffic that is routed
to unused Internet addresses. The authors note that darknet traffic is composed of scanning, back-
scattered and misconfigured traffic; all of which would raise suspicious activity. Their analysis
showed 134 DNS amplification attacks on just a mere 13 million IP addresses over a 3 months
period and the vast majority of the attack queries logged were of ’ANY’ type.

One of the most recent work done is by Kopp et al. [56] which includes the traffic during the
COVID-19 pandemic global lockdown and containment. They provided the current amplification
threat landscape by analyzing the traffic captured at a major Internet Exchange Point (IXP). Their
findings can be summarized as follows:



• About 89.9% of observed ADDoS attack still make use of DNS and NTP protocols. This
further backs up our claim of categorizing these protocols as top enablers of ADDoS.

• 24% of the victims received attacks by the use of more than one protocols. This is in direct
relation to Step 2 and 3 of our modus operandi of how an ADDoS attack is carried out.

• There is an increase of new protocols being used for ADDoS; namely, OpenVPN, WS-
Discovery and ARMS. The authors noticed a rise of 500% more use of OpenVPN within
the measurement period.

Moon et al. [57] argued against the previous authors and their one-time measurement. Moon et
al. proposed a case for having a frequency based measurement service on the Internet. Furthermore,
the queries used for scanning by most authors are criticized by Moon. They believe that there are
various other combinations of queries that could be used to perform amplification. For instance,
the known pattern for DNS amplification is ANY and TXT. Their scans show that new patterns
like LOC, SRV, URI can also significantly contribute to amplification attacks. With this in mind,
they have performed their scan on known public servers from Censys [58] and Shodan [59].They
focused their study on 6 UDP based protocols and they claim that there is a significant variability
in the maximum amplification a server can yield despite similar setup and same software version of
implementation.

Table 9: Comparative study of different ADDoS scans done.

Authors Range Protocols
Date (From –
To)

Kührer et al.
[27]

Entire IPv4
DNS, SNMP, NTP, SSDP, Char-
Gen, QOTD and NetBIOS

Nov 22, 2013 –
Feb 21, 2014

Bohte et al. [48] Entire IPv4
QOTD, CHARGEN, DNS, NTP,
RIP, MSSQL and SSDP

Oct 10 2017 –
14t Oct, 2017

Fachkha et al.
[55]

Darknet (/13 – 13 mil-
lion IPs)

DNS
Feb 1, 2017 –
Apr 30, 2017

Kopp et al. [56] Major European IXP

NTP, DNS, CLDAP, Memcached,
SNMP, SSDP, WS-Discover,
Chargen, ARMS, OPENVPN,
RPC, Device Discovery

Sep 23, 2019 –
Apr 20, 2020

Moon et al. [57]
Known public servers
from Censys [58] and
Shodan [59].

DNS, NTP, SNMPv2, Chargen,
Memcached, SSDP

May, 2019 –
Jun 2019 and
May,2020 – Jun,
2020

The comparative study of scanning as shown in Table 9 helps us to understand that DNS and
NTP still are main contributors for ADDoS on the Internet. However, there are still query patterns
that need to be examined which can still be a contributing factor for these protocols. Recent studies
have shown the the introduction of new protocols also being misused to form ADDoS attack.

4.2.2. Deflect

Honeypots:. Thomas et al. [60] ran a network of honeypot UDP reflectors from July 2014 onward
until January 2017. They created amplifiers that would respond to queries. An attacker would



scan the IPv4 range for possible amplifiers. So the purpose of these honeypots is that they respond
to queries with an amplified response with no BCP38 compliance (implementation to prevent IP
Spoofing) [61]. So the honeypots setup would be used by the attacker because it shows both
reflection and amplification. This would provide great insights into the attack being performed.
Part of their result is shown in Table 10, which indicates the number of attacks per day based on
the protocol.

Table 10: Result of number of attacks per day [60]

Protocol Mean Median
CHARGEN 761 488
DNS 4000 1930
NTP 3860 4130
SSDP 1360 972

Krämer et al. [62] created a honeypot called AmpPot which consists of 21 honeypots deployed
on the Internet. AmpPot supports most of the vulnerable protocols namely DNS, NTP, QOTD,
CharGen, NetBIOS, SNMP, SSDP, SIP etc. They deployed their honeypot from January 2015 to
May 2015.

Figure 12: Result from AmPot [62]

Figure 12 shows the results of the deployment of their honeypot. They monitored over 1,535,322
amplification attacks over a period of 5 months. More than 65% of the attacks involved NTP and
DNS which is similar to the results acquired by others [27] [48].

Krupp et al. [63] modified AmpPot and deployed their honeypot between November 25th, 2015
to May 1st, 2015. They recorded 1,351,852 attacks within this time period. Table 11 shows the
result of each protocol where an attack can be attributable.



Table 11: Result from Krupp et al. [63]

Protocol # of Attacks
QOTD 53
CharGen 353,300
DNS 230,626
NTP 426,962
RIPv1 17,253
MSSQL 863
SSDP 50,965
Total 1,080,022

Aupetit et al. [64] used a modified version of AmpPot to provide the added functionality of
real-time log streaming. Their idea was to implement a visualization technique based on R [65] and
Shiny [66]. The anomalies within the visualization acts as a detection to amplification too. This
allowed the authors to create a custom tool for rule generation to deter amplification.

4.2.3. Deployment

Most of the papers discussed below are protocol based solutions and the viability of deploying
the modification of these protocols are difficult. Furthermore, some of the protocols are maintained
by organizations that need to go through their process to come up with an update of a protocol
and this can be very time consuming. Generally, the proposed systems and implementations are
applied at the Reflector end or at the victim end.

Reflector-End:. Cai et al. [67] have used a behavior based approach to detect and limit DNS
amplification attacks. The authors identified three features to distinguish between a normal and
attack request. Detection is based on frequency of requests, amplification of the traffic passing
through the DNS servers and ratio of the number of response packets to the request packet.

Biagioni [68] looked into UDP amplification over AllNet Protocol. He claims that for preventing
UDP based amplification attacks, there is no need for a complex solution. A simple bitstring can
solve the problem. So every peer using the AllNet protocol requires a bitstring that was originated
from the sender. In this way, if the response does not have the bitstring, it simply drops the packets
and stops reflection at its root. A weak authentication idea of simply checking if the sender is able
to receive packets would largely solve the problem of amplification as he claims that at its core IP
spoofing is the cause.

Figure 13 helps to understand the solution suggested by Biagioni. The latency issues in real-time
implementation is a major challenge to deal with. He did try to address this issue. However, there
could be a DoS attack on the AllNet network itself causing the problems to this implementation.



Figure 13: Simple weak authentication to prevent IP spoofing [68]

Khooi et al. [69] came up with their version of defense against ADDoS named DIDA (Distributed
In-Network Defense Architecture). They suggested to replace the existing access routers with
stateful networking switches with DIDA by the ISP. They have created their prototype using P4
[70]. They have created a test environment and they claim a 99.8% efficiency for DIDA. The real-
life implications of this would be one of the major hindrances for implementation of such solutions.
The complexity of the setup at the network borders are well-known and overhaul of adoption of
such a system would be cumbersome and expensive.

Victim-End:. Choi et al. [71] discussed the fingerprinting servers that could allow CLDAP
(Connection-less Lightweight Directory Access Protocol) to amplify. They discussed an Internet
wide scan for CLDAP reflectors done by Akamai to showcase the potential of this attack. They
suggested to a simple algorithm for a CLDAP reflector to check for incoming traffic to thwart an
amplification-based on CLDAP. The model suggested is theoretical by using a simple filter but
there is no implementation to test its efficiency.

Jing et al. [72] implemented a data oriented hashing technique (sketching) to detect and mitigate
amplification-based DDoS. They evaluated their model using NS3, where they focused on both TCP
and UDP protocols to detect and mitigate DDoS traffic. They focused on employing a Chinese
Remainder Theorem based Reversible Sketch (CRT-RS), at the victim end. They claim that their
mitigation is protocol independent.

The architecture in the Figure 14 shows the process of detection and mitigation. The network



is collected at the edge routers and aggregated. The aggregated CRT-RS has the total network
information of the entire traffic. They have used the following combination formula:

RSaggregated [i][j] =

N∑
n=1

(RSin −n[i][j] + (−1)RSout −n[i][j]) + RSlast

where RSaggregated[i][j]represents the bucket in the aggregatedCRT-RSaggregated, RSin-n[i][j]
and RSout-n[i][j] represent the buckets in CRT-RSin and CRT-RSout, respectively, N is the number
of edge routers (n=1, 2,....,N), i=(1, 2,....,H), j=(1, 2,....,M). RSlast is the CRT-RS that used to
record negative buckets in the previous detection cycle. After each bucket analysis, the anomaly
will be added to a black list as shown in the figure and then the Bloom filters at the edge of the
router help to drop traffic that could potentially be an attack. The cycle carries on expecting to
outperform its last cycle. They performed their experimentation in NS3 simulation and achieved
results that are better than existing methods at the time. However, issues related to performance
on implementations with higher traffic rate would be questionable as is the case for any cycling
mitigation systems.

Figure 14: Proposed system architecture by Jing et al. [72]

Cai et al. [67] have used a behavior based approach to detect and limit DNS amplification
attacks. The authors identified three features to distinguish between a normal and attack request.
Detection based on frequency of requests, amplification of the traffic passing through the DNS
servers and ratio of the number of response packets to the request packet.

Meitei et al. [49] proposed the application of Machine Learning algorithms to detect DNS
amplification attack. They applied various algorithms like MLP, SVM, Decision Tress and NB. The
result was that the Decision Tree classifier model gave the best result. They have mentioned that
they have used publicly available data sets, however, not provided any further information.

Chang et al. [73] followed a more holistic approach of trying to classify the protocols and putting
them into two categories of amplification; amplification number of packets and the size of a packet.



They performed a simulation using tcpdump [74] and tcprewrite [75] where they applied their
algorithm based on some features on a unilateral traffic. They were able to successfully distinguish
between a normal traffic trend and an attack traffic trend.

Jose et al. [76] used Hadoop MapReduce [77] and Chukwa [78] to detect DNS based DDoS
amplification attacks. The research focuses on analysis of DNS logs and using Map Reduce for
finding orphaned queries. They have used the means of tcpdump and tcpreplay to send the modified
packets to the victim to simulate the attack. They have not provided any detailed information on
the results of their implementation.

Xing et al. [79] proposed an SDN (Software Defined Networking) based solution to DNS am-
plification attacks. They claim that their model would be able to detect the attack, protect the
victim and detect the zombies and then isolate them from the SDN networking while still allowing
legitimized requests. They evaluated their model on a simulation environment.

Chen et al. [80] suggested using SDN to detect amplification attacks. They used SDN and
machine learning to detect amplification packets for DNS and NTP with great success. They
claimed to have an accuracy of 99.98%. The accuracy is high but we assume that the overhead for
real-time computation is high too. The re-learning process will need to be always be done and this
is an added task to the mitigation.

Aizuddin et al. [81] used sFlow with security centric SDN to detect DNS amplification attacks.
They were able to detect with an accuracy of 98.00%. Their work was very similar to that of Choi
et al. [71]. However Aizuddin et al. performed a deeper analaysis and compared their work with
Huistra [52] and have concluded that their model works better with a larger number of reflectors
involved.

TTL (time to live) head and amplification factor was monitored in the works of Özdinçer [82] in
SDN-based networks. They ran an experimental setup using DNS protocol to measure the accuracy
of their mitigation system. They used influxdb to write the time series data which is important
aspect of their variable. They replayed the data captured by AmpPot to simulate the attack. The
authors claim that their mitigation system could be extended to other UDP based protocols as well.

Table 12: SDN-Based Mitigation Studies done.

Authors Year Applicability of Solution
Xing et al. [79] 2016 DNS
Chen et al. [80] 2017 DNS and NTP
Aizuddin et al. [81] 2017 DNS
Kim et al. [83] 2017 DNS
Liu et al. [84] 2018 Protocol-Independent

Özdinçer [82] 2019 DNS

It is evident from the Table 12 that there is an increased focus of solution for ADDoS in SDN-
based networks rather than conventional networks due to the programmability and separation of
control plane and data plane.

Most of the previous papers as discussed were protocol based solutions and the viability of
deploying the modification of these protocols are difficult. Furthermore, some of the protocols are
maintained by organizations that need to go through their process to come up with an update of a
protocol and this can be very time consuming.



5. Accessibility of ADDoS

We tried to analyze the ease of an attacker to create/launch an amplification-based DDoS attack
based on two criteria:

1. Availability of resources.

2. Cost of the attack.

5.1. Availability of Resources

We looked into publicly available repositories on Github [85] and were able to survey the freely
available scripts written in various coding languages which supports numerous protocol amplifica-
tions like DNS, NTP, SSDP, SNMP, Chargen, Memcached etc.

Table 14 clearly indicates the wide variety of scripts that could be used to launch an attack.
There is a good choice between the coding languages and protocols available. Most of these scripts
are updated recently that as seen in the latest commit dates of these repositories

5.2. Cost of the Attack

In the study done by Karami et al. [86], they surveyed various booters/stressers that are readily
available online to understand the cost and the protocols they support.

Table 13: Cost of booters/stressers for a month’s subscription [86]

Anonymized Booter Name Supported Protocol Cost in USD*
ANO DNS $6.60
BOO NTPChargen $2.50
CRA DNSSSDP $13.67
GRO NTP,SSDP $5.00
HOR NTP,SSDP $6.99
INB DNSNTP,SSDP $11.99
IPS NTP,SSDP,Chargen $5.00
K-S SSDP,Chargen $3.00
POW SSDP $14.99
QUA DNS,SSDP $10.00
RES DNS,NTP $10.00
SPE DNS,NTP,SSDP,Chargen $12.00
STR DNS,SSDP $3.00
VDO DNS,NTP,SSDP $18.99
XR8 DNS $10.00

* All costs are converted to USD for better comparison as of June 2020

As evident from the Table 13 that most of the stressers focus on DNS, NTP and SSDP protocols.
Most of these attacks are solely relying on amplification attack. These services show that an attacker
with little to no technical skills can hire these services for as low as $2.50 for a month to launch an
attack.
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6. Conclusion and Future Research Direction

We showed how reflection and amplification have changed the landscape of DDoS attacks. The
major obstacle to releasing the full potential of DDoS attacks was the lack of resources available
to attackers. Indeed, it required a huge botnet to launch an attack that could create some serious
damage. However, with amplification-based DDoS attacks in play, lack of resources can be overcome
by using these types of attacks. The impact of these attacks are on a rise and understanding how
amplification works and the various investigations done in this area are quintessential for coming
up with effective solutions.

We believe there are lot of challenges and future research directions that needs to be looked into
by the research community. We have listed a few of them below:

• The utility-based scalable resources of Cloud has captured the interest of the attackers and
the attacks originating from the Cloud are becoming more common and this is an area that
requires more attention not only from the Cloud Service Providers but also from the research
community.

• The impact of an attack in the Cloud also seems to have a ripple effect on the tenant not
only from the point-of-view of resource exhaustion, but also on cost. Furthermore, the multi-
tenancy and co-residency properties of Cloud makes the DDoS attacks more potent as early
studies demonstrate.

• The impact of ADDoS on Cloud has yet to be explored to the best of our knowledge. Often
the problem is the setup of a real-life Cloud infrastructure to study the effects. We have
also seen that the setup of a scalable Cloud infrastructure can get quite complex and would
require a team rather than few researchers trying to simulate a setup. Hence, the research in
this area shows more simulation based studies.

• Each protocol has more than one way to amplify the response. We have seen that there
are extensive studies done on protocols like DNS, NTP etc. However, more recent attacks
have been using outdated protocols like memcached and others. The need for running legacy
protocols has to be reevaluated to identify which one is a catalyst in ADDoS.

• From a governance and implementation standpoint, more efforts should be put in by the ISPs
to implement BCP38. There is huge scope of study in collaboration with the ISPs on why
still some of them have not had the implementation done.

Our comprehensive study of the last few years of research done in amplification-based DDoS
attacks at the time of writing has shown not only the potency and trend of amplification-based
DDoS attacks, but also how easy it has become for someone with/without technical skills to launch
an amplified DDoS attack. The survey of the readily available scripts and the cost of hire-to-DDoS
platforms are evidence for this. The question of whether we have seen the pinnacle of these attacks
is still unanswered. The trend clearly shows more potent attacks and a lot more work needs to be
done to reverse this sharply increasing upward trend.
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