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Abstract In this paper, we consider the physical layer security of cooper-
ative multiple relays networks, where the source tries to communicate the
destination via modify-and-forward (MF) relaying in the presence of eaves-
dropper. More practical, transceiver residual hardware impairments (TRHIs)
and channel estimation errors (CEEs) are taken into account. To improve se-
cure performance and energy efficiency, the K − th best relay is selected since
the best relay is not available due to some schedule and/or other reasons. More
specifically, we investigate the reliability and security by invoking the outage
probability(OP) and intercept probability(IP). To obtain more useful insights,
the asymptotic behaviors for the OP are examined in the high signal-to-noise
ratio (SNR) regime, followed by the diversity orders. The numeric results show
that: 1) The secure performance is improved by employing MF compared with
decode-and-forward (DF); 2) The reliability increases as the total number of
relays increases; 3) There is an error floor for the outage probability due to
the CEEs.
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1 Introduction

With the development of Internet-of-Things (IoT) and Mobile Internets (MIN),
the future beyond fifth generation (B5G) mobile communication networks will
meet the demands of massive connections and ultra-reliable low-latency com-
munications (URLLC) [1–3]. In order to achieve the above demands, secure
communication has been identified as a crucial guarantee for the future wireless
networks. Traditionally, secure communication is ensured by using encryption
algorithms at the transmitter and decryption at the receiver. This not only
imposes extra computational overhead and system complexity but also insecu-
rity with the rapid development of computer technology. In light of this fact,
Physical Layer Security (PLS) has been proposed as an effective way to ensure
security of wireless communication network, which has sparked a great deal of
interests from academia and industry [4,5].

PLS, originally proposed by Wyner [6], investigated the reliable commu-
nication from the point of information theory, which has sparked a great deal
of research interests [7–14]. In [7], authors derived analytical expressions for
non-zero secrecy capacity and the secrecy outage probability of single-input
single-output (SISO) systems over Rician/Nakagami-m fading channels. Au-
thors in [8] focused on the PLS of single-input multiple-out (SIMO) system-
s, and a media-based modulation scheme was proposed. Extending multiple
distributed antenna arrays, Forssell et al. proposed a new physical layer au-
thentication approach of SIMO systems [9]. In [10], the opportunistic access
point selection was used to discuss the outage performance for mobile edge
computing (MEC) network, in which employed selection combining (SC) and
switch-and-stay combining (SSC) two protocols. Regarding to multiple-input
multiple-output (MIMO) cognitive wiretap system, Lei et al. has studied the
secrecy outage probability performance of optimal antenna selection and sub-
optimal antenna selection schemes over Nakagami-m fading channel [11]. For
MIMO system with unknown noise statistics, the authors developed a gen-
eralized maximum likelihood (ML) estimation to detect signals in [12]. For
improving physical layer security, Yan et al. considered a multi-input multi-
output cognitive radio (MIMO-CR) system and derived the secrecy outage
probability analysis by proposed optimal antenna selection (OAS) and subop-
timal antenna selection (SAS) schemes [13]. Employing the large scale antenna
array can improve spectral efficiency and enhance wireless security, in [14] a
large scale MIMO was introduced into the physical layer, with the purpose of
tracking with the short range interception problem, the secrecy performance
of amplify-and-forward (AF) and DF was analyzed.

Cooperative relaying is an effective way to provide diversity gain and en-
hance edge coverage. Thus, cooperative communication has received extensive
research in wireless networks. In the [15], the performance of a multi-carrier
cooperative underwater acoustic communication (UWAC), in which fixed fea-
tures in the underwater channel, has been analyzed. Cao et al. introduced the
cooperative relay technique into conventional underlay/overlay D2D commu-
nications, where proposed adaptive mode selection and spectrum allocation
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schemes to ensure better performance of the cellular and D2D users [16]. With
the advantage of improving network capacity, a Capacity-Optimized Cooper-
ative topology control scheme, in which including the upper layer network ca-
pacity and the physical layer cooperative communications, has been proposed
[17]. The security of cooperative communication networks has also attracted
many researchers [18–20]. In a dual-hop cooperative AF relaying network, the
expressions in terms of the secrecy outage probability and ergodic secrecy ca-
pacity have been derived, for the consideration, an effective secrecy diversity
order has also been investigated [18]. Though small cell networks can meet the
data traffic demands, it is constrained when converting between base stations.
Based on this situation, the achievable sum rate, symbol error rate and out-
age probability in a cooperative transmission mechanism, have been explored
by combining Rician/Gamma fading channels with zero-forcing receivers [19].
In the presence of an eavesdropper and co-channel interference, Vahidian et
al. considered two opportunistic relay selection techniques to achieve physical
layer security, where the first scheme was that the selected relay minimized
the leakage information at the eavesdropper node, the second scheme was that
the selected relay maximized achievable capacity of the destination node [20].
For cache-aided multi-relay networks, Xia et al. discussed secrecy outage per-
formance in [21]. Though the multi-relay cooperative network can reduce the
network complexity and improves the spatial diversity of the network, it does
not make full use of the frequency band. Relay selection has been considered
as an effective scheme to use frequency and ensure the secrecy and protect the
source message in cooperative relay communication, which appears in rich lit-
erature [22–24]. In order to improve the PLS of cooperative wireless networks
and prevent eavesdropping attacks, two protocols, where called AF and DF,
were studied. Considering the existence of eavesdropping, the intercept prob-
ability expressions and the diversity order performance of relay selection was
derived and evaluated, where using asymptotic intercept probability analysis
[22]. Since the opportunistic relay selection has limits in the confidentiality,
two scheme, where the one assumed that the eavesdropping CSI can be known
at any time and the achievable secure rate can be maximized and the other one
assumed a general understanding of the eavesdropper channel and was suit-
able for practical application, were proposed in cooperative networks [23]. Ikki
et al. in [24] investigated the performance of the best-relay selection scheme
in the cooperative networks, where the selected best relay needed to achieve
the maximum SNR at the destination node, and also derived the expression-
s of the outage probability and average channel capacity. Fan et al. in [25]
discussed the outage performance and optimized the cache placement with
multiple amplify-and-forward relay networks, which applied the best relay.
However, the best relay may not be available. The authors in [26] explored
the OP and the throughput by employing a relay selection scheme, where
the HIs and interference were considered. For enhancing work efficiency, Bao
et al. adopted three opportunity relay selection schemes to analyze the PLS
performance in [27].
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In practice, radio frequency (RF) frond-ends are limited by some imperfec-
tions, such as residual hardware impairments (RHIs) [28,29], phase noise [30,
31], non-linear power amplify [32,33] and in-phase/quadrature phase (I/Q)
imbalance [34]. For terrestrial relays that are interfered by co-channel inter-
ference (CCI), Guo et al. in [28] investigated outage probability (OP) and
throughput performance of the considered system under HIs, where a partial
relay selection scheme was used. Considering the impact of RHIs, the authors
analyzed the achievable sum-rate of the unmanned aerial vehicle (UAV)-aided
non-orthogonal multiple access (NOMA) multi-way in [29]. In [30], the authors
focused on the analysis of average symbol error rate (ASER) by different fad-
ing scenarios, where random phase noise was considered. In [31], the authors
proposed a physical layer authentication scheme of MIMO system by jointly
utilizing channel and phase noise, analyzed the security, covertness, robustness
of the proposed scheme, and estimated the channel gain and phase noise. Con-
sidering the high-power amplifier (HPA) non-linear, Balti et al. analyzed the
outage probability (OP), the bit error rate, and the capacity of the cooperative
relaying systems, in which the opportunistic relay selection with outdated CSI
was used to select the best relay [32]. Taking the effect of the HPA, Belkacem
et al. discussed the OP and ergodic sum rate in NOMA systems, and fur-
ther explored the asymptotic OP in the high SNR region [33]. In this respect,
Zhang et al. in [35] proposed four linear precoding techniques to mitigate I/Q
imbalance of down-link massive MIMO systems, namely widely linear zero-
forcing, widely linear matched filter, widely linear minimum mean-squared
error and widely linear block-diagonalization. The security and reliability of
the ambient backscatter NOMA system were studied by deriving analytical
expressions for the outage probability and the intercept probability [34]. In
addition, it is impossible to obtain perfect channel state information (CSI)
due to channel estimation errors (CEEs) [36,5]. In [36], authors analyzed the
security-reliability tradeoff of multiple DF relays networks, where the CEEs
was taken into account. Li et al. in [5] investigated PLS of wireless-powered
decode-and-forward (DF) multi-relay networks by joint considering non-linear
energy harvesters, I/Q imbalance and CEEs.

To further improve the system secure performance, a MF protocol was
originally proposed by Kim in [37], where relay first decodes the received in-
formation and then forwards the modified information to the receiver. The
secure performance can be achieved that the secret can only be shared be-
tween relay and destination via unique CSI. However, eavesdropper can not
decode information since the CSI of between relay and destination is not know
in the eavesdropper. On this basis, the authors have investigated the PLS of
MF cooperative communications [38–40]. Utilizing the principle of physical-
layer-network coding, a novel secure physical layer network coding MF (SPMF)
was proposed in cooperative relay network in [38], without CEEs. Compared
with [38], Vien et al. in [39] discussed the analytical expressions for the secrecy
outage probability of SPMF networks by considering both direct transmission
or relaying transmission scenarios. The authors focused on the secure per-
formance analysis of MF multi-relay and multi-eavesdropper networks, where
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three relay selection criteria are considered according to the level of channel
knowledge acquisition in [40], however, the RHIs was not considered.

The above studies on MF protocol security performance are based on ideal
conditions, however, in real communication systems, this becomes impractical.
Motivated by this, we focuses on the reliability and security performance of
cooperative multi-relay networks, where the K − th best relay is selected to
communicate with destination by using MF protocol. In practice, RHIs and
CEEs are considered. In this study, we assume that all nodes are equipped with
single antenna and all links experience Rayleigh fading and path loss. Specif-
ically, we derive the theoretical analytical expressions of outage probability
and intercept probability. To get more insights, we also study the asymptotic
expressions and the diversity order of the outage probability. Some research
involved non-ideal HIs and imperfect CSI on DF relaying networks in [41–43].
Guo et al. in [41] evaluated the effect of HIs on DF multiple relaying networks,
adopting switch-and-examine combining with post-selection (SECps) schedul-
ing scheme. The authors discussed the OP with HIs in the DF terrestrial re-
lays, where used a multi-relay selection (MRS) and single-relay selection (SRS)
schemes in [42]. In [43], taking the HIs and CEEs two factors, the reliability
performance for a cognitive satellite-terrestrial relay network (CSTRN) was
investigated, and the half-duplex decode-and-forward (DF) mode was adopt-
ed. For the purpose of comparison, the results of DF protocol are provided.
The main contributions of this paper are as follows:

• Different from the most existing works, considering RHIs and CEEs, we
propose a K-th best relay selection scheme. This happens that the best
relay is not available or the best relay is scheduled. Moreover, the MF
protocol is considered by decoding the original information and forwarding
the modified information the destination in the presence of eavesdropper.

• We investigate the reliability of the considered cooperative MF multi-relay
networks by deriving the theoretical analytical expression for the outage
probability. For the purpose of comparison, we consider both ideal condi-
tions and non-ideal conditions.

• We investigate the security of the considered cooperative MF multi-relay
networks by deriving the theoretical analytical expression for the intercept
probability. For the purpose of comparison, the results of the considered
systems with DF protocol are taken into account.

• We further study the asymptotic condition and the diversity order of the
outage probability in the high signal-to-noise ratio (SNR) regime. It illus-
trates that outage probability has error floor at high SNRs in the presence
of CEEs. It also indicates there is a tradeoff between the outage probability
and the intercept probability in the presence of CEEs, RHIs. This means
that the optimal can be obtained by carefully selecting parameter values.

The remainder of this paper is organized as follows. In Section 2, we present
the system model of the considered networks. In section 3, we investigate the
security and reliability by deriving the intercept probability and the outage
probability both non-ideal conditions and ideal conditions. In section 4, we
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Fig. 1 Security analysis model of K − th best relay selection for MF relaying

analyze and discuss the asymptotic behavior and diversity order of the outage
probability under high SNRs. The numerical results are given in Section 5.
Finally, the conclusions are drawn in Section 6.

2 System Model and Statistical Characteristics

We consider a cooperative MF relaying network as shown in Fig.1, which
consists of one source S, one legitimate destination D, one illegitimate eaves-
dropper E, and N relays Rn, n={1, 2, ..., N}. We assume that all nodes are
equipped a single antenna, and the direct link between S and D is absent
due to the heavy blockage [44]. For convenience, we also assume that channel
coefficients about S to Rn, S to E, Rn to E, Rn to D are all marked as hi,
i ∈ (SRn, RnD,RnE,SE).

In practice, owing to CEEs, it is difficult to obtain a perfect CSI. In order
to obtain CSI, some channel estimation algorithms are needed. Additionally,
the path loss is also taken into account in considered networks. For this pur-
pose, linear minimum mean square error (MMSE) is adopted [45]. Therefore,
channels can be modeled as [46,47]:

gi =
hi√
dai

gi = ĝi + ei (1)

where ei, i ∈ (SRn, RnD,RnE,SE), is the CEE with ei ∼ CN (0, σ2
ei), and ĝi

is the estimated channel of real channel gi. d represents the distance from one
node to another node, and α is corresponding path-loss exponent.

The whole communication process is divided into two time slots: 1) S
broadcasts its own original signals x1 to Rn and E; 2) Rn decodes and modifies
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received signals from S, then sends x2 to D and E. Here, x2=x1+∇x, ∇x is
the difference of the the signals sent in the two time slots. For the considered
MF network, in the second time slot, D and E have received modified signals,
and D can recover original signals by the security key between the relays and
the destination, while E cannot. This is because E has no security key between
them, where the security key is the CSI of both relays and destination.
• The first time slot: S broadcasts signals to Rn and E with E

{∣∣x21SRn ∣∣} =

E
{∣∣x21SE∣∣} = 1, the received signal at E, Rn can be uniformly expressed as:

y1i = g1i

(√
P1x1i + ηt,1i

)
+ ηr,1i + n1i (2)

where P1 is the transmit power in the first time slot. α is the path-loss exponent
and di is the distance between nodes. n1i ∼ CN (0, N0) is the single-sided-
noise power spectral density. ηt,1i, ηr,1i are the distortion noises of RHIs at
the transmitter and the receiver, respectively. As stated in [48], the noise is
defined as:

ηt,1i ∼ CN
(
0, δ2t,1iP1

)
, ηr,1i ∼ CN

(
0, δ2r,1iP1|g1i|2

)
(3)

The power of the aggregated distortion at the receiver end is expressed as:

Eηt,1i,ηr,1i = E
{
|g1iηt,1i + ηr,1i|2

}
= g21iP1δ

2
t,1i + g21iP1δ

2
r,1i

= g21iP1

(
δ2t,1i + δ2r,1i

)
(4)

We can see from (4) that ηt,1i and ηr,1i are related to the transmission power
and the channel gain g1i. For the simplicity, the aggregated distortion noise
can be written as η1i. Thus, the received signals at E and Rn can be finally
written as:

y1i = g1i
√
P1x1i + η1i + n1i (5)

where η1i ∼ CN
(
0, δ21iP1

)
is the aggregated distortion noise at the transmitter

and receiver with δ1i =
√
δ2t,1i + δ2r,1i.

• The second time slot: the received signal at Rn is decoded and modified,
then forwarded to D and E. Similarly, the received signals at D and E can be
expressed as:

y2i = g2i
√
P2x2i + η2i + n2i (6)

where i ∈ (RnD,RnE), x2RnD and x2RnE are the signals sending to D
and E with E

{∣∣x22RnD∣∣} = E
{∣∣x22RnE∣∣} = 1, respectively. η2RnE ∼

CN
(
0, δ22RnEP2

)
, η2RnD ∼ CN

(
0, δ22RnDP2

)
are the aggregated

distortion noise at the transmitter and receiver, respectively.
According to (2)−(6), the received effective signal-to-interference plus noise

ratio (SINR) of the all links are expressed as:

γji =
ρj

∣∣∣ĥji∣∣∣2d−aji
ρj

∣∣∣ĥji∣∣∣2d−aji δ2ji + ρjσ2
eji + ρjσ2

eji + δ2ji + 1
(7)
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where in the whole system, the signals transmissions is divided into j phases
with j ∈ (1, 2).

All channels are assumed to follow independently Rayleigh-distributed with
the channel coefficients gji. |gji|2 has an exponential distribution with the
probability density function (PDF) and cumulative distribution function (CD-
F) denoted as

f|gji|2(x) =
1

λji
e

(
− 1

λji
x

)
(8)

F|gji|2(x) = 1− e
(
− 1

λji
x

)
(9)

where λji is the expectation of channel power gain. According to Shannon’s
capacity formula, we can obtain the instantaneous channel capacity as:

Cji =
1

2
log2 (1 + γji) (10)

where the factor 1
2 can be explained that the transmission is completed in two

time slots and γji denotes the effective end-to-end SINR.

3 Reliability and Security Analysis

In this section, we study the reliability and security of the considered sys-
tem in terms of the outage probability and the intercept probability, and the
asymptotic analysis and the diversity orders are carried out. For comparison,
the results of DF protocol are also presented in this section.

3.1 Outage Probability Analysis

According to DF protocol, the end-to-end channel capacity is the minimum
of channel capacities both S to Rn and Rn to D. Thus, the expression can be
presented as:

Cd = min (C1SRn , C2RnD) (11)

In the first time slot, MF is the same as DF scheme [40]. In the second
time slot, DF relay first decodes the received signal and then forwards it with
the same code word to both D and E, however, MF relay first decodes and
modifies the received signal, and then sends the modified signal to D and
E. For eavesdropper, the original information cannot be recovered from the
modified information since it can not obtain the secret key between relay and
destination. For destination, D can recover original information since it has
the secret key between relay and itself according to the CSI between relay and
destination [37]. Hence, for considered MF scheme in the whole transmission
system, the signals sent in the two time slots are different, while the signals
are the same for considered DF scheme.
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In this work, a relay is selected based on K − th the maximum minimum
criteria [49], thus the instantaneous capacity for S to Rn and Rn to D link
can be expressed as:

CI = Kth max min (C1SRn , C2RnD) (12)

n = 1, 2, . . . , N

Outage probability: For a given threshold CT , an interrupt event occurs
when CI is lower than CT . The expression of outage probability can be pre-
sented as:

Pout = Pr (CI < CT ) (13)

Theorem 1 For non-ideal conditions, the expression for OP is presented in

(14), where ψ =
(22CT−1)(ρ1σ2

e1SRn
+ρ1σ

2
e1SRn

δ21SRn+1)

ρ1d
−a
1SRn

−ρ1d−a
1SRn

δ21SRn (2
2CT−1) ,

υ =
(22CT−1)(ρ2σ2

e2RnD
+ρ2σ

2
e2RnD

δ22RnD+1)

ρ2d
−a
2RnD

−ρ2d−a
2RnD

δ22RnD(22CT−1) ). For ideal conditions, i.e., δ2ji =

σ2
eji = 0, the expression of OP is written in (15).

Pout =

K∑
k=1

(
N

k − 1

)(
1− e−

1
λ1SRn

(ψ) × e−
1

λ2RnD
(υ)
)N−k+1

×
(
e
− 1
λ1SRn

(ψ) × e−
1

λ2RnD
(υ)
)k−1

(14)

and

Pout =

K∑
k=1

(
N

k − 1

)1− e
−
(

1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

)N−k+1

×

e−
(

1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

)k−1

(15)

Proof : See Appendix A.

Remark 1: We observe the OP under non-ideal conditions and ideal conditions
are obtained from (14) and (15) for δ21SRn<

1
22CT−1 , δ22RnD<

1
22CT−1 , otherwise,

the OP under non-ideal conditions and ideal conditions is equal to 1. We also
observe that reliability performance is related to the number of relays, fading
parameters and rate threshold. In addition, MF has the same maximum rate
as DF.
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3.2 Intercept Probability Analysis

This subsection studies the security of the considered network with MF and
DF in terms of IP, where RHIs and CEEs are taken into account.

Intercept probability: For a given threshold CT , IP is defined that the chan-
nel capacity at E is greater than the threshold CT and it can be expressed
as:

Pint = Pr (CE > CT ) (16)

where CE represents the capacity on the eavesdropping.
The IP under MF protocol: Two signals are received at E, one modified

by R and one sent by S. Since E does not know the key, the eavesdropping
probability only needs to consider the message sent by S.

Theorem 2 For non-ideal conditions, i.e.,δ2ji 6= 0, σ2
eji 6= 0, and for ideal

conditions, i.e., δ2ji = σ2
eji = 0, the expressions of IP under MF are given in

(17) and (18), respectively.

Pint=e
− 1
λ1SE

(22CT −1)(ρ1σ
2
e1SE+ρ1σ

2
e1SEδ

2
1SE+1)

ρ1d
−a
1SE

−ρ1d
−a
1SE

δ2
1SE

(22CT −1) (17)

Pint=e
− 1
λ1SE

22CT −1
ρ1 (18)

The IP under DF protocol: Unlike MF scheme, for IP, the capacity of S to
E and Rn to E need to be considered. For CSE and CRnE , Selection Combing
(SC) protocol is adopted,i.e.,

Ce = max(C1SE , C2RnE) (19)

And the IP can be expressed as [49]:

Pint = Pr (Ce > CT ) (20)

Theorem 3 For non-ideal conditions, i.e.,δ2ji 6= 0, σ2
eji 6= 0, and for ideal

conditions, i.e., δ2ji = σ2
eji = 0, the expressions of IP under DF are written as

(21) and (22), respectively.

Pint= 1−

(
1− e

− 1
λ1SE

(22CT −1)(ρ1σ
2
e1SE+ρ1σ

2
e1SEδ

2
1SE+1)

ρ1d
−a
1SE

−ρ1d
−a
1SE

δ2
1SE

(22CT −1)

)

×

1− e
− 1
λ2RnE

(22CT −1)(ρ2σ
2
e2RnE

+ρ2σ
2
e2RnE

δ22RnE
+1)

ρ2d
−a
2RnE

−ρ2d
−a
2RnE

δ2
2RnE

(22CT −1)

 (21)

Pint= 1−
(

1− e−
1

λ1SE

22CT −1
ρ1

)(
1− e−

1
λ2RnE

22CT −1
ρ2

)
(22)

Proof : See Appendix B.
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Remark 2 : We find that when δ21SE<
1

22CT−1 and δ22RnE <
1

22CT−1 , the IPs for

the two cases are derived as (22) and (23), otherwise IP is equal to 1. We also
find that the IP is not affected by the number of the realys, i.e., the security
performance can not be improved by increasing or decreasing the number of
relays.

4 Asymptotic Analysis and Diversity Order

To obtain useful insights, we investigate the asymptotic analysis and the di-
versity order of the OP.

4.1 Asymptotic Analysis

Corollary 1: At high SNRs, the asymptotic expressions of OP under the non-
ideal case and ideal case are given as [50],

P∞,niout ≈
K∑
k=1

(
N

k − 1

)
(1− τ)

N−k+1
(τ)

k−1
(23)

P∞,idout ≈

(
N

K

)(
1

ρ1

22CT − 1

λ1SRn
+

1

ρ2

22CT − 1

λ2RnD

)N−K
(24)

Proof : See Appendix C.

Remark 3: We can observe the asymptotic behaviours of OP from Corollary
1: for non-ideal case, we see the asymptotic is a constant when SNR is in the
high region; for ideal case, we can find the asymptotic OP varies with SNR.

4.2 Diversity Order Analysis

To gain further insights, we explore diversity order for OP, which defined as
[51]:

∆ = − lim
ρ→0

logP∞out
log ρ

(25)

where ρ is the average transmit SNR and P∞out is the asymptotic analytical
expression of OP.
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Corollary 2: when ρj →∞ , the diversity order under the non-ideal case and
ideal case are written as, respectively

∆ni = − lim
ρ→0

logP∞,niout

log ρ
= 0

∆id = − lim
ρ→0

logP∞,idout

log ρ
= N −K (26)

Remark 4: Based on the definition of the diversity order, we have the following
insights: 1) The diversity order for non-ideal case is zero due to fixed OP as
the SNR grows to infinity. This means that at high SNR, the diversity order
is irrelevant to system and fading parameters; 2) The diversity order for ideal
case is a non-zero constant as the SNR grows to infinity. This means that the
diversity order depends on the number of relay and the selected number.

5 Numerical Results and Discussion

In this section, we present the analytical and simulation results to verify our
analysis in Sections 3 and 4. In all evaluations, unless otherwise explicitly
specified, we assume that the parameters of those results are set as follows:
σ2
eji = σ2

e , α = 3. Moreover, Monte-Carlo simulations have been conducted

with 104 channels trials.
Fig.2 plots the OP and IP versus the average transmit SNR under the ideal

and non-ideal conditions. We set N=6, K=2, CT = 0.5, σ2
e = 0.3, δi= 0.15,

d1SRn = 1, d2RnD = 0.5, d2RnE = 0.5, d1SE = 1. Firstly, both MF and DF
protocols have the same OP, while MF has better IP performance than DF.
This means that the considered protocol can enhance the security without
compromising reliability. In addition, we can also conclude that there exist
error floors for the OP of the two protocols due to the fixed CEEs. Moreover,
although distortion noise is deleterious to the OP of the considered networks,
it can improve the security performance. Finally, it can be seen that the OP
for the ideal case is lower than that in the non-ideal case, which indicates that
the reliability performance is limited by the imperfect factors.

Fig.3 depicts the OP and IP versus the average transmit SNR for different
numbers of better relays and the distance between the nodes. We set N=4,
CT = 0.5, σ2

e = 0.1, δ1SE= 0.15, δ1SRn = δ2RnD=δ2RnE= 0.1, d1SRn = 1,
d2RnD = 0.5, d2RnE = 0.5, d1SE = 1. It shows that the OP performance is
better as K is smaller, while IP has no change as d=0.5, K={1, 2, 3}. When
K=2, d={0.5, 0.8}, we can observe that the OP increases with the increase of
d, while the IP decreases. Finally, it is shown that there is a tradeoff between
reliability and security.

Fig.4 shows the OP and IP versus the average transmit SNR for differ-
ent path-loss exponent and channel estimation errors (CEEs). We set N=4,
K=2, CT=0.5, σ2

e = 0.1, δ1SE= 0.15, δ1SRn = δ2RnD=δ2RnE= 0.1, d1SRn = 1,
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Fig. 2 OP and IP versus SNR under non-ideal and ideal case
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Fig. 3 OP and IP versus SNR for difference K and d (d2RnD = d2RnE = d1SE = d1SRn =
d)

d2RnD = 0.5, d2RnE = 0.5, d1SE = 1. As can be seen that the OP increases as
σ2
e grows and there exists an error floor under the non-ideal case. It can also be

observed that CEEs have positive effects on the IP of the considered systems.
When σ2

e is 0.3, IP is directly proportional to α, while OP is inversely propor-
tional to α. No matter how the parameters change, IP under MF protocol is
always lower than that under the DF protocol. This means that the consid-
ered protocol can enhance the security. Fig.5 presents that the OP versus the
transmit SNR for different number of relays (N = 4, 5, 6) in the presence of
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Fig. 4 OP and IP versus SNR for difference α and σ2
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Fig. 5 OP versus SNR for different N

non-ideal and ideal conditions. We set K=2, σ2
e =0.3, CT = 0.5, d1SRn = 1,

d2RnD = 0.5, δ1SRn= 0.1, δ2RnD= 0.1. From Fig.5, we can conclude that the
OP decreases as the number of relays increases. This means that the gain is
proportional to the number of relays. Moreover, OP decreases linearly as the
transmit SNR increase in the presence of ideal conditions.

Fig.6 shows the IP versus the transmit SNR for different values of σ2
e . We

set N=4, K=2, CT=0.5, δ1SE= 0.15, δ1SRn = δ2RnD=δ2RnE= 0.1, d2RnE =



Title Suppressed Due to Excessive Length 15

-10 -5 0 5 10 15 20 25 30
10-5

10-4

10-3

10-2

10-1

100

-8 -6 -4

3x10-1

4x10-1

5x10-1

6x10-1

7x10-1

s2
e =0 (black)

s2
e =0.15 (red)

s2
e =0.3 (blue)

MF non-ideal simulated

DF non-ideal simulated

MF non-ideal analytical

DF non-ideal analytical

In
te

rc
ep

t P
ro

ba
bi

lit
y

SNR

Fig. 6 IP versus SNR for different σ2
e
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Fig. 7 IP versus δ for different SNR (δ1SE=δ2RnE = δ)

0.5, d1SE = 1. It can be observed that the effect of CEEs on the IP is relatively
small, which means that the differences of IP among the three CEEs values
can be ignored in high and low SNR regions. From Fig.6, we also have the
following conclusions: 1) The considered MF protocol can significantly improve
the security; 2) CEEs have positive effects on the IP of the considered systems.
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Fig. 8 IP versus δ for different CT

In Fig.7, IP is plotted versus the RHIs for different averaged transmit SNR
values. We set N=4, K=2, CT = 0.5, σ2

e =0.3, d2RnE = 0.5, d1SE = 1. From
Fig.7, we can conclude that the ability to resist eavesdropping is enhanced
with the increase of δ for both MF and DF. This also shows that MF protocol
has better security than DF.

Fig.8 illustrates the IP versus distortion noise parameter for different CT .
N=4, K=3, σ2

e =0.2, d2RnE = 0.5, d1SE = 1. We can observe that the IP
decreases with the increase of CT for both MF scheme and DF scheme, and
we can also observe that IP is inversely proportional to hardware impairments.
This means that the security can be enhanced by the increase of distortion
noise.

6 Conclusion

In this paper, we consider the reliability and security of multi-relay networks
by presenting a new MF protocol, where the two factors of RHIs and CEEs
are taken into account. Specifically, the exact expressions of the OP and IP
have been derived. Numerical results reveal that: (i) the MF is effective for
system security compared with the DF; (ii) the Kth (Kth >1) best relay
selection schemes can solve the best relay unavailable. (iii) RHIs and CEEs
have detrimental impact on reliability; and (v) there exists error floors for the
OP due to the CEEs.
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Appendix A: Proof of Theorem 1

For non-ideal condition, we set δ2ji 6= 0, σ2
eji 6= 0, the proof starts by simplifying

(13) to the following form as

Pout = Pr (CI < CT )

=Pr
(
Kth max min (C1SRn , C2RnD) < CT

)
n=1,2,...,N

=

K∑
k=1

(
N

k − 1

)Pr(min(C1SRn , C2RnD) < CT )︸ ︷︷ ︸
I1


N−k+1

×

1− Pr(min(C1SRn , C2RnD) < CT )︸ ︷︷ ︸
I2


k−1

(A.1)

where the whole calculation is divided into two parts, ie., I1 and I2. Firstly,
I1 can be represented as follows:

I1= 1− Pr(Y1SRn ≥ 22CT − 1)︸ ︷︷ ︸
I3

Pr(Y2RnD ≥ 22CT − 1)︸ ︷︷ ︸
I4

. (A.2)

From (A.2), it can be seen that I1 is composed of I3 and I4. Next, we
calculate I3 and I4, respectively.

I3 = e
−

(22CT −1)(ρ1σ
2
e1SRn

+ρ1σ
2
e1SRn

δ21SRn
+1)

ρ1d
−a
1SRn

−ρ1d
−a
1SRn

δ2
1SRn

(22CT −1) (A.3)

I4 = e
−

(22CT −1)(ρ2σ
2
e2RnD

+ρ2σ
2
e2RnD

δ22RnD
+1)

ρ2d
−α
2RnD

−ρ2d
−α
2RnD

δ2
2RnD

(22CT −1)
)

(A.4)

Substituting both (A.3) and (A.4) into (A.2), I1 can be written as:

ψ =
(22CT − 1)(ρ1σ

2
e1SRn

+ ρ1σ
2
e1SRn

δ21SRn + 1)

ρ1d−a1SRn
− ρ1d−a1SRn

δ21SRn(22CT − 1)

υ =
(22CT − 1)(ρ2σ

2
e2RnD

+ ρ2σ
2
e2RnD

δ22RnD + 1)

ρ2d−a2RnD
− ρ2d−a2RnD

δ22RnD(22CT − 1)
)

I1 = 1− e
− 1
λ
1SRn

(ψ)
× e
− 1
λ
2RnD

(υ)
(A.5)

Then, I2 also can be obtained, it can be calculated as:

I2 = e
− 1
λ
1SRn

(ψ)
× e
− 1
λ
2RnD

(υ)
(A.6)

Substituting between (A.5) and (A.6) into (13), we can get the expression
of (14), and we can obtain the expression of (15) by setting δ2ji = σ2

eji = 0.
Then, we can get the proof for Theorem 1.
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Appendix B: Proof of Theorem 3

We first simply (20), and then the (20) is presented as following:

Pint = Pr (Ce > CT )

= Pr (max(C1SE , C2RnE) > CT )

= 1− Pr (C2RnE ≤ CT )Pr (C1SE ≤ CT )

(B.1)

Substituting (9) and (10) into (B.1), then (21) and (22) can be obtained,
respectively. And we can get the proof of Theorem 3.

Appendix C: Proof of Corollary 1

For OP in the non-ideal case, we first simplify (14) with SNR is in high region,
and the expression of OP is written as follows:

P∞,niout =

K∑
k=1

(
N

k − 1

)(
1− τe−µ

)N−k+1

×
(
τe−µ

)k−1
ξ1 =

22CT − 1

d−a1SRn
− d−a1SRn

δ21SRn(22CT − 1)

ξ2 =
22CT − 1

d−a2RnD
− d−a2RnD

δ22RnD(22CT − 1)

µ = ξ1
1

λ1SRnρ1
+ ξ2

1

λ2RnDρ2

ξ3 =
σ2
e1SRn

+ σ2
e1SRn

δ21SRn
d−a1SRn

− d−a1SRn
δ21SRn(22CT − 1)

ξ4 =
σ2
e2RnD

+ σ2
e2RnD

δ22RnD
d−a2RnD

− d−a2RnD
δ22RnD(22CT − 1)

W = ξ3
22CT − 1

λ1SRn
+ ξ4

22CT − 1

λ2RnD
(C.1)

where τ = e−W , its obvious that ρj → ∞,i.e., µ → 0 and e−µ → 1. Thus,
the asymptotic expressions of OP with the non-ideal case can be presented in
equation (23).
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For OP in the ideal case, similarly, e
−
(

1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

)
→ 1 is approx-

imately equal to 1. Thus, we can derive the following formula:

P∞,idout ≈
K∑
k=1

(
N

k − 1

)(
1− e−

(
1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

))N−k+1

×
(
e
−
(

1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

))k−1
≈

K∑
k=1

(
N

k − 1

)(
1− e−

(
1
ρ1

22CT −1
λ1SRn

+ 1
ρ2

22CT −1
λ2RnD

))N−k+1

≈
K∑
k=1

(
N

k − 1

)(
1

ρ1

22CT − 1

λ1SRn
+

1

ρ2

22CT − 1

λ2RnD

)N−k+1

≈

(
N

K

)(
1

ρ1

22CT − 1

λ1SRn
+

1

ρ2

22CT − 1

λ2RnD

)N−K
(C.2)

After the approximate calculation, we can get the asymptotic expressions
of OP with the ideal case.
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