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ABSTRACT   

The analysis of link loss is one of the first and most important steps for the design of an optical communication system. 

This is particularly vital in quantum communications systems where the information is encoded at the single photon level, 

and the quantum optical signal cannot be amplified deterministically. In most cases, the desired quantum bit error rate and 

secure key rate can only be achieved by minimizing the link attenuation and the background noise level in the quantum 

communication system.  

In optical fiber implementations, the transmission distance is inherently limited by the loss per unit distance of the optical 

fiber, meaning fully global coverage is not readily achievable with the current optical fiber backbone networks. To 

overcome the terrestrial link limitations for quantum communications, long-distance free-space links, using low-Earth orbit 

satellites are being proposed and implemented. Due to the optical link length, the main contributors to link losses are 

geometric loss, atmospheric attenuation, and losses associated with pointing and tracking errors. The total link loss is 

dominated by the geometric loss, therefore, it is important to analyze its importance in relation to the quantum 

communications link.  

In this paper, the loss of a low-Earth orbit satellite-to-ground (downlink) quantum communication link is analyzed. The 

analysis includes losses associate with the channel (geometric and atmospheric) and the receiver system. This paper also 

compares the data of a known satellite quantum communications mission, highlighting trade-offs in investment for satellite 

platform and optical ground station. Based on the link loss analysis, decoy state BB84 and E91 protocols were chosen to 

demonstrate the link performance under an example scenario. The work contributes to the design of the optical ground 

station for a CubeSat mission. 

Keywords: quantum communication, satellite quantum key distribution, link analysis, quantum technology, single-photon 

detection, optical ground station 

 

1. INTRODUCTION  

Secure communication protocols are essential for protecting everyday electronic communications, from sending instant 

messages to financial transactions. As our reliance on electronic communications grows, so do the threats from malicious 

parties. In particular, there is growing potential threat of a universal quantum computer 1, which could make many of 

today’s commonly used public key communication protocols insecure. In a world where a universal quantum computer, 

of sufficient size, exists, post-quantum communications and quantum communications seek to provide viable solutions to 

counter attacks 2,3.  

Quantum communications seek to address potential attacks by malicious parties by encoding information onto quantum 
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bits (qubits) using one (or more) degree of freedom of the information carrier (typically a photon) in two conjugate basis 

sets 3. Quantum phenomena, such as quantum superposition and quantum entanglement, are used to construct quantum-

equivalent communication protocols for key distribution 4–9, digital signatures 10–14, finger-printing 15,16, oblivious transfer 
17, random number generation 18 , and bit-commitment 19. Quantum key distribution (QKD) is the most mature protocol, 

having been explored extensively in the laboratory and dark-fiber infrastructure 20–22.  

Although quantum phenomena have allowed the construction of secure communication protocols, the underlying quantum 

properties make it challenging to amplify or repeat a quantum signal in transit without adding noise 18,23–26. Those 

challenges have led to satellite-based quantum communications being identified as the most efficient route to a global 

coverage 27.  

Satellite-based quantum communications saw a surge in interest in 2016, when the first quantum capable satellite was 

launched into orbit 28. The research area is flourishing, with research teams working on feasibility studies 29–31, verification 

tests with existing satellites 32–35, technology demonstrations with CubeSats 36,37, and demonstrating satellite-to-ground 

QKD links using weak-coherent pulses and entangled states 38,39. As teams move towards satellite demonstrations of 

capability, accurate modelling of the long free-space link is critical for mission success 40. 

Here we present link loss analysis of a low-Earth orbit (LEO) satellite-to-ground (downlink) quantum communication link. 

The analysis concentrates on the geometric loss and its dependence on different variables, for instance, link distance, 

divergence angle, operating wavelength, aperture of receiving/transmitting telescopes. We also present analysis for other 

losses in the link from the atmosphere and system design (telescope obscuration, detector efficiency, and acquisition, 

pointing and tracking (APT). We compare the link loss model against a known satellite quantum communications mission 
39, highlighting trade-offs in investment for satellite platform and optical ground station (OGS). The results from link loss 

analysis were then used to analyze the link performance for both decoy BB84 and E91 protocols. The work in this paper 

is being used to justify resources and requirements for the optical ground station of a CubeSat mission. 

2. LINK LOSS ANALYSIS 

The estimation of optical loss, in the context of secure communication, is considered more important for QKD than for 

classical communications since quantum signals are much weaker and cannot be easily amplified 37,41,42. The ideal 

efficiency of a quantum link can only be achieved by decreasing the channel attenuation and background noise, so that 

successful QKD links can be established. There are several factors that contribute to channel losses 41-43, including 

geometric loss, atmospheric loss, loss induced by the structure of the telescopes, detector loss, and APT system. This 

section discusses each of these contributions to the link budget, outlines a scenario using a CubeSat and estimates the link 

budget for that scenario. The link budget value will then be used in the next section to estimate the performance of different 

QKD protocols. 

 

 

Figure 1. Schematic illustration of the beam spread effect when the light propagates from transmitter main mirror (left) to the 

receiver main mirror (right). L - link distance; 𝜃 – divergence angle of the light beam;  𝜂𝑎𝑖𝑟 - the overall transmittance of the 

Earth’s atmosphere; Pt - the power of the light beam at the transmitter main mirror; Tt - the efficiency of transmitting system; 

Dt - the aperture diameter of transmitter;  Tr -the efficiency of the receiving optical system; Dr – the aperture diameter of 

receiver; TAPT - the loss introduced by the APT system.    

2.1 Geometric loss 

Geometric loss, or diffraction loss, refers to the loss due to the beam spread effect 44 when it propagates from the satellite 

to the optical ground station. Figure 1 shows an illustration of the beam spread effect when a light beam propagates from  
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the transmitting telescope main mirror (left) to the receiving telescope main mirror (right). Here, we assume that the laser 

power before  the transmitting telescope main mirror is 𝑃𝑡, the efficiency of the transmitter optics is 𝑇𝑡, the efficiency of 

the receiver is 𝑇𝑟 and 𝑇𝐴𝑃𝑇  represents the loss introduced by the APT system. 𝜂𝑎𝑖𝑟  is the atmosphere’s transmittance used 

to describe the overall effect induced by the Earth’s atmosphere. The ratio of the power measured at the receiver point to 

the total power sent from the transmitter can be expressed by 

                                                                     
𝑃𝑟

𝑃𝑡
=

𝐷𝑟
2𝑇𝑡𝑇𝑟(1−𝑇𝐴𝑃𝑇)𝜂𝑎𝑖𝑟

(𝐷𝑡+𝐿𝜃)2                                                                                    (1) 

Since the focus is on the geometric loss in this section, other contributions are negated. The transmitting system was 

designed to work near the diffraction limit. A coefficient m is introduced to describe how close the actual far-field 

divergence angle of the laser beam is to the theoretically perfect case (2.44𝜆/𝐷𝑡). The geometric loss (in dB) can then be 

rewritten as:  

                                                                      
𝑃𝑟

𝑃𝑡
= 20𝑙𝑜𝑔

𝐷𝑟𝐷𝑡

𝐷𝑡
2+2.44𝑚𝐿𝜆

                                                                                   (2) 

     

 

Figure 2. The effect of various parameters on the geometric loss. Here Dr represents the aperture diameter of receiver in meters 

and Dt is the aperture diameter of transmitter in meters. a) geometric loss vs link distance; b) geometric loss vs beam quality 

factor m;  c) geometric loss vs operating wavelength when link distance equals to 500 km; d) geometric loss vs beam 

divergence angle; Geometric loss and its dependence on both receiver aperture and transmitter aperture at link distance of e) 

500 km and f) 1000 km. In each case the operational wavelength 𝜆 = 780 𝑛𝑚 except (c). The link distance, L, was 500 km 

except in (a) and (f). 

Figure 2 (a)-(c) shows that the geometric losses increase when the link distance, beam quality factor m, or operating 

wavelength increase. Another common effect shown in these three figures is that, the red line case (Dr = 1 m and 

Dt = 0.3 m) performs best, the pink case (Dr = 0.4 m and Dt = 0.08 m) performs worst, with black and blue line cases lying 

within these extremes. Figure 2 (a) presents the geometric loss and its dependence on the link distance, ranging from 

500 km to 1200 km, for four chosen cases. Within this figure the red line case has the lowest geometric losses of less than 
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-15 dB at 500 km link distance, and slightly over -20 dB at 1200 km, while the values are about -32 dB at 500 km, and -

40 dB at 1200 km for the pink line case. The beam quality factor in Figure 2 (b) was introduced in this work to determine 

the performance of the transmitting optics if the system was not operated near the diffraction limit. Figure 2 (b) also 

demonstrates that when the beam quality factor m rises, the transmitting optics performs worse and the loss increases for 

all four cases. Figure 2 (c) highlights that a shorter wavelength can enable a lower loss link, when other parameters of the 

system are fixed, however there are other known issues that arise when transitioning to shorter wavelengths 29. 

The far-field divergence angle of the laser beam from the transmitter plays an important role in a QKD link. To effectively 

reduce the link loss, the divergence angle of a quantum signal must be as close to the diffraction limit as possible. To 

achieve this condition, the size of the transmitting telescope needs to be chosen carefully and designed to eliminate 

aberrations. Figure 2 (d) indicates that the red line case (Dt = 0.3 m) has better performance than that of the blue line case 

(Dr = 0.08 m), which agrees well with previous theoretical models. The trend is that the geometric loss increases when the 

far-field divergence angle does too. In Figure 2 (d), only the divergence angle is varied, however both transmitter and 

receiver telescope diameters were fixed. As a general rule, larger telescope apertures mean smaller far-field divergence 

angles, however, the volume and weight of the telescope necessarily increases, especially for the transmitter on the satellite, 

which will induce challenges to the APT requirements. Figure 2 (e) and (f) illustrate the effects of aperture sizes of both 

transmitter and receiver on the diffraction loss, for link ranges of 500 km and 1000 km, respectively. The values embedded 

in these two sub-plots are loss numbers expressed in dB units so that it is straightforward to look up loss numbers for 

specific settings of telescope sizes. The results show that increasing the diameter of both transmitter and receiver provides 

the most benefit.  

 

Figure 3. Atmospheric transmittance over 500-2000 nm spectral range for a 500 km vertical path on a cloudless, rainless 

summer day in rural area (visibility range 23 km).  

2.2 Atmospheric loss 

When light propagates through the Earth’s atmosphere, absorption, scattering and turbulence are three main effects that 

need to be considered 45. Low loss atmospheric windows occur for wavelengths, such as 650 nm, 850 nm or 1550 nm, 

which are typically used for free-space optical communications. If a low loss window is chosen for operation, then 

absorption can be greatly reduced (see Figure 3). The total attenuation coefficient of the atmosphere is made up of 

absorption and scattering coefficients of the molecules and particles, respectively. In the visible and short-wave infrared 

range, the atmospheric loss is predominantly caused by the absorption from water vapor and scattering from various 

particles, such as dust, haze, aerosols.   

MODTRAN 46, a computer program designed to model the propagation of electromagnetic waves through the Earth’s 

atmosphere, was used to estimate the atmospheric total transmittance coefficient in this work. During the modelling and 

analysis, we assumed that the observer is located on a satellite orbiting at an altitude of 500 km, and the target is located 

on the ground. The spectral range used in the analysis is between 500 nm to 2000 nm. Our analysis shows that the 

atmospheric transmission is strongly influenced by both the aerosol and the visibility range (Figure 4), weather conditions 
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especially rain (Figure 5) and path lengths (Figure 6) for fixed orbiting altitudes. The term visibility 47, or surface 

meteorological range, refers to the distance at which the contrast of a given object with respect to its background equals 

the contrast threshold. Visibility is usually measured with 550 nm wavelength collimated light beam, measuring the 

distance when it is attenuated to a specific fraction (5% or 2%) of its original power.  

 

 

Figure 4. Atmospheric transmission for a 500 km vertical path for various aerosol and visibility conditions. The desert aerosol 

with 50 km visibility has highest transmittance, followed by two aerosols both with 23 km visibility, and two aerosols both 

with 5 km visibility. Rural locations have higher transmittance than urban and maritime aerosols when the visibility is the 

same, such as 23 km and 5 km.  

 

Figure 5. Various rain conditions and their effects on the atmospheric transmittance. The rural aerosol with 23 km   visibility 

range is chosen here as default for all four cases. Transmittance for drizzle (red), moderate (yellow) or extreme rain (purple) 

drops close to zero, different from the no-rain condition (blue). From this figure, we see that operating optical communications 

between 500 nm and 2000 nm is only feasible when there is no rain, an important note for commercial service. 
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2.3 Other losses 

In addition to geometric and atmospheric loss, other losses in a QKD communication system originate from the telescope 

structure, single-photon detector (SPD) detection efficiencies, and the APT components.  

The Cassegrain telescope is widely used in radar and communication systems 48. Although its aperture size can be made 

relatively large, and optimized to eliminate chromatic, spherical, and other aberrations, it frequently has a central 

obstruction that partially blocks the incoming laser light, introducing additional losses. Here, we consider a Cassegrain 

reflector that is described by the obstruction ratio, which is defined as the ratio of the diameter of secondary mirror to that 

of the primary mirror. The fundamental Gaussian mode is used for the calculation. Cassegrain telescopes typically have 

an obscuration ratio of 0.4, corresponding to a loss of approximately -1.6 dB. 

SPDs are a critical technology for QKD 49 systems. When it comes to the link loss, one of the most important parameters 

of the single-photon detectors is their detection efficiency. For the purposes of this paper, we model free-space coupled 

silicon single-photon avalanche diodes (SPAD), which typically have a detection efficiency of approximately 60% at a 

wavelength of 780 nm, the chosen operational wavelength used in this modelling, which is equivalent to an induced loss 

of -2.21 dB.  

The divergence angle needs to be small in a long-distance QKD free-space link so that the loss can be minimized as 

highlighted in Figure 2 (d). However, a narrow divergence angle requires the implementation of a high-precision APT 

system, typically with μrad resolution. Although APT technology has been verified in free-space laser communications 

50,51, it could still be improved to reduce the loss contribution for QKD applications. When the APT components of QKD 

are designed, one must consider and compensate for the pointing ahead requirement due to the fast movement of the 

satellite and the installation offset of the ground beacon laser 52. The loss in the APT system for satellite-to-ground QKD 

link originates from two sources. The first one is the random altitude jitter due to micro-vibrations and thermal effects 

within the micro-satellite, which induces discrepancies between the pointing position and the actual position of the target. 

The second contribution is caused by the random pointing jitter of the tracking optical axes 51-53. The pointing probability 

density is believed to follow the Rician function 54, and the APT loss can be calculated for a Gaussian profile laser beam. 

 

Figure 6. Slant path atmospheric transmittance for elevation angle range from 10 to 90 degree. The elevation angle is with 

respect to the horizontal plane. Other parameters used here are rural aerosol with 23 km visibility, no clouds, sub-arctic summer 

climate and 500 km altitude. Results indicate that a longer transmission path through the atmosphere will lead to higher losses. 

To give an example of performance for the CubeSat mission, we define the following losses from this section: geometric 

loss of about -27dB for a 500 km vertical QKD link if the aperture diameters of transmitter and receiver are 8 cm (CubeSat) 

and 70 cm, respectively (Figure 2). With cloudless and rainless weather conditions, the atmospheric loss is approximately 

-1 dB in rural areas (visibility range of 23 km) for 500 km vertical QKD link. The Cassegrain structure loss is 

Proc. of SPIE Vol. 11540  1154007-6
Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 22 Sep 2020
Terms of Use: https://www.spiedigitallibrary.org/terms-of-use



approximately -1.6 dB for 40 % central obstruction ratio. The loss introduced by the single-photon detector is about -

2.21 dB for a detecting efficiency of 60% at the wavelength of 780 nm. If the APT system has an efficiency of 50%, it 

induces a -3 dB loss. Therefore, the total loss for this scenario, disregarding the receiver system loss and turbulence, is 

approximately -35 dB. This loss value will be used in the next section to estimate the highest secure key rate that could be 

achieved using a QKD payload when the CubeSat flies directly over the OGS.  

3. LINK PERFORMANCE 

Given the losses of the channel, two protocols have been studied under different conditions, decoy BB84 55 and E91 56 in 

order to estimate their performance in a free-space scenario. Both are polarization-based implementations. 

Decoy BB84 is a version of the original BB84 protocol where different intensity levels are applied to the pulses, so a better 

estimation of the quantum bit error rate (QBER) and a more efficient privacy amplification procedure can be performed. 

Historically, this protocol allowed an extension of the maximum achievable transmission distance of QKD  to hundreds of 

kilometers 57. Today, it is the most widely used protocol and many others have incorporated the idea of using decoy states  

58,59. 

To estimate the secret key rate (SKR) and the QBER of the protocol, the model is based on the equations derived from the 

notorious GLLP work 60,61 

                                                𝑅 ≥ 𝑅𝑠𝑖𝑓𝑡𝑒𝑑 ⋅ {−𝑄𝜇 ⋅ 𝑓 ⋅ ℎ(𝑄𝐵𝐸𝑅𝐵𝐵84) + 𝑄1[1 − ℎ(𝑒1)]}                                                 (3)                        

where 𝑅𝑠𝑖𝑓𝑡𝑒𝑑 is the number of detections at the receiver after applying the basis reconciliation, 𝑄𝜇 is the quantum signal 

gain, 𝑄𝐵𝐸𝑅𝐵𝐵84 is the total error of the communication, ℎ(⋅) is the binary entropy function, 𝑄1 is the gain from the 1-

photon pulses and 𝑒1 is their associated error. 

Making use of the decoy states, an estimation of 𝑄1 and 𝑒1 can be done using the following linear system for each of the 

decoy states, 

                                                                        𝑄𝑠 = ∑ 𝑃𝜇(𝑛)𝑌𝑛
∞
𝑛=0                                                                                       (4) 

                                                                      𝐸𝑠𝑄𝑠 = ∑ 𝑃𝜇(𝑛)𝑒𝑛𝑌𝑛
∞
𝑛=0                                                                                 (5) 

where 𝑃𝜇(𝑛) = 𝜇𝑛𝑒−𝜇/𝑛! is the probability of having n photons in a pulse and follows the Poisson distribution, 𝑌𝑛 is the 

conditional probability that a signal will be detected by Bob, 𝑄𝑠 and 𝐸𝑠 are the gain and error observed in each signal, 𝑒𝑛 

is the error of the pulses with n photons and 𝜇 is the mean photon number. 

Finally, 

                                                                                𝑄1 = 𝑌1𝜇𝑒−𝜇                                                                                       (6) 

Different from BB84, the E91 protocol exploits the unique property of entanglement as unit of information where specific 

photon detection correlations provide knowledge of the measured quantum state via Bell state measurements  62–64. The 

original protocol envisioned the use of quantum particles where entanglement was achieved via discrete spin correlations56, 

however, since then entanglement was also shown to be a property of specific photonic systems exploiting spontaneous 

parametric down conversion (SPDC) generation and manipulation of photon pairs 65–67. Over the past few decades, several 

works have demonstrated the versatility of entangled photon generation and its use in the context of secure quantum 

communications, however, most of these works still rely on a fiber-based optical infrastructure 68–70. Recently, attention 

has been directed to satellite-based optical system to take advantage of limited loss for selected operational wavelengths, 

longer transmission distances and scalability of free-space setups 36,71. 

In the context of satellite quantum communications, the architecture envisioned for the E91 protocol assumes that a LEO 

satellite functions as a state generation station, with the source of the entangled photon pairs, as well as an onboard receiver 

unit where partial state measurement is already performed. The remaining partial state is then sent via a downlink channel 

to a ground station where entanglement swapping is performed and total state reconstruction/key generation is achieved. 

It is important to stress that the present model assumes that the entanglement generating source produces correlated photon 

pairs via SPDC deterministically with unity efficiency within an operational period T. This might be considered a strong 

assumption especially since realistic sources are intrinsically probabilistic 72–74, however, this can be easily accounted for 

in the theoretical estimations simply by rescaling the overall generation rate by a multiplicative factor. As for the BB84 

protocol, the E91 is fully characterized by the SKR and QBER which define the rates of final key generation and 
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experimental error of sifted bits respectively. Based on the model of  75, it is possible to define the SKR, R, of E91 as 

follows: 

                                                                        𝑅 =  
1

2
𝑃𝑠𝑢𝑐𝑐ℎ(𝑄𝐵𝐸𝑅𝐸91)

1

𝑇
                                                                           (7) 

where Psucc is the probability of successfully creating a link between the satellite and ground station, ℎ(⋅) is the binary 

entropy function, 𝑄𝐵𝐸𝑅𝐸91 is the QBER of the protocol, T is the operational period of the entanglement source and the ½ 

factor reflects the measurement basis selection similarly to the BB84 protocol. The 𝑄𝐵𝐸𝑅𝐵𝐵84 and 𝑄𝐵𝐸𝑅𝐸91 , can be 

expressed as the sum of several independent contributions: 

                                        𝑄𝐵𝐸𝑅𝐵𝐵84 = 𝑄𝐵𝐸𝑅𝑑𝑎𝑟𝑘 + 𝑄𝐵𝐸𝑅𝑏𝑎𝑐𝑘𝑔𝑟𝑜𝑢𝑛𝑑 + 𝑄𝐵𝐸𝑅𝑐𝑜𝑑𝑖𝑛𝑔                                                    (8) 

                                                    𝑄𝐵𝐸𝑅𝐸91 = 𝑄𝐵𝐸𝑅𝑑𝑎𝑟𝑘 + 𝑄𝐵𝐸𝑅𝑏𝑎𝑐𝑘𝑔𝑟𝑜𝑢𝑛𝑑                                                                      (9) 

where 𝑄𝐵𝐸𝑅𝑑𝑎𝑟𝑘 is the expected experimental bit error rate which is strictly dependent on the dark count rates of the 

detection stages of both the satellite and ground station, 𝑄𝐵𝐸𝑅𝑏𝑎𝑐𝑘𝑔𝑟𝑜𝑢𝑛𝑑  is the contribution of the background noise, and 

𝑄𝐵𝐸𝑅𝑐𝑜𝑑𝑖𝑛𝑔 is the expected error due to imperfections when generating polarized photons. 

To run the simulation realistic parameters were considered for the decoy BB84 protocol: an operational frequency of 

500 MHz; detection efficiency of 1 to be consistent with the losses model; a dark count rate of 400 counts per second (100 

counts/s per detector); a background rate of 350 counts per second; a 𝑄𝐵𝐸𝑅𝑐𝑜𝑑𝑖𝑛𝑔 of 0.01; mean photon numbers of 0.85, 

0.1, and 0 for the quantum signal and two  decoy states respectively; a gate width of 500 ps. Similarly, the E91 protocol 

was simulated using the same experimental parameters of the BB84 protocol, except for the operational frequency, which 

was reduced to 1 MHz. This choice was made to reflect realistic values of experimental SPDC sources currently 

available72–74. An estimation of the SKR and QBER for both protocols can be seen in Figure 7, where the dotted red line 

has been plotted at a -35 dB corresponding to the maximum link loss estimated from the previous section. The decoy BB84 

is expected to operate at approximately 4 kbps rate while E91 at a 0.02 bps rate. Both protocols had QBERs less than 0.01. 

 

Figure 7. SKR performance and QBER estimation of the decoy BB84 and E91 protocols. The dotted red line indicates the -

35 dB loss that it is expected for the example commented above. In a real scenario it is expected that decoy BB84 always has 

a greater SKR than an entanglement protocol due to the difference in operational frequency capabilities. Some important 

parameters used in the simulation were: operational frequency of 500 MHz for decoy BB84 and 1 MHz for E91, unitary 

detection efficiency, dark count rate of 400 counts per second, and background rate of 350 counts per second, and a gate width 

of 500 ps. 
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4. CONCLUSION 

Significant contributions to the loss budget of a satellite-to-ground QKD link (downlink) were discussed. The most 

significant contribution was found to be the geometric loss, primarily due to the long link length. Variables that contribute 

to the geometric loss were discussed in this paper, such as wavelength, telescope aperture sizes, and divergence angle. We 

find that the geometric loss is mainly determined by the aperture size of the telescopes if the altitude of the satellite and 

the operating wavelength are fixed. Atmospheric loss and its dependence on the aerosol, visibility and rain conditions were 

discussed. We highlighted that visibility had the largest impact on atmospheric loss. Another key finding is that 

atmospheric loss is heavily influenced by location and weather conditions. From the sources of losses discussed, we 

estimated a loss budget of -35 dB for a QKD downlink with a CubeSat (altitude 500 km, telescope aperture 8 cm, operation 

wavelength 780 nm) and 70 cm receiver aperture OGS. 

We outlined a basic model to estimate SKR rate and QBER for decoy BB84 and E91 QKD protocols. For the calculated 

loss budget of -35 dB we estimated SKRs 4 kbps for a decoy BB84 protocol operating at a frequency of 500 MHz and 0.02 

bps for the E91 protocol with a correlated pair generation rate of 1 MHz. 

The analysis of link loss budget and link performance will be used to justify the design and location of the OGS for a 

CubeSat mission. 
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