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Ethical dilemmas and data sharing in genetic genealogy
John Cleary, Heriot-Watt University

• Surveys of genealogists and the wider public appear to show overwhelming support for law enforcement 
use of genealogical databases (see Graphs below - Fig. 7 and Fig. 10, from Gleeson, 2018)

• There is a need for qualitative understanding of the motivations and reasons underlying these views
• Is there a disconnect between the views of the above groups and ‘opinion leaders’ in the field?

• Focus group discussions with active 
genealogists (professional self-employed 
or active in undertaking work for others)

• Expert interview series with (1) sample of 
above; (2) opinion formers, educators, 
project leaders in genetic genealogy; (3) 
specialists in forensic and legal issues

• From the Glasgow focus group, 2019:
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Michael Usry
Wrongly implicated in Idaho Falls murder case by 
short Y-DNA haplotype partial match. Forced to 
give sample under warrant to exonerate himself.

Sioux Falls Baby & ‘Julie Valentine’ 
Two women arrested and charged with murder 
arising from abandonment of new born babies in 
1981 and 1990, respectively. First cases away 
from area of serial killers, child murderers and 
unidentified persons in forensic genealogy.

Family Tree DNA
After facing criticism for an earlier unannounced 
change to Terms of Service, and after conducting 
a Citizen Panel consultation, DTC-genealogy 
company FTDNA change their ToS again, giving 
direct law enforcement access in cases of 
“homicide, sexual assault, or child abduction”. An 
opt-out system is created for customers. EU 
citizens auto-opted out (but allowed to opt in).  
Law enforcement must register to use this service 
legally.

GEDmatch.com
Changed their Site Policy following the two big 
cases in April, to permit:
(1) Uploading deceased persons’ DNA samples;
(2) Uploading crime scene samples for violent 
crimes – defined as “homicide or sexual assault”.

'Lisa’ and the Bear Brook Killer
‘Lisa’, abandoned as a child in a car park by a 
drifter, identified using adoption search 
techniques.  The man identified later as Terry 
Rasmussen, a multiple killer who died in jail, in 
probably the first case cracked using ‘forensic 
genealogy’.

Parabon Nanolabs
Appointed genetic genealogy team to chase cold 
cases. Played role in up to 25 solved cases to Jan 
2019.

Buckskin Girl
First announced “Jane Doe” 
identification after upload of 
law enforcement sample to 
GEDmatch database.

Golden State Killer
First big criminal case 
announced to media as 
solved using forensic 
genealogy.

• Private data on enthusiasts in genealogy databases is 
accessible to agents of law enforcement: networks of 
possible relatives (‘matches’); linked family trees; 
contact details 

• Chromosome browsers may allow DNA data to be 
deduced

• Sacrifice of privacy may carry social justification for 
crimes of extreme violence?

• Is there risk of ‘mission creep’ to non-violent offences 
– and does this matter? If a line should be drawn –
where?

PRIVACY V. SOCIAL GOOD

• Is there a risk of sensitive information on targets, 
victims or investigations being leaked through weakly 
controlled access? 

• Are individuals matching crime scene samples safe 
from having their identities revealed? Are they at risk 
of retribution?

• How is the ability  or reliability of the caseworkers 
assessed?

• Are procedures for contracting, regulation and audit 
sufficient to prevent abuses of data?

OVERSIGHT & PROCESS

• Will law enforcement agents be able to access more 
information about matches than individual members 
who upload their own data?

• Is it acceptable/advisable for those with strong privacy 
concerns to hide their data using ‘research status’ or 
‘no-matching’?

• Does this harm the overall enterprise since it is based 
upon data-sharing? Is it ethical to receive information 
about other members while hiding one’s own? 

RECIPROCITY

• Members of the databases had not given prior 
informed consent for law enforcement uses

• Can searching for “Jane/John Does” (persons 
unknown) be judged as a “genealogical use” 
comparable to uses accepted by community?

• Does identifying criminals constitute a repurposing of 
the databases away from uses consented to?

• Does post hoc re-drawing of Terms of Service mean 
consent is received? Are opt-out policies sufficient to 
protect users?

CONSENT & RE-PURPOSING

I would agree with that, because 
basically what we use the sites for is we 

upload DNA, usually ours or family 
members, and we are looking for 

matches. In my view that’s what the 
police did, they uploaded a DNA sample 
and they were looking for matches into 
a family. So in my view they were doing 

the same as we are doing 

I think for this woman’s family it 
gave them closure and I think that’s 

a positive and if that’s what it’s 
used for then I think that’s a good 

idea. I guess if there are police 
forces where there is corruption, 

then, it mightn’t always be used for 
good. 

I think that’s where 
an audit trail comes 
in, and as long as 

there are contracts 
there, we can say 

“we are giving you 
this, and we expect 
you to produce that, 
and the audit trail is 
there”. Because if it 
ever gets to court, it 

must all be there, 
who agreed to do 
what and who is 

being engaged to do 
it 

That expertise can be 
used for good or bad so 
it needs to be part of an 

ethical strategy. 

I would hope there 
would be some kind of 
contract between the 
security services and 
that project, to say we 
are providing you with 
this data, here is what 

we would like you to do 
with it, so it was 

cooperation under some 
kind of contract 

In essence an 
amateur group 

might not, you know 
there might be no 
data entry to this 
group. We don’t 

know who could be 
involved, it could be 
anyone. Whereas if 
it’s a professional 

group there are 
safeguards 

Like in health, 
there’s only 

privacy to the 
extent that if 

someone commits 
an offence, you 
have to give that 

information to the 
police. So it’s no 

different from that 
case 

I think it’s the serial, 
non-violent crime that 

causes the most 
distress to a wider 
number of people. I 

would say no problem, 
if you can use DNA from 
a crime scene and you 

know this is a serial 
burglar causing a lot of 

distress to a lot of 
people, why shouldn’t 

you use this tool as 
well? 

THE PROBLEM METHODS
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