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Optimal Power Allocation by Imperfect Hardware
Analysis in Untrusted Relaying Networks

Ali Kuhestani , Student Member, IEEE, Abbas Mohammadi, Senior Member, IEEE, Kai-Kit Wong, Fellow, IEEE,

Phee Lep Yeoh, Member, IEEE, Majid Moradikia, and Muhammad R. A. Khandaker , Member, IEEE

Abstract— By taking a variety of realistic hardware imperfec-
tions into consideration, we propose an optimal power alloca-
tion (OPA) strategy to maximize the instantaneous secrecy rate
of a cooperative wireless network comprised of a source, a desti-
nation, and an untrusted amplify-and-forward relay. We assume
that either the source or the destination is equipped with a large-
scale multiple antennas’ system, while the rest are equipped with
a single antenna. To prevent the untrusted relay from intercepting
the source message, the destination sends an intended jamming
noise to the relay, which is referred to as destination-based
cooperative jamming. Given this system model, novel closed-form
expressions are presented in the high signal-to-noise ratio regime
for the ergodic secrecy rate and the secrecy outage probability.
We further improve the secrecy performance of the system by
optimizing the associated hardware design. The results reveal that
by beneficially distributing the tolerable hardware imperfections
across the transmission and reception radio-frequency front ends
of each node, the system’s secrecy rate may be improved. The
engineering insight is that equally sharing the total imperfections
at the relay between the transmitter and the receiver provides
the best secrecy performance. Numerical results illustrate that
the proposed OPA together with the most appropriate hardware
design significantly increases the secrecy rate.

Index Terms— Physical layer security, untrusted relay, hard-
ware imperfections, optimal power allocation, hardware design.

I. INTRODUCTION

SECURITY in wireless communication networks is
conventionally implemented above the physical layer

using key based cryptography [1]. To complement these
highly complex schemes, wireless transmitters can also be
validated at the physical layer by exploiting the dynamic
characteristics of the associated communication links [2], [3].
Physical layer security (PLS) is a promising paradigm for
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safeguarding fifth-generation (5G) wireless communication
networks without incurring additional security overhead [3].

Massive multiple-input multiple-output (MIMO) systems as
a key enabling technology of 5G wireless communication
networks provide significant performance gains in terms of
spectral efficiency and energy efficiency [4], [5]. This new
technology employs coherent processing across arrays of
hundreds or even thousands of base station (BS) antennas
and supports tens or hundreds of mobile terminals [4], [5].
As an additional advantage, massive MIMO is inherently
more secure than traditional MIMO systems, as the large-scale
antenna array exploited at the transmitter can precisely aim a
narrow and directional information beam towards the intended
receiver, such that the received signal-to-noise ratio (SNR) is
several orders of magnitude higher than that at any incoherent
passive eavesdropper [6]. However, these security benefits are
severely hampered in cooperative networks where the intended
receivers may also be potential eavesdroppers [7], [8].

In the context of PLS, cooperative jamming which involves
the transmission of additional jamming signals to degrade the
received SNR at the potential eavesdropper can be applied by
source [8], the intended receiver node [7], a relay [9], [10]
or a set of nodes, i.e., source and destination or source
and relay to beamform the jamming noise orthogonal to
the spatial dimension of the desired signal [2]. Recently,
several works have considered the more interesting scenario of
untrusted relaying [11]–[19] where the cooperative jamming
is performed by the intended receiver, which is referred to as
destination-based cooperative jamming (DBCJ).

In real life, an untrusted, i.e., honest-but-curious, relay
may collaborate to provide a reliable communication. Several
practical scenarios may include untrusted relay nodes, e.g.,
in ultra-dense heterogeneous wireless networks where low-
cost intermediate nodes may be used to assist the source-
destination transmission. In these networks, it is important
to protect the confidentiality of information from the untrust-
worthy relay, while concurrently relying on it to increase the
reliability of communication. Thanks to the DBCJ strategy [7],
positive secrecy rate can still be attained in untrusted relay
networks. In recent years, several works have focused on the
performance analysis [11], [12], power allocation [13]–[18]
and security enhancement [15], [19] of untrusted relaying
networks. To be specific, the authors in [13]–[15] studied
the optimal power allocation (OPA) strategy to maximize the
instantaneous secrecy rate of one-way relaying network while
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two-way relaying scenario was considered in [16] and [17].
The OPA problem with imperfect channel state information
was investigated in [18]. Notably, all the aforementioned
works considered perfect hardware in the communication
network.

In practice, hardware equipments suffer from detrimental
impacts of I/Q imbalance, phase noise, amplifier nonlinearities,
quantization errors, non-ideal filters, etc. [20]–[27]. These
unavoidable imperfections are expected to be particularly pro-
nounced in massive MIMO systems as the very large number
of base station antennas makes the deployment of low-cost
elements desirable to keep the overall capital expenditures
for operators manageable. Technically, the severity of the
imperfections depends on the quality of the hardware used
in the radio-frequency (RF) transceivers. Although hardware
imperfections can be mitigated by analog and digital signal
processing methods [20], they cannot be removed completely,
due to the randomness introduced by the different sources of
imperfections. This is because, for example, inaccurate models
adopted to characterize the imperfections’ behavior, imperfect
parameters for estimation errors due to thermal noise, and
unsophisticated compensation algorithms with limited capabil-
ities. The remaining residual transceiver imperfections can be
modeled by a combination of multiplicative phase noise and
additive distortion noises at the transmitter and the receiver
[20], [27], [28]. In this paper, our analysis focuses on the effect
of the residual additive hardware imperfection as stated in most
of the literature [25]–[27], while the study of phase noise is
left for future work. It is worth noting that the adoption of
the additive model for the imperfection is based on its analyt-
ical tractability and the experimental verifications [21], [26].
Regarding the results in [20], the detrimental impact of hard-
ware imperfections is more challenging especially in high rate
systems such as LTE-Advanced and 5G networks exploiting
inexpensive equipments. Although most contributions in secu-
rity based wireless networks have assumed perfect transceiver
hardware [7]–[19], or only investigated the impact of particular
imperfections such as I/Q imbalance [22] or phase noise
[23], [24] in the presence of an external eavesdropper, this
paper goes beyond these investigations by considering residual
hardware imperfections in PLS design.

In this paper, we take into account the OPA and hardware
design in a two-hop amplify-and-forward (AF) untrusted relay
network where all the nodes suffer from hardware imperfec-
tions and either the source or the destination is equipped with
large-scale multiple antennas (LSMA) [4], [13], [28] while
the other nodes are equipped with a single-antenna. We note
that the network optimization including, both the OPA and
hardware design, can be applied for any number of antennas
at the source, relay and destination. However, in this paper,
to facilitate analysis and gather deeper insights into the net-
work performance, we adopt an LSMA approach. As will be
observed in numerical examples, the analysis are still valid for
moderate number of antennas. The DBCJ protocol is operated
in the first phase and then the destination perfectly removes the
jamming signal via self-interference cancelation in the second
phase. For this system model, the main contributions of the
paper are summarized as follows:

• Inspired by [20], [21], and [25], we first present the gen-
eralized system model for transceiver hardware imperfec-
tions in our secure transmission network. Based on this,
we calculate the received instantaneous signal-to-noise-
plus-distortion-ratio (SNDR) at the relay and destination.

• We formulate the OPA between the source and destination
that maximizes the instantaneous secrecy rate of untrusted
relaying. Accordingly, novel closed-form solutions are
derived for the exact OPA. In addition, new simple
solutions are derived for the OPA in the high SNR regime.

• According to our OPA solutions, novel compact expres-
sions are derived for the ergodic secrecy rate (ESR) and
secrecy outage probability (SOP) in the high signal-to-
noise-ratio (SNR) regime that can be applied to arbitrary
channel fading distributions. To gain further insights,
new closed-form expressions are presented over Rayleigh
fading channels. The asymptotic results highlight the
presence of a secrecy rate ceiling which is basically
different from the prefect hardware case. We highlight
that this ceiling phenomenon is independent of the fading
characteristic of the two hops.

• We provide new insights for hardware design in
DBCJ-based secure communications. To this end, under
the cost constraint of transceiver hardware at each node,
we formulate the hardware design problem for the afore-
mentioned network to maximize the secrecy rate. The
results reveal that the secrecy rate can be improved by
optimally distributing the level of hardware imperfections
between the transmit and receive radio frequency (RF)
front ends of each node.

Notation: We use bold lower case letters to denote vectors.
IN and 0N×1 denote the Identity matrix and the zeros matrix,
respectively. �.�, (.)H and (.)T denote the Euclidean norm,
conjugate transpose and transpose operators, respectively;
Ex{·} stands for the expectation over the random variable (r.v.)
x; Pr(·) denotes the probability; fX(·) and FX(·) denote the
probability density function (pdf) and cumulative distribution
function (cdf) of the r.v. X , respectively; the CN (μ, σ2)
denotes a circularly symmetric complex Gaussian RV with
mean μ and variance σ2; diag(A) stands for the main diag-
onal elements of matrix A; Ei(x) is the exponential integral
[29, eq. (8.211)]. [·]+ = max{0, x} and max stands for the
maximum value.

II. SIGNAL AND SYSTEM REPRESENTATION

A. System Model

As shown in Fig. 1, the system model under consideration
is a wireless network with one source (S), one destination (D)
and one untrusted AF relay (R). While R and D are equipped
with one antenna, S is equipped with LSMA denoted by Ns

[10], [28]. This corresponds to the downlink (DL) scenario
in a cellular system where the base station is equipped with
an LSMA and the mobile user and relay are equipped with
a single-antenna. We note that the reverse scenario, i.e., the
uplink (UL) where a single-antenna S transmits to a multiple-
antenna D with Nd antennas can be handled using a similar
approach as the DL scenario. Therefore, we skip the detailed
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Fig. 1. Secure transmission under the presence of transceiver imperfections
for downlink transmission. The relay acts as both helper and eavesdropper.
The solid lines represent the first phase of transmission while the dashed line
represents the second phase of transmission.

operational descriptions for the UL scenario and only briefly
state the results.

All the nodes operate in a half-duplex mode. Accordingly,
D cannot receive the transmitted signal from S while trans-
mitting the jamming signal and hence, the direct link between
S and D is unavailable. We also assume that the channels
satisfy the reciprocity theorem [7]. The complex Gaussian
channel from S to R and R to D are denoted by hsr ∼
CN (0Ns×1, μsrINs) and hrd ∼ CN (0, μrd), respectively.
We consider slow fading such that the channel coefficients
vary independently from one frame to another frame and, they
do not change within one frame. The additive white noise ni

(i ∈ {R, D}) at each receiver is represented by a zero-mean
complex Gaussian variable with variance N0. We define the
SNRs per link as γsr

Δ=ρ�hsr�2 and γrd
Δ=ρ|hrd|2 and hence,

the average SNRs per branch is given by γsr = ρμsr and
γrd = ρμrd, where ρ = P

N0
represents the transmit SNR of

the network. For signal transmission, the maximum ratio trans-
mission (MRT) beamforming is applied at the multi-antenna
node to improve the overall system performance [28]. We note
that in addition to the OPA, the choice of beamforming vector
has also impact on the achievable secrecy rate. Therefore,
it would be interesting to evaluate an optimal beamformer
following the approach mentioned in [30]. However, such
a choice of beamforming vector makes the derivation for
closed-form expression of ergodic secrecy rate intractable.
Therefore, in this paper, the MRT beamformer which has low
implementation complexity compared to more sophisticated
precoder designs is adopted at the multiple-antenna node [31].
It is worth mentioning that the MRT beamformer has been
severally exploited in the hardware impairment literature [23],
[24], [26], [27] for both performance analysis and network
optimization. We also adopt the maximal ratio combining
(MRC) processing at the multi-antenna receiver node. Let
ν = γsr

γrd
represent the ratio between the source-to-relay and

relay-to-destination SNRs. For the DL scenario, based on the
LSMA at the source together with the law of large numbers,
the source-to-relay link appears as a scalar proportional to the
number of source antennas Ns. Therefore, as considered in
the previous literature [13], [15], the r.v. ν is almost surely

much more than one. Notably the case of γsr � γrd is a
realistic scenario that occurs when the number of antennas at
the source is significantly large [4], [13]. This scenario also
occurs when the relay is located much closer to the source
compared to the destination [9], [10]. It is worth mentioning
that it is a common assumption where the source and relay
nodes to be considered as part of one cluster group, while
the destination and the possible eavesdroppers are placed in
another cluster group [9], [10]. As such, the distance between
the source and relay is much smaller than the distance between
the relay and destination. More specifically, this assumption is
especially appropriate for networks with broadcast and unicast
communication, where each terminal is a legitimate receiver
for one signal and may be considered as an eavesdropper for
some other signal [9]. Similar justifications can be presented
for the UL scenario with ν � 1.

The DBCJ technique is applied to degrade the received
signal at the untrusted relay such that it cannot decipher
the desired information. The whole transmission is performed
based on a time-division multiple-access (TDMA) based pro-
tocol such that the message transmission is divided into
two phases, i.e. the broadcast phase and the relaying phase.
We consider a total transmit power budget for S and D of P
with power allocation factor λ ∈ (0, 1) such that the transmit
powers at S and D are λP and (1 − λ)P , respectively [13],
[16], [17]. As such, during the first phase, while S transmits
the intended signal with power λP , concurrently D jams with
a Gaussian noise to confuse the untrusted relay with power
(1 − λ)P . For simplicity, the transmit power at R is set to P
and accordingly, in the second phase of transmission, R simply
broadcasts the amplified version of the received signal with
power of P .

In order to model the statistical behavior of the residual
hardware imperfection at node i, i ∈ {S, R, D}, the gener-
alized system model from [20] is taken into account. It is
worth noting that the experimental results conducted in [21]
and many theoretical investigations in [21] and [32] present
that the transmitted distortion noise can be well-modeled as a
Gaussian distributed random variable. For example, the model
used in [21] is validated using real-world measurements on
a 4-stream Tx-RF chain performed in a MIMO orthogonal
frequency-division multiplexing (OFDM) scenario. While only
some of impairments, e.g., I/Q imbalance, etc., have been
reported to match well with Gaussian noise, the measure-
ment results in [21] for the MIMO-OFDM case indicate
that an independent and identically distributed (i.i.d.) additive
Gaussian noise model accurately describes the sum of all such
residual Tx-RF impairments. The detailed description of how
this model has been extracted has been completely described
in [21, Sec. VI.6]. Accordingly, denoting the imperfection at
transmission and reception segments by ηt

i and ηr
i , respec-

tively, we have [21]

ηt
S ∼ CN

�
0,

λPkt
S
2

�hsr�2
diag(|hsr1 |2 ... |hsrNs

|2)
�
,

ηt
D ∼ CN

�
0, (1 − λ)Pkt

D
2
�
, ηr

D ∼ CN
�
0, Pkr

D
2|hrd|2

�
.

(1)
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The imperfections at R are also given by

ηt
R ∼ CN

�
0, Pkt

R
2
�
,

ηr
R ∼ CN

�
0, Pkr

R
2
�
λ�hsr�2 + (1 − λ)�hrd�2

��
, (2)

where the design parameters kt
i , kr

i > 0 for i ∈ {S, R, D}
characterize the level of imperfections in the transmitter
and receiver hardware, respectively. These parameters can be
interpreted as the error vector magnitudes (EVMs). EVM
determines the quality of RF transceivers and is defined as
the ratio of the average distortion magnitude to the average
signal magnitude. Since the EVM measures the joint effect
of different hardware imperfections and compensation algo-
rithms, it can be measured directly in practice [20]. 3GPP LTE
has EVM requirements in the range of kt

i , k
r
i ∈ [0.08, 0.175],

where smaller values are needed to achieve higher spectral
efficiencies [25].

Remark 1 (Co-Channel Interference): In this paper,
we adopt the additive Gaussian model to consider the hardware
imperfection. In typical wireless environments, large enough
number of interfering signals present in the communication
network. In such networks, the Gaussian assumption for the
interference is valid by applying the central limit theorem [33].
Therefore, we can merge the hardware imperfection and the
interfering signals to introduce an additive Gaussian noise with
a new variance obtained by summing the variances of the two
events.

B. Signal Representation

Let us denote xS and xD as the unit power information
signal and the jamming signal, respectively. According to the
combined impact of hardware imperfections which is well-
addressed by a generalized channel model [20], the received
signal at R can be expressed as

yR =
�√

λPwSxS + ηt
S

T
�
hsr

+
��

(1 − λ)PxD + ηt
D

T
�
hrd + ηr

R + nR, (3)

where wS = hsr
H

�hsr� represents the MRT transmit weight vector
at S. Observe from (3) that the propagated distortion noises
by S and D, and the self-distortion noise at R are treated as
interference at the untusted relay which is a potential eaves-
dropper. As a result, the engineering insight is to beneficially
forward these hardware imperfections to make the system
secure instead of injecting more artificial noise by S [8], [19],
D [11]–[15], [18] or an external jammer [9], [10], [16], [17].

Then the relay amplifies its received signal in the first phase
by an amplification factor of

G =

�
P

E|yR|2 =
�

ρ

AGλ + BG
, (4)

where AG = (γsr−γrd)(1+kr
R

2)+kt
S
2
γu−kt

D
2
γv and BG =

γrd(1 + kr
R

2) + kt
D

2
γv + 1 with γu = ρ

	 |hsri
|4/�hsr�2 and

γv = γrd. Then, the received signal at D after self-interference

(or jamming signal) cancelation is given by

yD = G
√

λPwH
S hsrhrdxS
 �� 

Information signal

+ GhrdnR + nD
 �� 
AWGN Noise

+ Gηt
S

T
hsrhrd+Gηr

Rhrd+Gηt
D

T
hrdhdr+ηt

Rhrd+ηr
D
 �� 

Distortion noise

,

(5)

According to (3) and after some algebraic manipulations,
the SNDR at R is given by

γR =
λν

ARλ + BR
, (6)

where AR = kr
R

2ν + kt
S
2 γu

γrd
− kt

D
2 γv

γrd
− kr

R
2 − 1 and

BR = 1 + kr
R

2 + kt
D

2 γv
γrd

+ 1
γrd

. Furthermore, using (5),
the SNDR at D can be calculated as

γD =
λγsr

ADλ + BD
, (7)

where AD = (γsr − γrd)(kr
D

2kr
R

2 + kr
R

2kt
R

2 + k2
R + kr

D
2) +

γu(kr
D

2kt
S
2 +kt

R
2
kt
S
2 +kt

S
2)+γv(kr

D
2kt

D
2−kt

R
2
kt
D

2−kt
D

2)+
(ν−1)(1+kr

R
2)+ γu

γrd
kt
S
2− γv

γrd
kt
D

2 and BD = γrd(kr
R

2kr
D

2 +
kr
R

2kt
R

2 + k2
R + kr

D
2) + γv(kr

D
2kt

D
2 + kt

R
2
kt
D

2 + kt
D

2) +
γv
γrd

kt
D

2 + 1
γrd

+ k2
R + kr

D
2 + 2. We define k2

R
Δ=kt

R
2 + kr

R
2 and

k2
D

Δ=kt
D

2 + kr
D

2 as the total imperfection level at R and D,
respectively.

Remark 2 (Perfect Hardware): The received SNRs at
R and D with perfect hardware were derived in [11] and [13].
When setting the level of imperfections at the nodes to zero,
the derived SNDRs in this section reduce to the special case
as follows [13]

γperfect
R =

λγsr

(1 − λ)γrd + 1
,

γperfect
D =

λγsrγrd

λγsr + (2 − λ)γrd + 1
. (8)

As can be seen, the mathematical structure of the derived
SNDRs in (6), (7) are more complicated compared to the
perfect hardware case in (8), since the terms γu

γrd
and γu

γrd
manifest in the denominator. As such, it is non-trivial to
propose an OPA solution for the general scenario of imperfect
hardware. This generalization is done in Section III and is a
main contribution of this work.

Based on the LSMA at S, (6) and (7) are simplified to

γR =
aLλ

λ + bL
and γD =

cLλ

λ + dL
, (9)

where

aL =
1

ξ1 − 1
, bL =

τ1

(ξ1 − 1)ν
,

cL =
γrd

τ2γrd + ξ1
and dL =

τ3γrd + τ4

ν(τ2γrd + ξ1)
, (10)

and, τ1 = 1+kr
R

2 +kt
D

2, τ2 = kr
D

2kr
R

2 +kr
R

2kt
R

2 +k2
R +kr

D
2,

τ3 = τ2 + kt
D

2
kr
D

2 + kt
R

2
kt
D

2 + kt
D

2, τ4 = 2 + k2
R + k2

D

and ξ1 = 1 + kr
R

2. Based on (9), we can conclude that
although the intercept probability is reduced by increasing
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the imperfection at R, the secrecy rate is also degraded.
It is, therefore, of great interest to intelligently distribute
the tolerable hardware imperfections across the transmission
and reception radio frequency (RF) front ends of R (and
other nodes) to improve the secrecy rate of the network. The
hardware design problem is analyzed in Section VI and is a
main contribution of this paper.

III. OPTIMAL POWER ALLOCATION

This section proceeds to analyze the optimal power alloca-
tion problem with the aim of maximizing the instantaneous
secrecy rate. Extending the results in [13], [14], and [18],
where the OPA was solved for perfect hardware, we investigate
the power allocation factor λ under the presence of hardware
imperfections. To do so, the instantaneous secrecy rate is
evaluated by [7]

Rs =
1

2 ln 2

�
ln(1 + γD) − ln(1 + γR)

�+

. (11)

By substituting λ = 0 into (6), (7) and formulating (11),
we find Rs = 0. Since our goal is to distribute the power
optimally between S and D, a non-negative secrecy rate is
achievable.As such, the operator [·]+ in (11) can be dropped
and the instantaneous secrecy rate can be reformulated as [15]

Rs =
1

2 ln 2

�
ln(1 + γD) − ln(1 + γR)

�
. (12)

Given that log(·) is monotonically increasing, the maximiza-
tion of Rs is equivalent to the maximization of

φ(λ) Δ=
1 + γD

1 + γR
. (13)

Therefore, the OPA factor λ� can be obtained by solving the
following constrained optimization problem

λ� = argmax
�
φ(λ)

�

s.t. 0 < λ ≤ 1 (14)

Lemma 1: f(x) is a quasi-concave function in R, if and
only if [34, Sec. 3.4.3]

∂f(x)
∂x

= 0 ⇒ ∂2f(x)
∂x2

≤ 0. (15)

Based on lemma 1, we have the following corollary.
Corollary 1: f(x) is a quasi-concave function in

x ∈ [x1, x2], if ∂f(x)
∂x |x=x1 > 0, ∂f(x)

∂x |x=x2 < 0 and
there is only one maximum over [x1, x2] (despite constant
functions).

Proposition 1: φ(λ) is a quasiconcave function of λ in the
feasible set 0 < λ ≤ 1 and the optimal point is given by

λ�
E =

⎧
⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

bLdL(cL−aL)+
√

−aLbLcLdL(bL−dL)(aLdL−bLcL−bL+dL)

aLbL(cL+1)−cLdL(aL+1) ;
DL

1 −
�

aS(cS+1)(bS+cS+1)
bScS

;

UL
(16)

Proof: The first-order derivative of φ(λ) on λ is given by

∂φ(λ)
∂λ

=

⎧
⎪⎪⎨
⎪⎪⎩

ALλ2 + BLλ + CL

[(aL + 1)λ + bL]2[λ + dL]2
; DL

ASλ2 + BSλ + CS

[1 + (aL − 1)λ]2[λ + cL]2
; UL

, (17)

where AL = −aLbL(cL + 1) + cLdL(aL + 1),
BL = −2bLdL(aL−cL), CL = −aLbL dL

2+bL
2cL dL, AS =

(−bL (aL − 1) cL − aL (bL + 1)), BS = −2 cL (aL + bL)
and CS = −aLcL

2 + bLcL. As can be seen from (17),
∂φ(λ)

∂λ = 0 leads to two solutions on λ. It is easy to examine
that the feasible solution for practical values of kt

i and kr
i [20]

are derived as (16). According to Corollary 1, we find that
φ(λ) is a quasiconcave function in the feasible set.

To make the further analysis tractable, we provide new
compact expressions for the OPA in the high SNR regime.
Accordingly, the expressions in (10) are simplified to

aL =
1

ξ1−1
, bL =

τ1

(ξ1 − 1)ν
, cL =

1
τ2

, dL =
τ3

τ2ν
, (18)

By substituting (18) into (16), the OPA solution in the high
SNR regime can be expressed in the following tractable form

λ�
High =

⎧
⎨
⎩

θL

ν
; DL

1 − θSν; UL
(19)

where θL =
�

τ3
τ2

(τ1 − τ3)+ τ3
τ2

(ξ1−1)−τ3 and θS =
�

1+τ2
ξ1

.

The result in (19) states that for DL scenario with ν � 1, most
of the total power P should be allocated to the destination for
jamming signal transmission while the remaining of the power
is dedicated to the source for signal transmission. For UL
scenario with ν � 1, the opposite power allocation strategy
holds true. In practice, the proposed power allocation strategy
in (19) for DL scenario can be implemented as follows:
Before data transmission, the relay is scheduled to transmit
pilot symbols [28]. Using the pilots, the source and the
destination can estimate their corresponding channels. Then
the destination sends pilot symbols to estimate the destination-
to-relay link. The relay forwards a quantized version of the
estimated destination-to-relay channel to the source. After-
ward, the source evaluates the OPA factor λ∗ based on (19) and
then transmits the OPA factor to the destination. Finally, both
the source and destination tune their transmit power to start
communication. For the UL, the proposed power allocation
strategy can be implemented the same as the DL.

IV. ERGODIC SECRECY RATE

In this section, we derive the ESR of the proposed secure
transmission scheme in each case of DL and UL scenarios.
Since it is not straightforward to obtain a closed-form expres-
sion for the exact ESR of DL and UL scenarios (the exact ESR
includes double integral expressions due to the complicated
structures of (16)), we therefore proceed by first deriving new
analytical expressions for the ESR in the high SNR regime that
can be applied to arbitrary channel fading distributions. Based
on these, new closed-form expressions are derived for the
ESR in Rayleigh fading channels. Despite prior works in the
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literature [12]–[19] that investigated the ESR based on perfect
hardware assumption in various untrusted relaying networks,
we take into account hardware imperfections. The new results
in this section generalize the recent results in [13].

The ESR as a useful secrecy metric representing the rate
below which any average secure transmission rate is achiev-
able [2]. Accordingly, using Eq. (12), the ESR expression is
given by

Rs = E

�
Rs

�
=

1
2 ln 2

�
E

�
ln(1 + γD)

�

 �� 

T1

−E

�
ln(1 + γR)

�

 �� 

T2

�
.

(20)

In the following, we proceed to evaluate the parts T1 and T2

and then Rs for DL scenario. Towards this goal, we present
the following useful lemma.

Lemma 2: For positive constants α1, α2 and α3, and non-
negative r.v. Γ, the cdf of the new r.v. �Γ = α1Γ

α2Γ+α3
is derived

as

F�Γ(x) =

�
FΓ

�
α3x

α1−α2x

�
; 0 ≤ x < α1

α2

1; x ≥ α1
α2

(21)

Proof: We start from the definition of the cdf as follows

F�Γ(x) = Pr
� α1Γ

α2Γ + α3
≤ x

�
= Pr

�
Γ(α1 − α2x) ≤ α3x

�
,

(22)

where the last probability equals to one for α1 − α2 x < 0.
Otherwise, it equals to FΓ

�
α3 x

α1−α2 x

�
.

By substituting (19) into (9), we obtain

γR =
θL

θL(ξ1 − 1) + τ1
, γD =

θLγrd

(τ2θL + τ3)γrd + ξ1θL + τ4
.

(23)

We find that all the terms in (23) are deterministic constants
which leads to the secrecy rate ceiling in the high SNR regime.
Using lemma 2 and γD in (23), the part T1 in (20) is given
by

T1 = E

�
ln

�
1 +

θLγrd

(τ2θL + τ3)γrd + ξ1θL + τ4

��

=
� θL

τ2θL+τ3

0

1 − Fγrd

�
(ξ1θL+τ4)x

θL−(τ2θL+τ3)x

�

1 + x
dx, (24)

where the last equation follows from the integration by parts.
The expression in (24) is straightforwardly evaluated for any
channel fading distribution, either directly or by a simple
numerical integration.

Furthermore, based on γR in (23), the part T2 is a constant
value as

T2 = ln
�
1 +

θL

θL(ξ1 − 1) + τ1

�
. (25)

We conclude from (25) that the amount of information leakage
is independent of the transmit SNR and the position of the
relay, and only depends on the EVMs at network nodes.
By substituting (24) and (25) into (20), the compact ESR
expression is achieved for any channel distribution.

For the case of Rayleigh fading, due to the fact that γrd is
an exponential r.v. and applying [29, eq. (4.337.2)], the part T1

can be expressed in a closed-form solution. By substituting this
and (25) into (20), the closed-form ESR expression becomes

Rs
DL

=
1

2 ln 2

�
e

1
r2γrd Ei(− 1

r2γrd

) − e
1

r1γrd Ei(− 1
r1γrd

)

− ln
�
1 +

θL

θL(ξ1 − 1) + τ1

��
, (26)

where r1 = (1+τ2)θL+τ3
ξ1θL+τ4

and r2 = τ2θL+τ3
ξ1θL+τ4

. We conclude
from (26) that the ESR is exclusively characterized by the level
of imperfections over nodes and γrd which is a function of
the transmit SNR and the distance-dependent channel gain μrd.
We also find that increasing the number of antennas at S has
no impact on the ESR when Ns is large.

For the UL scenario, we can obtain

γR =
λ�

Hν

(1 − λ�
H)ξ1

≈ 1�
ξ1(1 + τ2)

,

γD ≈ γsr

τ2(1 +
�

1+τ2
ξ1

)γsr + ξ2 − ξ1

. (27)

Following the similar procedure as the DL scenario, the ESR
performance of the UL case for arbitrary fading distribution
can be obtained. For the case of Rayleigh fading, the closed-
form ESR expression is given by

Rs
UL

=
1

2 ln 2

�
e

1
t2γsr Ei(− 1

t2γsr

) − e
1

t1γsr Ei(− 1
t1γsr

)

− ln
�
1 +

1�
ξ1(1 + τ2)

��
, (28)

where t1 =
1+τ2(1+

�
1+τ2

ξ1
)

ξ2−ξ1
and t2 =

τ2(1+
�

1+τ2
ξ1

)

ξ2−ξ1
. It is

observed from (28) that the ESR is entirely determined by
the average channel gain of the first hop, the transmit SNR
and the level of imperfections of all the network nodes.

V. SECRECY OUTAGE PROBABILITY

In this section, similar to our ESR results, general expres-
sions are first presented for the SOP that can be applied to
any channel distribution, under the presence of transceiver
imperfections and in the high SNR regime. Based on these,
we derive novel closed-form expressions for the SOP in
Rayleigh fading channels.

The SOP denoted by Pso is a criterion that determines the
fraction of fading realizations where a secrecy rate Rt cannot
be supported [11]. Accordingly, the overall SOP is defined as
the probability that a system with the instantaneous secrecy
rate Rs is not able to support the target transmission rate Rt;
Pso = Pr

�
Rs < Rt

�
.

By substituting (23) into (12) and then based on the SOP
definition, the SOP for DL scenario is evaluated by

PDL
so = Pr

� θLγrd

(τ2θL + τ3)γrd + ξ1θL + τ4
≤ �Rt

�

=

⎧⎪⎨
⎪⎩

Fγrd

�
(ξ1θL+τ4)�Rt

θL−(τ2θL+τ3)�Rt

�
; Rt <

1
2 log2

�
1+

θL
τ2θL+τ3
1+γR

�

1; Rt≥ 1
2 log2

�
1+

θL
τ2θL+τ3
1+γR

�

(29)
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where �Rt = 22Rt(1 + γR) − 1 and γR is in (23), and the last
equation follows from using lemma 2. It is worth pointing out
that the SOP expressions in (29) allows the straightforward
evaluation of the SOP for any channel fading distribution by
a simple numerical integration. We can conclude from (29)
that the SOP is always 1 for target transmission rates more
than a threshold (which only depends on the EVMs of the
nodes). Interestingly, this event holds for any channel fading
distribution, any network topology and any transmit SNR.
Therefore as explained in Section IV, some secrecy rates can
never be achieved due to secrecy rate ceiling. Furthermore,
we conclude that for target transmission rates smaller than the
threshold, Pso approaches zero with increasing SNR (similar
to perfect hardware) whereas the SOP always equals one for
target transmission rates larger than the threshold. This result
is fundamentally different to the perfect hardware case where
the SOP goes to zero with increasing SNR and for any target
transmission rate [11], [13], [15].

For Rayleigh fading channels, γrd is an exponential r.v. and
therefore, our new and simple closed-form SOP expression in
the presence of transceiver hardware imperfection is given by

PDL
so =

⎧
⎨
⎩

1 − exp
�
− (ξ1θL+τ4)�Rt

(θL−(τ2θL+τ3)�Rt)γrd

�
; Rt < �Rt

DL

1; Rt ≥ �Rt

DL
,

(30)

where �Rt

DL
= 1

2 [log2(1 + θL

τ2θL+τ3
)−log2(1 + γR)]. We note

that the results of this section generalize the results of [13]
which were derived for the case of untrusted relaying with
perfect hardware.

For the UL scenario, the SOP can be obtained using
the same approach of DL scenario. For the special case of
Rayleigh fading channels, the closed-form SOP expression is
derived as

PUL
so =

⎧
⎪⎨
⎪⎩

1 − exp
�

−(ξ2−ξ1)�Rt

(1−τ2(1+
�

1+τ2
ξ1

)�Rt)γsr

�
; Rt < �Rt

UL

1; Rt ≥ �Rt

UL
,

(31)

where �Rt = 22Rt(1 + γR) − 1, γR is in (27) and �Rt

UL
=

1
2 [log2(1 + 1

τ2(1+
�

1+τ2
ξ1

)
)− log2(1 + γR)]. As observed in the

numerical results, the closed-form expressions (30) and (31)
are sufficiently tight at medium and high transmit SNRs.

VI. HARDWARE DESIGN

In this section, we take into account the hardware design
in untrusted relaying networks with the goal of maximizing
the achievable secrecy rate. We note that in some wireless
communication networks including networks with finite delay
constraints [11], the SOP is a more meaningful performance
metric rather than the ESR. Therefore, the hardware design
problem can be formulated based on minimizing the overall
SOP which is left for future work. Toward our goad, we opti-
mally distribute the total tolerable hardware impairments of
each node, kt

i + kr
i = ktotal

i for i ∈ {S, R, D}, between
the RF transmission and RF reception of the same node.

From an engineering perspective, depending on the specified
cost of each network node, we show how the RF segments
at the transmission and reception front ends of each node
should be designed to achieve our goal. Accordingly, we derive
new analytical results characterizing how the hardware imper-
fections should be distributed between the transmission RF
segment and the reception RF segment of each node. We note
that the severity of the imperfection depends on the quality
of the hardwares used in the RF transceivers which can be
considered before setting up the system. Therefore, we should
find kt

i and kr
i to maximize the secrecy rate such that

kt
i + kr

i = ktot
i . Mathematically speaking, our goal is to solve

the following optimization problem

(kt
R, kr

R, kt
D, kr

D) = arg max φ(λ�)
s.t. kt

R + kr
R = ktot

R

kt
D + kr

D = ktot
D (32)

Based on (23), (27) and (12), the instantaneous secrecy rate is
an increasing function of the transmit SNR. Since it is our aim
to achieve high transmission rates, we consider the asymptotic
SNR regime ρ → ∞ [20] to solve the hardware design
problem (32). As observed in numerical studies, the results
of the high SNR analysis can be applied successfully at finite
SNRs.

In the asymptotic SNR regime and for any random distri-
butions on γsr and γrd, the asymptotic received SNDRs at R
and D are respectively, given by

γ∞
R =

⎧
⎪⎪⎨
⎪⎪⎩

θL

θL(ξ1 − 1) + τ1
; DL

1�
ξ1(1 + τ2)

; UL,
(33)

and

γ∞
D =

⎧
⎪⎪⎨
⎪⎪⎩

θL

τ2θL + τ3
; DL

1

τ2(1 +
�

1+τ2
ξ1

)
; UL.

(34)

By substituting (33) and (34) into (13), the secrecy rate ceiling
is given by

φ∞ =

⎧
⎪⎪⎪⎨
⎪⎪⎪⎩

((1 + τ2)θL + τ3)((ξ1 − 1)θL + τ1)
(ξ1θL + τ1)(τ2θL + τ3)

; DL
√

ξ1(τ2 + 1)
�
τ2 +

√
ξ1

√
τ2 + 1

�

τ2

�√
ξ1 +

√
τ2 + 1

� �√
ξ1

√
τ2 + 1 + 1

� ; UL
(35)

Some conclusions and insights can be concluded from (35).
First, the secrecy rate ceiling event appears in the asymptotic
SNR regime, which significantly limits the performance of the
system. This event is different from the perfect hardware case,
in which the ESR increases with increasing SNR. Note that
this ceiling effect is independent of the fading distribution.

In the following, we focus on the of DL and UL scenarios
separately and then conclude about the hardware design of the
overall network.



KUHESTANI et al.: OPA BY IMPERFECT HARDWARE ANALYSIS IN UNTRUSTED RELAYING NETWORKS 4309

A. Downlink Scenario

In the following, we proceed to solve the optimization
problem (32) by independently discussing on the hardware
design at R and D as follows.

Proposition 2: Suppose kt
R + kr

R = ktot
R , hence the secrecy

rate ceiling is maximized if kt
R = kr

R = ktot
R
2 .

Proof: Please see Appendix A.
Proposition 3: Suppose kt

D + kr
D = ktot

D , thus the secrecy
rate ceiling is maximized if

kt
D

=
2k2

R+2ktot
D

2+3−
�

4k4
R+8k2

Rktot
D

2+4ktot
D

4+12k2
R−4ktot

D
2+9

4ktot
D

.

(36)

Proof: Please see Appendix B.

B. Uplink Scenario

Similar to DL scenario, two propositions are provided as
follows.

Proposition 4: Suppose kt
R + kr

R = ktot
R , thus the secrecy

rate ceiling is maximized if kt
R = kr

R = ktot
R
2 .

Proof: Please see Appendix C.
Proposition 5: Suppose kt

D + kr
D = ktot

D , hence the secrecy
rate ceiling is a monotonically decreasing function of kr

D.
Proof: In this case, we have

∂φ∞

∂kr
D

=
∂φ∞

∂τ2

∂τ2

∂kr
D

, (37)

where ∂τ2
∂kr

D
= 2kr

R
2kr

D+2 kr
D > 0 and ∂φ∞

∂τ2
in (57) is negative

in the feasible set. As such, ∂φ∞

∂kr
D

< 0.
Based on Propositions 2–5, we provide the following corol-

lary as a conclusion of the analysis which provides new
insights into the system design.

Corollary 2: Consider a cooperative network in which one
multiple-antennas node communicates with a single-antenna
node via a single-antenna untrusted relay. Let us assume a
predefined cost can be assigned to each node. To maximize
the secrecy rate of this network the following considerations
should be taken into account:

• According to Propositions 2 and 4, the total cost for
the relay node should be divided by half between
the transmission and reception RF front ends, i.e., it
is better to apply the same level of imperfections at
every transceiver chain, instead of utilizing a mix of
high-quality and low-quality transceiver chains.

• According to Proposition 5, to design the multiple-
antennas node, the designers are persuaded to use
higher-quality hardware in reception RF front end and
lower-quality hardware in the transmission RF front end,
i.e, the hardware imperfections at the reception end of
the multiple-antennas node should be close to zero.

• According to Proposition 3, to design the single-antenna
node, the quality of RF requirements at the transmission
end should obeys from (36). As observed in the
numerical examples, we obtain kt

D >
ktot
D
2 for typical

values of EVMs.

Fig. 2. Ergodic secrecy rate versus transmit SNR for exact and the derived
closed-form expressions under perfect and imperfect transceiver hardwares.
Number of antennas at source or destination is set to 16. For imperfect case
with k = 0.1, the secrecy rate ceiling is observed.

VII. NUMERICAL RESULTS AND DISCUSSIONS

In this section, numerical results are provided to verify the
accuracy of the derived closed-form expressions in Section IV
and V for LSMA at S (LSMA-S) and LSMA at D (LSMA-D),
respectively, and also the cases of multiple-antennas at
S (MA-S) and multiple-antennas at D (MA-D). We compare
our LSMA-based ESR performance with the exact ESR
with Monte-Carlo simulations where the OPA is numerically
evaluated for finite numbers of antennas using the bisection
method. In addition, the equal power allocation (EPA)
between S and D (i.e., λ = 0.5) is plotted as a benchmark.
Furthermore, the concepts of secrecy rate ceiling and the
practical hardware insights from Section VI are numerically
presented. In our numerical evaluations, the transmission links
between nodes are modeled by the Rayleigh fading channel
and the average channel gains are specified as μsr = μrd = 10.
Moreover, for LSMA the number of antennas is set to 16,
and for MA the number of antennas is set to 4.

Fig. 2 depicts the ESR versus transmit SNR ρ in dB for
both cases of DL and UL and for perfect (k = kt

R = kr
R =

kt
S = kt

D = kr
D = 0) and imperfect (k = 0.1) cases. The

number of antennas at S and D are set to Ns = Nd = 16. It is
observed from the figure that the Monte-Carlo simulation of
the exact OPA evaluated using the bisection method is in good
agreement with the derived high SNR closed-form solutions
in (26) and (28) for both perfect and imperfect hardwares.
In contrast to perfect hardware, the figure shows that the
ESR ceiling phenomenon occurs for imperfect hardware which
reveals the performance limits of hardware-constrained realis-
tic networks in the high SNR regime. This figure also reveals
that hardware imperfections have low impact at low SNRs,



4310 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 17, NO. 7, JULY 2018

Fig. 3. Ergodic secrecy rate versus transmit SNR for exact and the derived
closed-form expressions under different levels of hardware imperfections;
k ∈ {0.05, 0.1}. Number of antennas at source or destination is set to 4.

but are significant in the high SNR regime. Furthermore,
it is observed that the proposed OPA increases the secrecy
rate floor by approximately 1 bits/s/Hz and 0.9 bits/s/Hz for
DL and UL scenarios, respectively compared to the EPA
(λ = 0.5).

In Fig. 3, we examine the accuracy of the derived closed-
form solutions for MA-S and MA-D by considering Ns =
Nd = 4. As can be seen, the numerical and the theoretical
curves are in good agreement across all SNR regimes. More-
over, it is observed that by increasing the level of hardware
imperfections from k = 0.05 to k = 0.1, the achievable
secrecy rate is degraded approximately 1 bits/s/Hz in the high
SNR regime.

Figs. 4 and 5 show the SOP as a function of the transmit
SNR for LSMA based DL and UL scenarios, respectively, and
for different target secrecy rates. The theoretical curves were
plotted by the derived analytical expressions in (30) and (31)
which are well-tight with the marker symbols generated by
the Monte-Carlo simulations. As observed from these fig-
ures, there is only a negligible performance loss caused by
transceiver hardware imperfections in the low target secrecy
rate of Rt = 0.25 bits/s/Hz, but by increasing the target
secrecy rate to Rt = 1 bits/s/Hz or Rt = 2 bits/s/Hz,
substantial performance loss is revealed. Interestingly, for
Rt = 2 bits/s/Hz, the network with imperfect hardware is
always in outage and secure communications is unattainable-
irrespective of the transmit SNR. This is exactly predicted by
our analytical results in section V. The reason is that this
target secrecy rate is more than the derived thresholds in
(30) and (31), and as mentioned, the SOP of the system always
equals one for Rt more the thresholds. It can also be seen from
the figures that despite the OPA technique that the SOP curves
with imperfect hardware and with perfect hardware have the

Fig. 4. Secrecy outage probability versus transmit SNR for DL transmission,
with different target transmission rates and under perfect (k = 0) and
imperfect hardware (k = 0.1).

Fig. 5. Secrecy outage probability versus transmit SNR for UL transmission,
with different target transmission rates and under perfect (k = 0) and
imperfect hardware (k = 0.1).

same slope (and thus, hardware imperfections lead to only an
SNR offset which is unveiled as a curve shifting to the right),
the SOP performance of the EPA technique approaches a non-
zero saturation value in the high SNR regime for imperfect
hardware. This observation reveals the secrecy performance
advantage of the proposed OPA scheme compared with EPA.

Finally, we provide Figs. 6 and 7 to illustrate the insights for
designing practical systems that were presented in Section VI.
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Fig. 6. Ergodic secrecy rate versus transmit SNR for LSMA at S.
Various imperfection distributions over RF transmission and reception ends
are considered for ktot

R = ktot
D = 0.2.

Fig. 7. Ergodic secrecy rate versus transmit SNR for LSMA at D.
Various imperfection distributions over RF transmission and reception ends
are considered for ktot

R = ktot
D = 0.2.

In the simulation, we assume that the total hardware imper-
fection over each node equals to 0.2, i.e., ktot

R = ktot
D = 0.2.

Based on Propositions 2 and 4, to maximize the secrecy rate,
we should design the transmission and reception RF front ends
at R such that kt

R = kr
R = 0.1. For LSMA at S, based on

Proposition 3, we obtain kt
D = 0.13 and kr

D = 0.07 while for
LSMA at D and based on Proposition 5, we should design
the hardwares such that kt

D = 0.2 and kr
D = 0. By defining

the hardware imperfection vector as IV = [kt
R, kr

R, kt
D, kr

D],
we consider the following four different hardware design
schemes:

• Design 1: R and D are designed randomly, for example
IV = [0.15, 0.05, 0.1, 0.1],

• Design 2: R is designed optimally based on Propo-
sitions 2 and 4 while D is designed randomly;
IV = [0.1, 0.1, 0.1, 0.1],

• Design 3: R is designed randomly while D is designed
optimally; For LSMA at S, IV = [0.15, 0.05, 0.13, 0.07]
and for LSMA at D, IV = [0.15, 0.05, 0.2, 0], and

• Design 4: R and D are designed optimally; For LSMA
at S, IV = [0.1, 0.1, 0.13, 0.07] and for LSMA at D,
IV = [0.1, 0.1, 0.2, 0].

The results depict that the hardware design 4 which is
based on Propositions 2-5 provides higher ESR performance
compared to the case of random hardware design (Design 1)
and the cases of optimizing only one node (Designs 2 and 3).
Furthermore, they show that the analysis presented in
Section VI (which was based on high SNR analysis), can be
utilized auspiciously at medium SNRs. In addition, as can
be seen from these figures and mentioned before, different
hardware designs have the ESR performance close together
at low SNR regime, while the difference between the ESR
performance of the designs is large at high SNR regime.
Finally, we can understand from the figure that the proposed
OPA together with Design 4 significantly outperforms the
scenario of EPA with Design 4.

VIII. CONCLUSION

Physical radio-frequency (RF) transceivers are insepara-
ble segments in both traditional and new emerging wireless
networks. In the literature, very few works have consid-
ered the impact of hardware imperfections on security based
transmissions and little is understood regarding this impact
on untrusted relaying networks. In this paper, by taking
hardware imperfections into consideration, we proposed an
optimal power allocation (OPA) strategy to maximize the
instantaneous secrecy rate of a cooperative wireless net-
work comprised of a source, a destination and an untrusted
amplify-and-forward (AF) relay. Based on our OPA solutions,
new closed-form expressions were derived for the ergodic
secrecy rate (ESR) and secrecy outage probability (SOP)
with Rayleigh fading channels. The expressions effectively
characterize the impact of hardware imperfections and man-
ifest the existence of a secrecy rate ceiling that cannot be
enhanced by increasing SNR or improving fading conditions.
They also illustrate that hardware imperfections have low
impact at low SNRs, but are significant in the high SNR
regime. This issue reveals that hardware imperfections should
be taken into account when developing high rate systems
such as LTE-Advanced and 5G networks. To improve the
secrecy performance of the network, we finally presented
the hardware design approach. Numerical results depict that
optimally distributing the hardware imperfections between the
transmission and reception RF segments can further improve
the secrecy performance.
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APPENDIX A

Let take the first-order derivative of φ∞ on kt
R using the

chain rule in partial derivations as follows

∂φ∞

∂kt
R

=
∂φ∞

∂θL

�∂θL

∂τ1

∂τ1

∂kt
R

+
∂θL

∂τ2

∂τ2

∂kt
R

+
∂θL

∂τ3

∂τ3

∂kt
R

+
∂θL

∂ξ1

∂ξ1

∂kt
R

�

+
∂φ∞

∂τ1

∂τ1

∂kt
R

+
∂φ∞

∂τ2

∂τ2

∂kt
R

+
∂φ∞

∂τ3

∂τ3

∂kt
R

+
∂φ∞

∂ξ1

∂ξ1

∂kt
R

,

(38)

where using (35), we obtain

∂φ∞

∂θL
=

κ1θL
2 + κ2θL + κ3

(θLξ1 + τ1)2(τ2θL + τ3)2
, (39)

∂θL

∂τ1
=

τ3

2
�

τ2τ3 (τ1 − τ3)
, (40)

∂θL

∂τ2
= −

�
τ3(τ1 − τ3)
2τ2

√
τ2

− τ3(ξ1 − 1)
τ2
2

, (41)

∂θL

∂τ3
=

τ1 − 2τ3

2
�

τ2τ3(τ1 − τ3)
+

ξ1 − 1
τ2

− 1, (42)

∂θL

∂ξ1
=

τ3

τ2
, (43)

∂φ∞

∂τ1
=

θL (τ2θL + τ3 + θL)
(θLξ1 + τ1)2 (τ2θL + τ3)

, (44)

∂φ∞

∂τ2
= − θ2

L(ξ1θL + τ1 − θL)
(τ2θL + τ3)2(ξ1θL + τ1)

, (45)

∂φ∞

∂τ3
= − θL(ξ1θL + τ1 − θL)

(τ2θL + τ3)2(ξ1θL + τ1)
, (46)

∂φ∞

∂ξ1
=

θ2
L(τ2θL + τ3 + θL)

(ξ1θL + τ1)2(τ2θL + τ3)
, (47)

where κ1 = −τ1τ2(τ2 +1)+ τ3ξ1(ξ1 − 1), κ2 = −2τ1τ3(τ2 −
ξ1+1) and κ3 = τ1τ3(τ1−τ3). By substituting kr

R = ktot
R −kt

R

into (35), we obtain

∂τ1

∂kt
R

= −2ktot
R + 2kt

R, (48)

∂τ2

∂kt
R

= −2kr
D

2(ktot
R − kt

R) − 2(ktot
R − kt

R)kt
R

2

+ 2(ktot
R − kt

R)2kt
R + 4kt

R − 2ktot
R , (49)

∂τ3

∂kt
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= −2kr
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R)kt
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2
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R − 2ktot
R + 2 kt

Rkt
D

2
,

(50)
∂ξ1

∂kt
R

= −2ktot
R + 2kt

R. (51)

Substituting (39)–(51) into (38) and after tedious manipula-
tions yields

∂φ∞

∂kt
R

=
4(1 − kr

D
2)(ktot

R − 2 kt
R)�

4kt
R

2 − 4 kt
Rktot

R + 2ktot
R

2 + 2kr
D

2 + kt
D

2
�2 . (52)

Expression (52) shows that φ∞ is a concave function of kt
R

in the feasible set and kt
R = ktot

R
2 is the single solution to

∂φ∞

∂kt
R

= 0.

APPENDIX B

Following the similar approach in Proposition 2, we should
evaluate ∂φ∞

∂kt
D

. Let substitute kr
D = ktot

D − kt
D into τ1, τ2, τ3

and then compute the following derivations

∂τ1

∂kt
D

= 1, ∂τ2
∂kt

D
= −2kr

R
2(ktot

D − kt
D) − 2ktot

D + 2kt
D,

(53)
∂τ3

∂kt
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D
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D). (54)

The expression ∂φ∞

∂kt
D

can be obtained similar to (38) by
changing kt

R to kt
D. Then by substituting (39)–(47) and (53),

(54) into ∂φ∞

∂kt
D

, and after manipulations, we obtain

∂φ∞
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2
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(55)

It is easy to see that (55) is a concave function of kt
D and the

single solution to ∂φ∞

∂kt
D

= 0 is simply calculated.

APPENDIX C

We can write
∂φ∞

∂kr
R

=
∂φ∞

∂τ2

∂τ2

∂kr
R

+
∂φ∞

∂ξ1

∂ξ1

∂kr
R

. (56)

Using (35) yields (57) and (58), as shown at the bottom of
this page.

Considering kt
R = ktot

R − kr
R, one can obtain

∂τ2
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By substituting (57)–(60) into (56) and solving ∂φ∞
∂kr

R
= 0

yields kr
R = ktot
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∂φ∞

∂τ2
= −

ξ1

�
(2 (τ2 + 2) ξ1 − τ2

2)
�

ξ1(1 + τ2) + 2ξ1(τ2(ξ1 + 1 − τ2) + ξ1 + 1)
�

2τ2
2
�√

ξ1

√
1 + τ2 + 1

�2 �
ξ1 +

√
ξ1

√
1 + τ2

�2 , (57)

∂φ∞

∂ξ1
=

(1 + τ2)
�
(τ2 + 2ξ1)

�
ξ1(1 + τ2) + 2 (1 + τ2) ξ1

�

2τ2

�√
ξ1

√
1 + τ2 + 1

�2 �
ξ1 +

√
ξ1

√
1 + τ2

�2 . (58)



KUHESTANI et al.: OPA BY IMPERFECT HARDWARE ANALYSIS IN UNTRUSTED RELAYING NETWORKS 4313

ACKNOWLEDGEMENTS

The authors would like to thank Prof. L. Hanzo for helpful
comments to improve the paper.

REFERENCES

[1] A. Mukherjee, S. A. A. Fakoorian, J. Huang, and A. L. Swindlehurst,
“Principles of physical layer security in multiuser wireless networks:
A survey,” IEEE Commun. Surveys Tuts., vol. 16, no. 3, pp. 1550–1573,
Feb. 2014.

[2] X. Chen, D. W. K. Ng, W. H. Gerstacker, and H.-H. Chen, “A sur-
vey on multiple-antenna techniques for physical layer security,” IEEE
Commun. Surveys Tuts., vol. 19, no. 2, pp. 1027–1053, 2nd Quart., 2017,
doi: 10.1109/COMST.2016.2633387.

[3] N. Yang, L. Wang, G. Geraci, M. Elkashlan, J. Yuan, and M. Di Renzo,
“Safeguarding 5G wireless communication networks using physical
layer security,” IEEE Commun. Mag., vol. 53, no. 4, pp. 20–27,
Apr. 2015.

[4] F. Rusek et al., “Scaling up MIMO: Opportunities and challenges with
very large arrays,” IEEE Signal Process. Mag., vol. 30, no. 1, pp. 40–46,
Jan. 2013.

[5] E. G. Larsson, O. Edfors, F. Tufvesson, and T. L. Marzetta, “Massive
MIMO for next generation wireless systems,” IEEE Commun. Mag.,
vol. 52, no. 2, pp. 186–195, Feb. 2014.

[6] D. Kapetanovic, G. Zheng, and F. Rusek, “Physical layer security for
massive MIMO: An overview on passive eavesdropping and active
attacks,” IEEE Commun. Mag., vol. 53, no. 6, pp. 21–27, Jun. 2015.

[7] X. He and A. Yener, “Two-hop secure communication using an untrusted
relay: A case for cooperative jamming,” in Proc. IEEE GLOBECOM,
New Orleans, LA, USA, Nov./Dec. 2008, pp. 1–5.

[8] M. R. A. Khandaker and K.-K. Wong, “Masked beamforming in
the presence of energy-harvesting eavesdroppers,” IEEE Trans. Inf.
Forensics Security, vol. 10, no. 1, pp. 40–54, Jan. 2015.

[9] I. Krikidis, J. S. Thompson, and S. Mclaughlin, “Relay selection for
secure cooperative networks with jamming,” IEEE Trans. Wireless
Commun., vol. 8, no. 10, pp. 5003–5011, Oct. 2009.

[10] L. Wang, Y. Cai, Y. Zou, W. Yang, and L. Hanzo, “Joint relay and
jammer selection improves the physical layer security in the face of
CSI feedback delays,” IEEE Trans. Veh. Technol., vol. 65, no. 8,
pp. 6259–6274, Aug. 2016.

[11] J. Huang, A. Mukherjee, and A. L. Swindlehurst, “Secure communica-
tion via an untrusted non-regenerative relay in fading channels,” IEEE
Trans. Signal Process., vol. 61, no. 10, pp. 2536–2550, May 2013.

[12] A. Mabrouk, K. Tourki, and N. Hamdi, “Secure cooperative untrusted-
relay network with outdated CSI,” in Proc. IEEE Int. Wireless Com-
mun. Mobile Comput. Conf. (IWCMC), Paphos, Cyprus, Sep. 2016,
pp. 90–95.

[13] L. Wang, M. Elkashlan, J. Huang, N. H. Tran, and T. Q. Duong, “Secure
transmission with optimal power allocation in untrusted relay networks,”
IEEE Wireless Commun. Lett., vol. 3, no. 3, pp. 289–292, Jun. 2014.

[14] A. Kuhestani, A. Mohammadi, and M. Noori, “Optimal power allocation
to improve secrecy performance of non-regenerative cooperative systems
using an untrusted relay,” IET Commun., vol. 10, no. 8, pp. 962–968,
May 2016.

[15] A. Kuhestani, A. Mohammadi, and M. Mohammadi, “Joint relay selec-
tion and power allocation in large-scale MIMO systems with untrusted
relays and passive eavesdroppers,” IEEE Trans. Inf. Forensics Security,
vol. 13, no. 2, pp. 341–355, Feb. 2018.

[16] A. Kuhestani, A. Mohammadi, and P. L. Yeoh, “Optimal power alloca-
tion and secrecy sum rate in two-way untrusted relaying,” in Proc. IEEE
GLOBECOM, Singapore, Dec. 2017, pp. 1–6.

[17] A. Kuhestani, A. Mohammadi, and P. L. Yeoh, “Optimal power allo-
cation and secrecy sum rate in two-way untrusted relaying networks
with an external jammer,” IEEE Trans. Commun., to be published,
doi: 10.1109/TCOMM.2018.2802951.

[18] T. Mekkawy, R. Yao, F. Xu, and L. Wang, “Optimal power allocation
for achievable secrecy rate in an untrusted relay network with bounded
channel estimation error,” in Proc. 26th Wireless Opt. Commun. Conf.
(WOCC), Newark, NJ, USA, 2017, pp. 1–5.

[19] L. Sun, P. Ren, Q. Du, Y. Wang, and Z. Gao, “Security-aware relaying
scheme for cooperative networks with untrusted relay nodes,” IEEE
Commun. Lett., vol. 19, no. 3, pp. 463–466, Mar. 2015.

[20] T. Schenk, RF Imperfections in High-Rate Wireless Systems: Impact and
Digital Compensation. Dordrecht, The Netherlands: Springer, 2008.

[21] C. Studer, M. Wenk, and A. Burg, “MIMO transmission with residual
transmit-RF impairments,” in Proc. ITG/IEEE Workshop Smart Anten-
nas, Feb. 2010, pp. 189–196.

[22] A.-A. A. Boulogeorgos, D. S. Karas, and G. K. Karagiannidis, “How
much does I/Q imbalance affect secrecy capacity?” IEEE Commun. Lett.,
vol. 20, no. 7, pp. 1305–1308, Jul. 2016.

[23] J. Zhu, R. Schober, and V. K. Bhargava, “Physical layer security for
massive MIMO systems impaired by phase noise,” in Proc. IEEE
17th Int. Workshop Signal Process. Adv. Wireless Commun., Jul. 2016,
pp. 1–5.

[24] J. Zhu, Y. Li, N. Wang, and W. Xu, “Wireless information and power
transfer in secure massive MIMO downlink with phase noise,” IEEE
Wireless Commun. Lett., vol. 6, no. 3, pp. 298–301, Jun. 2017.

[25] E. Björnson, A. Papadogiannis, M. Matthaiou, and M. Debbah, “On the
impact of transceiver impairments on AF relaying,” in Proc. IEEE Int.
Conf. Acoust., Speech, Signal Process., May 2013, pp. 4948–4952.

[26] E. Björnson, J. Hoydis, M. Kountouris, and M. Debbah, “Massive
MIMO systems with non-ideal hardware: Energy efficiency, estima-
tion, and capacity limits,” IEEE Trans. Inf. Theory, vol. 60, no. 11,
pp. 7112–7139, Nov. 2014.

[27] J. Zhu, D. W. K. Ng, and V. K. Bhargava, “Analysis and design of secure
massive MIMO systems in the presence of hardware impairments,” IEEE
Trans. Wireless Commun., vol. 16, no. 3, pp. 2001–2016, Mar. 2017.

[28] J. Chen, H. Chen, H. Zhang, and F. Zhao, “Spectral-energy efficiency
tradeoff in relay-aided massive MIMO cellular networks with pilot
contamination,” IEEE Access, vol. 4, pp. 5234–5242, Sep. 2016.

[29] I. S. Gradshteyn and I. M. Ryzhik, Table of Integrals, Series, and
Products, 7th ed. New York, NY, USA: Academic, 2007.

[30] C. Zhong, G. Zheng, Z. Zhang, and G. K. Karagiannidis, “Optimum
wirelessly powered relaying,” IEEE Signal Process. Lett., vol. 22, no. 10,
pp. 1728–1732, Oct. 2015.

[31] C. Jeong, I.-M. Kim, and D. Kim, “Joint secure beamforming design at
the source and the relay for an amplify-and-forward MIMO untrusted
relay system,” IEEE Trans. Signal Process., vol. 60, no. 1, pp. 310–325,
Jan. 2012.

[32] B. E. Priyanto, T. B. Sorensen, O. K. Jensen, T. Larsen, T. Kolding, and
P. Mogensen, “Assessing and modeling the effect of RF impairments
on UTRA LTE uplink performance,” in Proc. IEEE Veh. Technol. Conf.
Fall, Sep./Oct. 2007, pp. 1213–1217.

[33] K. S. Ahn and R. W. Heath, “Performance analysis of maximum
ratio combining with imperfect channel estimation in the presence of
cochannel interferences,” IEEE Trans. Wireless Commun., vol. 8, no. 3,
pp. 1080–1085, Mar. 2009.

[34] S. Boyd and L. Vandenberghe, Convex Optimization. Cambridge, U.K.:
Cambridge Univ. Press, 2004.

Ali Kuhestani (S’17) received the B.S. degree in
electrical engineering from the Shiraz University of
Technology, Shiraz, Iran, in 2010, the M.Sc. degree
in electrical engineering from Tarbiat Modares Uni-
versity, Tehran, Iran, in 2012, and the Ph.D. degree
(Hons.) in electrical engineering from the Amirkabir
University of Technology, Tehran, in 2017. He has
authored over 15 journals in prestigious publication
avenues (e.g., the IEEE and the IET) and about
10 papers in major conference proceedings. He also
serves as a reviewer for IEEE transactions/journals

and conferences. He was a recipient of the Iran’s National Elites Foundation
Award for outstanding students in 2017. His research interests include
physical-layer security of wireless communications, Internet of Things,
millimeter-wave communication, massive MIMO system, and space–time
coding.

http://dx.doi.org/10.1109/COMST.2016.2633387
http://dx.doi.org/10.1109/TCOMM.2018.2802951


4314 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 17, NO. 7, JULY 2018

Abbas Mohammadi (SM’08) received the B.Sc.
degree in electrical engineering from Tehran Uni-
versity, Tehran, Iran, in 1988, and the M.Sc. and
Ph.D. degrees in electrical engineering from the
University of Saskatchewan, Saskatoon, SK, Canada,
in 1995 and 1999, respectively. Since 2000, he has
been with the Electrical Engineering Department,
Amirkabir University of Technology (Tehran Poly-
technic), Tehran, where he is currently a Professor.
He has been an ICORE Visiting Professor with
the University of Calgary, Canada, and a Nokia

Visiting Professor with the Tampere University of Technology, Finland. He
has authored over 250 journal and international conference papers, and he
holds one Canadian and three U.S. patents. He has co-authored The Six-Port
Technique with Microwave and Wireless Applications (Artech House, 2009)
and RF Transceiver Design for MIMO Wireless Communications (Springer,
2012). His research interests include wireless communications, adaptive
systems, MIMO systems, and advanced wireless transceiver architectures. He
received the ICT Distinguished Professor Award (FAVA) in 2014.

Kai-Kit Wong (M’01–SM’08–F’16) received the
B.Eng., M.Phil., and Ph.D. degrees from The
Hong Kong University of Science and Technology,
Hong Kong, in 1996, 1998, and 2001, respectively,
all in electrical and electronic engineering.

After graduation, he took up academic and
research positions at The University of Hong Kong,
Lucent Technologies, Bell-Labs, Holmdel, the Smart
Antennas Research Group of Stanford University,
and the University of Hull, U.K. He is the Chair
in Wireless Communications at the Department of

Electronic and Electrical Engineering, University College London, U.K.
His current research interests include 5G and beyond mobile communica-
tions, including topics such as massive MIMO, full-duplex communications,
millimeter-wave communications, edge caching and fog networking, physical
layer security, wireless power transfer and mobile computing, V2X com-
munications, and of course cognitive radios. There are also a few other
unconventional research topics that he has set his heart on, including for
example, fluid antenna communications systems and remote ECG detection.

Dr. Wong is a Fellow of the IET and is also on the editorial board of
several international journals. He has been serving as a Senior Editor for
the IEEE COMMUNICATIONS LETTERS since 2012 and also for the IEEE
WIRELESS COMMUNICATIONS LETTERS since 2016. He had also previously
served as an Associate Editor for the IEEE SIGNAL PROCESSING LETTERS

from 2009 to 2012 and an Editor for the IEEE TRANSACTIONS ON WIRELESS
COMMUNICATIONS from 2005 to 2011. He was also a Guest Editor for
the IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS Special
Issue on virtual MIMO in 2013, and he is currently a Guest Editor for the
IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS Special Issue
on physical layer security for 5G. He is a co-recipient of the 2013 IEEE
Signal Processing Letters Best Paper Award, the 2000 IEEE VTS Japan
Chapter Award at the IEEE Vehicular Technology Conference in Japan
in 2000, and a few other international best paper awards.

Phee Lep Yeoh (S’08–M’12) received the B.E.
and Ph.D. degrees from The University of Sydney,
Sydney, Australia, in 2004 and 2012, respectively.

From 2005 to 2008, he was with Telstra, Australia,
as a Wireless Network Engineer. From 2008 to 2012,
he was with the Telecommunications Laboratory,
The University of Sydney, and the Wireless and Net-
working Technologies Laboratory, Commonwealth
Scientific and Industrial Research Organization,
Australia. From 2012 to 2016, he was with the
Department of Electrical and Electronic Engineer-

ing, University of Melbourne, Australia. In 2016, he joined the School of
Electrical and Information Engineering, The University of Sydney. His current
research interests include physical layer security, lightweight IoT security,
ultra-reliable and low-latency communications, heterogeneous wireless net-
works, and multiscale molecular communications.

Dr. Yeoh received the University Medal for his B.E. degree from The
University of Sydney. He was a recipient of the 2017 Alexander von Humboldt
Research Fellowship for Experienced Researchers and the 2014 Australian
Research Council Discovery Early Career Researcher Award. He has received
best paper awards at the IEEE ICC 2014 and the IEEE VTC-Spring 2013, and
the best student paper award at the Australian Communications Theory Work-
shop (AusCTW) 2013. He has served as the TPC Chair for the 2016 AusCTW
and a TPC Member for the IEEE GLOBECOM, ICC, and VTC Conferences.

Majid Moradikiai was born in 1986. He is currently
a Research Assistant with the SDRLab, School of
Electrical and Computer Engineering, Shiraz Univer-
sity, Shiraz, Iran. His main research interests include
physical-layer security of wireless communications,
MIMO systems, and signal processing.

Muhammad R. A. Khandaker (S’10–M’13)
received the Ph.D. degree in electrical and com-
puter engineering from Curtin University, Australia,
in 2013. He has held a number of academic positions
in Bangladesh. Since 2013, he has been a Post-
Doctoral Researcher with the Department of Elec-
tronic and Electrical Engineering, University Col-
lege London, London, U.K. He received the Curtin
International Postgraduate Research Scholarship for
his Ph.D. study in 2009. He received the Best Paper
Award at the 16th IEEE Asia–Pacific Conference on

Communications, Auckland, New Zealand, in 2010. He regularly serves in the
technical program committees of the IEEE conferences, including Globecom,
ICC, VTC, and EUSIPCO. He is currently serving as an Associate Editor for
the EURASIP Journal on Wireless Communications and Networking as well
as the Lead Guest Editor for the Special Issue on Heterogeneous Cloud Radio
Access Networks of the EURASIP Journal on Wireless Communications and
Networking. He also served as the Managing Guest Editor for the Special
Issue on Self-Optimizing Cognitive Radio Technologies of the Physical
Communication (Elsevier).



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


