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Progress in experimental quantum digital signatures

Robert J. Collinsa, Ross J. Donaldsona, and Gerald S. Bullera

aInstitute of Photonics & Quantum Sciences, and The Scottish Universities Physics Alliance,
David Brewster Building, Gait 2, Heriot-Watt University, Edinburgh EH14 4AS,

United Kingdom

ABSTRACT

There is ongoing research into information-theoretically secure digital signature schemes. Mathematically based
approaches typically require additional resources such as anonymous broadcast and/or a trusted authority to
achieve information-theoretical security. The principles of quantum mechanics can be applied to the problem to
create the approach known as quantum digital signatures, which does not have these limitations. This presen-
tation will provide an overview of the development of experimental quantum digital signatures. The evolution
of experimental test-beds will be charted from small scale demonstrators to long distance implementations with
commercial prototypes, along with overviews of the theoretical background of each stage.

Keywords: Quantum communications, quantum digital signature, quantum key distribution, photonics, digital
signature, cryptography

1. INTRODUCTION

The humble handwritten signature has a long history of being used to guarantee the authenticity of the source
of an item of communication.1 By applying a (supposedly) unique mark to a statement or message the signatory
can indicate that they are the source of that communication, and that they agree to be bound by the statements
contained therein. Additionally, there is some understanding that a signed communiqué, can be passed to a third
party and that they will subsequently also recognize the signature as genuine.

However, we now live in an age where digital communications are becoming increasingly common. A naive
assumption may be that a handwritten signature could be converted into a digital graphical representation and
appended to a message to indicate the same properties as the ink on paper counterpart. However, digital files
can be copied an infinite number of times with no loss of fidelity, so the signature can be added to the end of any
message, even those the “signatory” has no knowledge of. Clearly, some form of system or protocol is required
that replicates a significant proportion of the functionality of handwritten signatures but can be applied to digital
communications. Such schemes exist and are generally referred to as digital signatures, although those working
in the field of quantum information research tend to refer to them as classical digital signatures to provide some
separation from later quantum information based protocols.

Most classical digital signature schemes in widespread use employ what are referred to as “trap-door one-way
functions”, that is to say, functions which are computationally easy to compute “one-way” but comparatively
difficult to invert without additional knowledge that forms the “trap-door”.2–4 Many of these signature schemes
do not offer proven long-term security. There currently exist no publicly known proofs that the “one-way”
computations will always be hard to invert - some schemes previous believed to be secure5 have subsequently
been proven to have flaws,6 and some schemes may be broken in shorter times by quantum computers.7–9

Nevertheless, classical digital signatures have gained widespread acceptance as a modern method of signing
digital communications.10
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Quantum digital signatures aim to utilize the uncertainty relations of quantum mechanics to generate digital
signatures. Quantum digital signatures were first proposed in 200111,12 but that scheme requires an experimen-
tally complex13 Controlled-Not (CNOT ) gates14 ,which may be though of a partial quantum mechanical analog
of the classical exclusive OR (XOR) gate, to be implemented in the swap test.15 This requirement for CNOT
gates meant that practical implementation of the protocol was a significant challenge and there was a drive to
identify simpler protocols that had the potential to be experimentally implemented.

2. EXPERIMENTAL APPROACHES

2.1 Experimentally Realizable Approach

The first protocol for quantum digital signatures that could be experimentally realized with relative ease, given
the limitations of available experimental technologies, was proposed16 in 2006. This protocol employed coherent
state17 mixing on a bulk optical 50:50 beam splitter cube,18 the basic principles of which are shown in Fig 1(a),
to permit the generation of signatures between three parties. Coherent states are comparatively easy to generate
and manipulate, making them a far more practical choice for use in quantum information protocols than single-
photons,19 and bulk optical beam splitter cubes are a widely available commercial component.

The signature is encoded as a phase change on a series of coherent states. Unlike quantum key distribution,20

where one post-processed binary digit (derived from approximately a single-photon) is used to secure one binary
digit of the message,21 quantum digital signatures uses a sequence of many phase encoded states to sign a single
binary digit of the message. Each sequence is assigned to sign either a single binary 0 or 1 and is used only once
for that single digit before being discarded. Messages consisting of multiple binary digits may be signed using
one of a selection of variations of the protocol, such as iterating the process for a single binary digit - although
more complex methods exist.22 The exact length of the sequence is one of many parameters considered in the
detailed analysis of the security of quantum digital signature protocols. The exact details of the security analysis
vary from protocol to protocol and a full discussion of the subtleties of each analysis is beyond the scope of this
work. The curious reader is encouraged to examine the original theoretical works outlining each protocol before
considering the papers reporting the experimental work.

Three conditions must be considered in a quantum digital signature system, P (Honest Rejection) which is the
probability that an honest signature will be incorrectly rejected, P (Successful Forgery) which is the probability
of successful forgery of a signature, and P (Repudiation) which is the probability that a transferred signature
is rejected by one party having been accepted by the other. Bounds for these parameters can be computed by
considering the probability inequalities for sums of bounded random variables.23 For the protocols reported in
this work, we assume that the users of the system are equally concerned about each of these failures and set
them all equal such that

[
P (Honest Rejection) = P (Successful Forgery) = P (Repudiation)

]
≤ ε, (1)

where ε is a security parameter and we say that a system is secure to a level of ε if the condition outlined in
Eq (1) is met.

Only sender Alice can provide a full classical description of exactly which phase encodings were used on each
coherent state so receivers Bob and Charlie can verify that the message was signed by Alice by comparing the
classical list of phases to the phase encodings of the optical coherent states that they received. If the number of
discrepancies is greater than a certain threshold, Bob and Charlie would determine that the signature was not
transmitted by Alice and make a decision on progression based on the details of the protocol.

Through application of the coherent state mixing process shown in Fig 1(a), it is possible to create a multiport
consisting of four 50:50 beam splitters in a network, as shown in Fig 1(b) , it was possible for sender Alice and
receivers Bob and Charlie to generate a shared signature. This multiport carried out a process of symmeterization,
ensuring that both receivers shared the same signature. In addition, if the same signature was transmitted to
both Bob and Charlie, no light exited through the middle ports of the multiport (denoted by |0〉 in Fig 1(b)).
The multiport essentially performs a non-demolition comparison of identical coherent states. Therefore, if Bob
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(a) (b)

Figure 1. (a) Linear mixing of two coherent states on a 50:50 beam splitter.|α〉 and |β〉 represent input optical coherent
states.18 (b) The bulk optical multiport that permits verification of quantum digital signatures for two receivers.16 |α〉
denotes an optical coherent state, two identical copies of which enter the multiport as indicated on the left-hand side. By
reference to Fig 1(a), it can be seen that if the system is perfect (no loss, equal beam splitting ratios, exactly matched
optical path lengths, etc) and the two copies of |α〉 are identical, a copy of |α〉 will exit from the top and bottom ports on
the right-hand side and no light will exit through the middle pair of |0〉 ports. If the two input optical coherent states are
different in any way, some light will exit through the middle pair of ports and a pair of photon detectors situated there
will register an event.

and Charlie detected any light at these ports, they knew that Alice sent them differing signatures and acted
accordingly as determined by the protocol.

This protocol was first implemented experimentally24 in 2012, as shown in Fig 2. Sender Alice generated
an attenuated laser pulse to serve as the initial, unmodulated coherent state, which was subsequently split into
two equal amplitude components at a 50:50 beam splitter. One component served as a delayed unmodulated
phase reference while the phase of the other was modulated by amount selected at random from a shared,
predetermined set of possible phases.25 The delay for the phase reference was chosen to be half of the inter-pulse
period of the laser, in this case giving a delay of 5 ns. The delayed, unmodulated phase reference and the phase
modulated signal were recombined in a single spatial mode at a second 50:50 beam splitter and transmitted
from Alice into the multiport. The receivers, Bob and Charlie, had a similar system which delayed part of the
signal by 5 ns relative to the reference, cancelling out the relative delay introduced by Alice and ensuring that
signal and reference arrived on a final 50:50 beam splitter at the same time. In this first implementation, there
was no enforced routing of photons into optically interfering spatial paths so inter-symbol interference from the
non-optically-interfering paths increased the number of errors in the system.

This implementation used thick junction silicon single-photon avalanche diodes (Si-SPADs) and operated at
a wavelength of 850 nm. Operating at a wavelength of 850 nm had the benefit that the single-photon detector
technologies are relatively mature and had fewer deleterious afterpulsing (due to a lower electric field used in the
p-n junction) and dark count effects that those at the so called telecommunications wavelengths of 1300 nm and
1550 nm.26–28There has been a long history of quantum information experiments performed at a wavelength of
850 nm and using silicon single photon avalanche diodes (Si-SPADs) as the detectors19,29–33 due to the relatively
high detection efficiencies and low spurious count rates. Si-SPADS also typically do not require extensive cryostat
based cooling systems or complex external electronics to operate. There is a large field of expertise in fabrication
of silicon based semiconductor technologies and this can potentially be applied to the production of single-photon
detector technologies use at other wavelengths.34 One potential drawback of operating at this wavelength is that
the transmission losses exhibited by light with a wavelength of 850 nm in standard telecommunications optical
fiber are higher at 2.2 db/km when compared to the losses of 0.22 db/km experienced by light of wavelength
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Figure 2. The first experimental demonstration of quantum digital signatures.24 The laser emitted coherent state pulses
at a repetition rate of 100 MHz and a wavelength of 850 nm. The system was assembled from polarization maintaining
optical fiber that supported a single optical mode a wavelength of 850 nm. Computer controlled adjustable delay air-gaps
allowed for small scale optical path-length changes to be corrected. A phase modulator could be inserted into one of the
input arms of the multiport to examine the effects of different signatures in the system .

1550 nm. This means that systems employing light with a wavelength of 850 nm in standard telecommunications
optical fiber are limited to shorter transmission distances than those operating with a wavelength of 1550 nm.

The quantum digital signature system was assembled from polarization maintaining optical fiber that supports
a single spatial optical mode at a wavelength of 850 nm. Optical fiber was chosen as the construction medium
since it offered easier interconnection with the existing optical fiber telecommunications network. Specialist
polarization maintaining fiber was used since it offered improved interferometric visibility and, consequently,
a significantly reduced number of errors. Adjustable air-gaps, monitored by an iterative feedback loop control
system, made small adjustments to the relative optical path lengths to ensure that a relatively high interferometric
visibility was maintained throughout the system.35 However, the multiport was still a complex optical system
that limited the overall transmission distance to approximately 5 m. Despite the challenges of such a system, it
took approximately 10 seconds to sign a single bit with an ε of 10−4.

2.2 Removal of Quantum Memory

The first implementation of quantum digital signatures, shown in sec 2.1, required some form of quantum
memory at receivers Bob and Charlie, rendering it impractical for use in a deployed experimental quantum
digital signature system. In a practical digital signature system, the sender Alice would ideally like to be able
to send the signature first and then send the message at some indeterminate time in the future. The quantum
digital signature system shown in Fig 2 required sender Alice to transmit the message immediately after the
corresponding coherent states had been transmitted since receivers Bob and Charlie only had short lengths of
optical fiber to delay the coherent states before they were measured with by comparison with a delayed and
phase shifted reference.

This requirement for quantum memory was lifted in 201436,37 and the corresponding system is shown in Fig 3.
Although the revised protocol could have been implemented using phase modulators at the receivers, as in Fig 2,
the decision was made to apply the relatively new technology of quantum unambiguous state elimination38,39

to examine the prospects of passive state discrimination. In this application, quantum unambiguous state
elimination seeks to use partial information on the quantum properties of a state to bound the security of the
system. By employing a pair of delay systems at the receiver, one with a fixed delay corresponding to a phase shift
of π

2 , partial information regarding the quantum state can be measured. The detector event patterns are shown
in Table 1 for a set of four phase encodings. In the case of Table 1, if three detectors were to register an event
while one did not, the phase encoding of the state would be fully determined and this would be unambiguous
state discrimination.
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Figure 3. The application of quantum unambiguous state elimination38,39 to quantum digital signatures36 without
quantum memory.37 The laser emitted coherent state pulses at a repetition rate of 100 MHz and a wavelength of 850 nm.
The system was assembled from polarization maintaining optical fiber that supported a single optical mode a wavelength
of 850 nm. Computer controlled adjustable delay air-gaps allowed for small scale optical path-length changes to be
corrected. Polarization routing40 was used to reduce the effects of intra-symbol interference from non-interfering paths .

Table 1. Unambiguous state elimination when applied to quantum digital signatures with four possible phase encodings.
If the complete set of detector events described in a row occur then unambiguous state discrimination has been achieved
an the phase encoding of the state is known. This table only considers a perfect system, including detectors that do not
exhibit dark counts or after-pulsing.26–28

Detector

Transmitted State Not 0 Not π
2 Not π Not 3π

2

0 Not possible Possible Possible Possible

π
2 Possible Not possible Possible Possible

π Possible Possible Not possible Possible

3π
2 Possible Possible Possible Not possible
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Figure 4. The application of quantum unambiguous state elimination38,39 to kilometer scale transmission distance
quantum digital signatures41 without quantum memory.43 The laser emitted coherent state pulses at a repetition rate of
100 MHz and a wavelength of 850 nm. Sender Alice and receivers Bob & Charlie used systems assembled from polarization
maintaining optical fiber that supported a single optical mode a wavelength of 850 nm. The communications channel
was standard telecommunications optical fiber that supported aa single optical mode at a wavelength of 1550 nm and
multiple modes at a wavelength of 850 nm. Mode manipulation techniques29 were used to suppress the higher order
modes. Computer controlled adjustable delay air-gaps allowed for small scale optical path-length changes to be corrected.
Polarization routing40 was used to reduce the effects of intra-symbol interference from non-interfering paths

2.3 Kilometer Scale Transmission Distances

The removal of the requirement for quantum memory paved the way for the transmission distance to be increased
to kilometer scale lengths. The process of the symmetrization of the information between receivers Bob and
Charlie can be carried out classically over a channel between them which has been secured by quantum key
distribution, thereby removing the requirement for a complex multiport. This opens the prospect of implementing
quantum digital signatures using quantum key distribution hardware,41 some of which is now commercially
available,42 significantly improving the practicality of the protocols. If Bob and Charlie conduct quantum key
distribution with Alice up to the point of basis set reconciliation and sifting but excluding any error correction
and privacy amplification they share a partially correlated sequence of quantum state with Alice. The sequence
is only partially correlated since it includes any errors introduced during transmission.

Quantum digital signatures were demonstrated over kilometer scale transmission distances of up to 2 km of
laboratory based fiber43 in 2016 using a variation of the unambiguous state elimination system, as shown in
Fig 4. This system took approximately 106 seconds to sign a single bit with an ε of 10−4.

With the transmission distance limitation removed, the logical progression was to conduct tests of quantum
digital signatures using installed optical fiber. In 2016, Quantum digital signatures were first demonstrated44

over installed optical fiber in the Tokyo Quantum Key Distribution Network45 using a differential phase shift
quantum key distribution system developed by the Nippon Telegraph and Telephone Corporation (NTT) in
collaboration with the National Institute of Information and Communications Technology (NICT).46 Quantum
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Figure 5. The application of differential phase shift quantum key distribution46,48 to kilometer scale transmission
distance quantum digital signatures44 over installed optical fiber forming part of the Tokyo Quantum Key Distribution
Network.45 FPGA denotes a Field Programable Gated Array , DSP denotes a Digital Signal Processor, and SNSPD
denotes a Superconducting Nanowire Single Photon Detector .49 The continuous wave laser emitted at a wavelength of
1550 nm and the optical output was converted to pulses at a repetition rate of 1 GHz by an optical intensity modulator.
Although the optical fiber link was of fixed length 90 km, additional attenuation could be introduced to simulate longer
transmission distances.47 The quantum signal and synchronization clock were transmitted through optical fiber while the
classical data exchange was conducted over Ethernet.50

digital signatures were generated between sender Alice and two receivers situatedin the same NICT laboratory
but connected to each other by an installed optical fiber link. These experiments were carried out at a wavelength
of 1550 nm, which is different to the 850 nm wavelength used in previous demonstrations of quantum digital
signatures.

The optical fiber link was 45 km of installed dark fiber configured with a loop-back so that the total transmis-
sion distance was 90 km. Approximately half of the length of the optical fiber link was installed in underground
ducting while the other half was mounted on overhead poles. The deployed nature of this fiber meant that the
channel loss was between 28.7 dB and 31 dB, significantly more than the 19.8 dB that may be expected from
the widely accepted “standard” loss of 0.22 db/km quoted for such optical fibers. Consequently, when additional
lengths we subsequently simulated by purposefully introducing additional loss to the channel, the simulated
length was calculated using the 0.32 db/km loss measured for this fiber at the time of experimentation.47 The
results obtained from this system are shown in Fig 7. This system47 was able to sign a single bit in approximately
27 seconds with an ε of 10−10 at a distance of 134 km using a clock rate of 1 GHz, or approximately two bits
per second at a distance of 90 km.

3. PARALLEL DEVELOPMENTS

3.1 Free Space Transmission Channel

Since the generation of quantum key digital signatures can be conducted using the same experimental hardware
as quantum key distribution,41 there is no fundamental reason that transmission of a quantum digital signature
cannot take place over a free-space link, and this may lead to the distribution of quantum digital signatures
by satellite. There has been a significant experimental examination of the feasibility of free-space quantum key
distribution links in a range of different environments and for many different applications52–54 and the field is
highly advanced.55

In 2016, a continuous variable56,57 free-space quantum key distribution system was applied to quantum
digital signatures,51 as shown in Fig 6. Continuous variable quantum key distribution differs from the more
common “discrete variable” quantum key distribution20 in that the information that forms the key is encoded
in continuous quantum variables, such as the quadratures of quantized electromagnetic modes such as coherent
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Figure 6. Free space quantum digital signatures based around a continuous variable quantum key distribution system.51
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Figure 7. Comparison of the time taken to sign a single bit for three different quantum digital signature systems: a lab
based system operating of kilometers of optical fiber with unambiguous state elimination (USE),43 a free space system
based on continuous variable quantum key distribution (CV QKD),51 and a differential phase shift (DPS) quantum key
distribution based system operating over kilometers of installed optical fiber and intentionally introduced additional losses
to simulate longer lengths.47
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Figure 8. MDI QDS as demonstrated over 25 km of fiber in a laboratory.62 H denotes horizontal, V denotes vertical, D
denotes diagonal, and A denotes anti-diagonal.

states or squeezed states. In addition, instead of the relatively complex single-photon detectors used in discrete
variable quantum key distribution, continuous variable quantum key distribution can employ the same homodyne
detector schemes58 used in the classical communications field,59 making it simpler to implement.

The result obtained from this system over a communication link length of 1.6 km is given in Fig 7.

3.2 Measurement Device Independent

Measurement device independent quantum key distribution57,60 offers the prospect of quantum key distribution
where the measurement apparatus is not trusted. As quantum key distribution hardware can be applied to
quantum digital signatures,61 there have been two significant experiments using measurement device independent
quantum key distribution for quantum digital signatures. The first used 25 km reels of fiber in a laboratory62

whilst the second63 employed between 17 km and 30 km of installed optical fiber in the metropolitan Hefei
optical fiber network.64 Fig 8 shows a schematic representation of the system which operated over 25 km in a
laboratory but the concepts are the same as the system operating over installed fiber.

The laboratory based experiment62 was able to secure around 13 bit/second (approximately one bit every
74 ms) with an ε of 10−10 at a clock rate of 1 GHz. The system operating over the installed Hefei optical
fiber network64 was able to sign a single bit at an ε of ≈ 8 × 10−10 in around 40 hours at a clock rate of
75 MHz. While these times are relatively long in comparison to the times obtained from other quantum digital
signature systems, it is important to note that measurement device independent quantum key distribution is a
comparatively new field of research, so there has been limited research focused on improving transmission rates,
and it offers improved security compared to other forms of quantum key distribution.

4. CONCLUSIONS

The field of quantum digital signatures has advanced significantly over the last six years. Efforts by both
theorists and experimentalists working together have resulted in the progression of quantum digital signatures
from somewhat impractical systems confined to the laboratory24 to more practical systems utilizing the hardware
of commercially available quantum key distribution systems.44,47

In a relatively short period of time, the field of quantum digital signatures has advanced to achieve a compara-
ble technological readiness level to that of quantum key distribution. Indeed, since it has been demonstrated that
quantum digital signatures and quantum key distribution can share the same hardware,44,47 there are excellent
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prospects for commercialization of the technology by those companies that have already invested in developing
commercial quantum key distribution hardware.
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