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Abstract—In this work, we construct a compact composite
AES S-Box by deriving a new low multiplicative complexity
GF (24) inversion circuit. A deterministic tree search algorithm
is applied to search for constructions that are optimum in terms
of multiplicative complexity. From the results, the circuit with
the smallest gate count is selected for GF (24) inversion. To the
best of our knowledge, the proposed AES S-Box requires the
smallest gate count to date with the size of 112 gates and depth
of 25 gates.

Index Terms—Advanced Encryption Standard (AES), S-Box,
composite field arithmetic (CFA), low multiplicative complexity.

I. INTRODUCTION

In this age of ubiquitous computing, security and privacy
concerns surrounding digital communication and sensitive data
storage are legitimate challenges. The Advanced Encryption
Standard (AES) was announced in 2001 by the National
Institute of Standards and Technology (NIST) [1]. To this
day, AES remains the most popular block cipher in many
security systems. To enable applications in heavily constrained
environments, various optimizations had been made to the
AES circuit since its introduction to minimize circuit area.

Several studies on the block cipher had revealed the substi-
tution process to be the major bottleneck in circuit optimiza-
tion. To minimize circuit complexity for the transformation,
many works have experimented with new composite field for
the AES S-Box [2]–[7]. Recently, works in [8]–[11] attempted
to optimize the combinational circuit in the composite AES
S-Box using a low multiplicative complexity heuristic. The
results reported showed significant improvement in either size
or depth compared to previous works. However, due to the
randomness involved in the optimization algorithm used, it is
possible that better solutions can be derived using the low
multiplicative complexity heuristic.

In this work, we explore the same tower field architecture
used in [8] and use a deterministic tree search algorithm on
the GF (24) inversion circuit. The purpose of the algorithm is
to identify a large set of solutions that are optimum in terms

of multiplicative complexity to perform the GF (24) inversion.
From the solutions, we select the circuit with the smallest gate
count as our proposed AES S-Box.

The rest of the paper is organized as follows. The chosen
tower field architecture for our AES S-Box is described in Sec-
tion II. Section III explains the methodology used to optimize
the GF (24) inversion circuit for our proposed AES S-Box.
The complete circuit of our proposed AES S-Box is described
in Section IV along with comparison against selected previous
works. Finally, concluding remarks are drawn in Section V.

II. DERIVATION OF THE COMPOSITE FIELD

The substitution process in AES encryption (a.k.a. S-Box
function) is widely known to be the most demanding oper-
ation in the block cipher. The operation involves finding the
multiplicative inverse of the 8-bit input over GF (28) followed
by an affine transformation.

Optimizing the multiplicative inverse circuit over GF (28)
is a difficult problem due to the high order of the finite
field. Therefore, a common approach is to map the element
in GF (28) to a subfield of lower order with the goal of
reducing complexity in the calculation of its multiplicative
inverse. This mapping process is facilitated through the use
of composite field arithmetic (CFA). CFA allows a composite
field such as the GF (28) field of the AES S-Box to be built
iteratively from fields of lower order. This means that the
actual mathematical manipulation on the data can be done
in the subfields instead of the original field. As a result, this
approach allows the multiplicative inverse process in the AES
S-Box to be constructed in the less complex subfields.

In general, the process to implement multiplicative inverse
in lower fields using CFA can be summarized in three steps:

1) Establish an isomorphism function to map all elements
of the original field to a subfield.

2) Compute the multiplicative inverse over the subfield.
3) Establish an inverse isomorphism function to map the

results to the original field.



 

Top linear 

component 

Middle non-

linear 

component 

Bottom linear 

component 
Input Output 

8 8 22 18 

Fig. 1. The AES S-Box as a three-part circuit.

The mapping of GF (28) to GF (((22)2)2) necessitates three
stages of isomorphism and the associated field polynomials.
With reference to [7], these can be stated in general form as
follow:
• Isomorphism for GF (28)/GF (24): r(y) = y2 + τy + v
• Isomorphism for GF (24)/GF (22): s(z) = z2 +Tz+N
• Isomorphism for GF (22)/GF (2): t(w) = w2 + w + 1

In this work, we use the tower field construction in [8]
as the foundation for optimization. The same tower field
construction was also used in [9], [11]. The composite field
AES S-Box architectures are commonly presented in block
diagrams detailing the isomorphism and inverse isomorphism
circuits, squarers and scalers, as well as adders and multipliers.
However, it is easier to view the tower field architecture as a
three-part circuit composing of: (a) a top linear component, (b)
a middle non-linear component (which includes the GF (24)
inversion), and (c) a bottom linear component as illustrated in
Figure 1.

The top linear component and bottom linear component
are 8-to-22-bit and 18-to-8-bit transformations respectively.
They are ”linear” in the sense that they only involve additions
(XOR) but not multiplications. The transformations can be
viewed as multiplying the respective input with the matrices
U in (1) and B in (2) respectively.

Boyar and Peralta [8] utilize a short linear program (SLP)
heuristic that allows for XOR-cancellation to optimize the
top linear and bottom linear components. The resultant linear
circuits are fairly compact and we do not observe potential for
further improvement without significant alteration to the tower
field construction. However, the GF (24) inversion circuit that
is part of the middle non-linear component can be further
optimized for lower gate count.

III. LOW MULTIPLICATIVE COMPLEXITY GF (24)
INVERSION CIRCUIT

Composite field arithmetic allows multiplicative inversion
of the AES S-Box to be implemented in a subfield of lower
order. Using the tower field construction specified in [8],
the resultant GF (24) inversion can be represented by the
following polynomials, where x1, x2, ..., x4 represent the 4-
bit input and y1, y2, ..., y4 represent the inverted output (note
that additions are synonymous to XOR and multiplications are
synonymous to AND in the expressions):
• y1 = x2x3x4 + x1x3 + x2x3 + x3 + x4
• y2 = x1x3x4 + x1x3 + x2x3 + x2x4 + x4
• y3 = x1x2x4 + x1x3 + x1x4 + x1 + x2

• y4 = x1x2x3 + x1x3 + x1x4 + x2x4 + x2

The next task is to construct a compact circuit to perform
the functions described above. For this purpose, Boyar and
Peralta [8] proposed a low multiplicative complexity heuristic
to solve for low gate count GF (24) inversion circuit. The low
multiplicative complexity heuristic implies that an implemen-
tation of a function using the minimal number of AND gates
often results in close to optimal gate count for the function.
In the original approach, a two-step algorithm [12] is used to
solve for low multiplicative complexity implementations for
the GF (24) inversion circuit. However, due to the randomized
selection process involved in the non-linear step (first step) of
the algorithm, there are uncertainties regarding the optimality
of the results.

In this work, we construct the GF (24) inversion circuit
based on the same low multiplicative complexity heuristic but
with a deterministic tree search algorithm [13] in place of the
original non-linear step.

In mathematics, decomposition (or factorization) is used
to reduce the number of multiplications in an expression.
Since the polynomial expressions for the GF (24) inversion
are essentially Exclusive-OR Sum-of-Products (ESOP), de-
composition can also be performed to minimize the number
of multiplications as demonstrated in [14].

The proposed tree search algorithm in [13] operates on
the polynomial expression that describes a function to be
optimized. The algorithm then attempts multiple stages of
decomposition to arrive at an expression with the minimal
number of multiplications. For example, the expression y1
from Section II can be realized using only two multiplications
after decomposition as shown below:

y1 = x3(x2x4 + x1 + x2) + x3 + x4

Since the GF (24) inversion is a multiple-expression prob-
lem, the tree search algorithm would solve each expression
sequentially while keeping a collective set of product terms
from solved expression(s) to facilitate product sharing. The
collected product terms can be added (XOR) to subsequent
expression(s) to essentially change the target expression in
hope of enabling solution(s) with less multiplications. For
instance, the expression y2 from Section II normally requires
at least two multiplications to compute. However, if product
sharing is enabled with y1, the expression can then be realized
with a single multiplication as shown below, where p1 and p2
are product terms that are shared with y1:

y2 = (x3 + x4)(x3(x2x4 + x1 + x2)︸ ︷︷ ︸
p1

+x2x4︸︷︷︸
p2

) + x4

After solving for all four expressions, the algorithm returns
a set of optimum solutions. Note that the solutions are ”opti-
mum” in terms of multiplicative complexity but not gate count.
As such, a last step is performed to select the ”optimum”
solution with the smallest number of gate count from the
set. The overall approach to optimizing the GF (24) inversion
circuit can be summarized in Figure 2.



U =



0 0 0 0 0 0 0 1
0 1 1 0 0 0 0 1
1 1 1 0 0 0 0 1
1 1 1 0 0 1 1 1
0 1 1 1 0 0 0 1
0 1 1 0 0 0 1 1
1 0 0 1 1 0 1 1
0 1 0 0 1 1 1 1
1 0 0 0 0 1 0 0
1 0 0 1 0 0 0 0
1 1 1 1 1 0 1 0
0 1 0 0 1 1 1 0
1 0 0 1 0 1 1 0
1 0 0 0 0 0 1 0
0 0 0 1 0 1 0 0
1 0 0 1 1 0 1 0
0 0 1 0 1 1 1 0
1 0 1 1 0 1 0 0
1 0 1 0 1 1 1 0
0 1 1 1 1 1 1 0
1 1 0 1 1 1 1 0
1 0 1 0 1 1 0 0



(1)

B =



0 0 0 1 1 0 1 1 0 1 1 0 0 0 0 1 1 0
1 1 0 0 0 0 1 1 0 1 1 0 0 0 0 1 1 0
1 0 1 0 0 0 1 0 1 0 0 0 1 0 1 1 0 1
1 1 0 1 1 0 0 0 0 1 1 0 0 0 0 1 1 0
0 1 1 0 1 1 0 0 0 1 1 0 0 0 0 1 1 0
1 0 1 1 1 0 0 1 1 0 1 1 1 0 1 1 1 0
0 0 0 0 1 1 0 1 1 0 0 0 1 1 0 1 1 0
1 0 1 1 0 1 0 0 0 0 0 0 1 1 0 1 1 0


(2)

IV. RESULTS AND DISCUSSIONS

The three components of the optimized AES S-Box circuit
are described in Figures 3, 4 and 5 respectively.

Comparisons of circuit complexities between our optimized
AES S-Box and selected previous works are summarized in
Table I. The metrics of interest include size which represents
the total gate count of the circuit and depth which indicates
the number of gates that exist along the critical path of the
circuit.

From Table I, we can observe that the proposed AES S-
Box achieves the smallest total gate count compared to the
other works. Specifically, against the results presented in [10],
our proposed circuit managed to shave off three additional
gates while reducing the circuit depth by the same amount. In
particular, the improvement to the gate count is several-fold
in a full AES circuit as multiple instances of the 8-bit S-Box
are commonly used to encrypt the 128-bit data block as well
as for key scheduling purposes [15].

We are aware that the search technique in [10] can po-
tentially discover the same results presented in this work.

TABLE I
COMPARISON OF CIRCUIT COMPLEXITIES BETWEEN THE PROPOSED

CIRCUIT AND PREVIOUS WORKS

Work Size DepthAND XOR XNOR Total
[4] 36 126 0 162 29
[5] 36 91 0 127 27

Case I [7] 36 118 0 154 32
Case II [7] 36 106 0 142 26
Case III [7] 36 96 0 132 24

[9] 34 90 4 128 16
[10] 32 79 4 115 28
[11]* - - - 125 16

This Work 32 76 4 112 25

* Information on the number of individual gates is not
available.

However, due to the randomness involved in the selection
process, it may be difficult for the search technique to arrive at
a specific solution. On the contrary, the approach of our work
explores all potential solutions achievable through polynomial
decomposition that are optimal in terms of multiplicative
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Fig. 2. Flow of methodology to optimize the AES GF (24) inversion circuit.

complexity. This allows us to identify the proposed circuit
as the smallest implementation among the alternatives.

On the other hand, results reported in [9] and [11] showed
an advantage in terms of circuit depth at the cost of higher
gate count. This is a classical example of trade-offs associated
with VLSI designs. The low multiplicative complexity logic
minimization algorithm used in this work is a heuristic aimed
towards low gate count circuits. As such, circuit depth is not
a priority when searching for the best solution. Consequently,
the proposed design is more suitable for constrained applica-
tions where hardware limitations are more prevalent while low-
depth variants are more suitable for high speed applications.

V. CONCLUSION

We presented a compact composite field construction for the
AES S-Box with optimization on the GF (24) inversion circuit
using the low multiplicative complexity heuristic. A tree search
algorithm [13] based on polynomial factorization and product
sharing is used to solve for circuits with optimal multiplicative

complexity. The best construction with the smallest gate count
is then selected from the set of solutions. The proposed AES
S-Box shows improvement in both size and depth compared to
the smallest result reported previously in [10]. Our future work
will involve experiments of the low multiplicative complexity
heuristic on other tower field architectures of the AES S-Box
using different isomorphic mapping.
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U0 = x4 + x2 U1 = x7 + x1 U2 = x7 + x4
U3 = x7 + x2 U4 = x6 + x5 U5 = U4 + x0
U6 = U5 + x4 U7 = U1 + U0 U8 = U5 + x7
U9 = U5 + x1 U10 = U9 + U3 U11 = x3 + U7

U12 = U11 + x2 U13 = U11 + x6 U14 = U12 + x0
U15 = U12 + U4 U16 = U13 + U2 U17 = x0 + U16

U18 = U15 + U16 U19 = U15 + U3 U20 = U4 + U16

U21 = U1 + U20 U22 = x7 + U20

Fig. 3. Top linear component of the optimized AES S-Box. 8-bit inputs are x0, x1, ..., x7. 22-bit outputs are x0, U0, U1, ..., U22 excluding U4 and U11.

M0 = U7 × U12 M1 = U10 × U14 M2 =M1 +M0

M3 = U6 × x0 M4 =M3 +M0 M5 = U1 × U20

M6 = U9 × U5 M7 =M6 +M5 M8 = U8 × U17

M9 =M8 +M5 M10 = U2 × U16 M11 = U0 × U18

M12 =M11 +M10 M13 = U3 × U15 M14 =M13 +M10

M15 =M2 + U13 M16 =M4 +M14 M17 =M7 +M12

M18 =M9 +M14 M19 =M15 +M12 M20 =M16 + U19

M21 =M17 + U21 M22 =M18 + U22

M23 =M20 ×M22 M24 =M19 +M20 M25 =M23 +M24

M26 =M21 ×M25 M27 =M21 +M22 M28 =M26 +M27

M29 =M26 +M23 M30 =M29 ×M27 M31 =M22 +M30

M32 =M27 +M23 M33 =M19 ×M32 M34 =M24 +M33

M35 =M23 +M34 M36 =M35 ×M24 M37 =M19 +M36

M38 =M34 +M28 M39 =M37 +M31 M40 =M37 +M34

M41 =M31 +M28 M42 =M39 +M38 N0 =M41 × U12

N1 =M28 × U14 N2 =M31 × x0 N3 =M40 × U20

N4 =M34 × U5 N5 =M37 × U17 N6 =M39 × U16

N7 =M42 × U18 N8 =M38 × U15 N9 =M41 × U7

N10 =M28 × U10 N11 =M31 × U6 N12 =M40 × U1

N13 =M34 × U9 N14 =M37 × U8 N15 =M39 × U2

N16 =M42 × U0 N17 =M38 × U3

Fig. 4. Middle non-linear component of the optimized AES S-Box. 22-bit inputs are x0, U0, U1, ..., U22 excluding U4 and U11. 18-bit outputs are
N0, N1, ..., N17. Multiplicative inversion in GF (24) is represented by M23 through M37.

B0 = N15 +N16 B1 = N10 +B0 B2 = N9 +B1

B3 = N0 +N2 B4 = N1 +N0 B5 = N3 +N4

B6 = N12 +B3 B7 = N7 +B5 B8 = N8 +B6

B9 = B7 +B8 B10 = B5 +B4 B11 = N3 +N5

B12 = N13 +B0 B13 = B3 +B11 y4 = B2 +B10

B14 = N6 +B7 B15 = N14 +B9 B16 = B12 +B13

y0 = (N12 +B16)
′ B17 = N15 +B14 B18 = B1 +N11

y7 = B2 +B14 y1 = (B9 +B16)
′ y3 = B13 + y4

y6 = (y4 +B14)
′ B19 = B15 +B17 y5 = (B19 +N17)

′

y2 = B18 +B15

Fig. 5. Bottom linear component of the optimized AES S-Box. 18-bit inputs are N0, N1, ..., N17. 8-bit outputs are y0, y1, ..., y7.


